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Study and Design of a Misuse and Anomaly Combined Intrusion Detection System

System Major: Computer Science
Name : Wei Lee
Supervisor: Vice-Professor Huajin Liang

ABSTRACT

With the rapid development of computer network and communication technology,
network will affect our society anywhere and anytime in economy. politics. military and
all kinds of other affairs. Network security has become the focus of the whole world.

The subject is planed by the science and technology office of GuangDong province
and 1s the sub-project of Intelligent Transportation System. We aim at designing an
Intrusion Detection System, which is extendable, flexible, safe enough to protect existing
network. The author describes a misuse and anomaly combined Intrusion Detection
System, which can detect new type of attacks.

The production of the paper will be applied to highway network toll system and
other related information system. Network toll system is an important part of highway
management information system, which brings rapid service, convenient management
and decision. At the same time, the governors of highways depend more and more on
data, which goes with large amount of capital, so data has become a very important factor
tor governors to make their decisions. Disappearance and distort of data will not only
interrupt the normal operation, but also will cause huge lose in economy. Nowadays, with
the expansion of network, the latent threaten caused by security problems grow day by
day.

The paper is based on the analysis of lightweight intrusion detection system—snort.
The author creates an anomaly detection engine. With a misuse detection engine, the
system comprises a lot of rule files aiming at all kinds of attacks. By parsing the rule files
and pattern maiching, the whole architecture will be built. The author also designs a
statistical model, which analyses network traffic and runs concurrently with the misused
detection engine. The prototype is realized by using C language in Linux OS, and
implements the detection of SYN flood attack.

The system 1s based on plugin mechanism, and it is extendable. The user can add
different plugins depend on different requirements. The user can also add different rules
depend on ditterent attacks without medifying source code.

Keywords: misuse, anomaly, plugin, Intrusion Detection System.
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AEFRITREEFIER.

2.1.1.5 MACIDS Hjr x5

FIHBT KRR, S FHANRE, BEREWEN NN Z R 2 2R MR (R
7, B T MR L. EEMUNEHT kE, NELEDTERE, TEEN
ECL FILAN I AR AT SR B KIS S T REMUT 6905 11 (28] AR B TR s/
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IR A BN R RE L 2R RLAE ST —DEN IR RS, BHE AR
TR, RUEM 2 =0T EE /T RE ANl o

2.2 MACIDS & R 54

ARGEEREN LEEZRHL TR A:

(D mdplsl L&, eANAFETRANFZRERN T MTELHEETRE
HIRLl 77 (CB=T7dm).

(2) BREMLEE, ERSFEIT RATIEE, FH T KERREGM.

(3) Dheetdisk L&, R RERINAERIMT, AHXTML, Wit& .

(4) gmhs L&, EBRFREFNMERENIEMEFER, 5 THEE.

2.2.1 MACIDS ] BAkgE ¥y

HEAERNMBEZEARE FERISAR MACIDS it FIAR LU EHE XA, WE 2-2
BT 7 :

Tk B A REER I F 1 Hh 4
A A A

% 5 7 5 4
R B AR

T

i A5 L R

T

EIEfRER
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RN e S RS ETHHERFHESMARERRENARE Rt

T HEMANIIEE _ EXTE 2-2 RS DR AT S A R -

(1) ERERLIMANGEEEREEIRAIVIEGL . arSITRE. BE R,
5 AL 3K libpcap[191HI#I 45 1L, AR A libpcap IR 1, Hi#
ITHRSRMAR: S, SHERENERREE T FEESRFIEE.,

(2) AR E MM ER M) IR EG B E 6L, M P B L85 &N i b 2R 1T AR 14

HIEFTHEMN A EIE SR, DA R b8,

3) RAERHEEGHEOEERAFHE: RHEIEES, SCELAIX L4 T
TR TANMECE LE, BUARIT A RERNES, @d4git
BAR ALY TCP brEM B, T i,

(4) TR ERLA L §riAT, M CEITH R EH, MEHS L
2 (2

5) HLHBAIEREHFEONLN T, BEEBEENKAD. thilks,
[P/ICMP/TCP HIZEIN S, 55 Bh R UL BC 578 Ric A 0 Th B8

(6) %t A1 S0 B AR RO B B M o S5 0T & B R R R R BT Th R

2.2.2 MACIDS HIHE1EH. &)

7 MACIDS iz FH{fifFH150[20,21], %t T MACIDS 3%, L EEE LT —
=LA aky =g
(1) HiT A1, MACIDS fepdE s A S mshie, FErFEEREYT
7 .
(2) #EPLEIEL T MACIDS £14585 T{E.
(3) HFPLEIERASThEE A B, BibtEsE, B 5iE.
MACIDS FEEE=FEAFEML, FTEHENXHI = fE R 28 33T
B
1) FRALEEHM
CHEICFZE 2L spp_ TP ke, EMMICE GRRARN) ZiTiET, 2
I DhRe EE 4 A LLF JLEE.
(1) 1R{ TCP/IP HEFR DIEEMIR(F, W IP A E4H . TCP R EHIE M.
(2)  JBFEERDSE1E: Hup BRAS4G1F. Unicode ARIBHE{E . RPC fEISHE: | Telnet
%,
(3> RUMUCBC I i 28 17 Bt fa il B B FE A A 2R . bo R I4E:. arp MK IR:
rrilliE e E,

2) Y
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il KEFE i X ETREASREMEEMNARRNBRENWA S R

T AT S48 BB L sp_ 7Tk, 76 B0 I BCRT BX B ParseRuleOption 742 i F 45 BY
SR T RN A TCACA MU 7S . B0 00 4eb B8 o B408 5 6 5 0 T 228 T o ) — A o B
F, LHAHXAN KRB ZOWBEREFEEE. X TANEEIT S K88 F 1) & AL
AESIE 3 &, XEdmtrEED R E:

(1) i &FE IR E, 40 TCPFlag. IcmpType. IcmpCode. Ttl. Ipld. TcpAck.
TcpSeq. Dsize. [pOption. Rpc. [cmpld. IcmpSeq. IpTos. FragBits. TcpWin.
[pProto 11 IpSame % .

(2) —4eiHEBhThEE, 1 Respond. Priority. PatternMatch. Session. React,
Reference %, XEFBRMFo AN (RHEE) . mERN. HAL
Ao (WA, &ifidx. BdmMN (FRHWAEHED., XESEEES
B8] =

3) fribfE1T

CATRR A B AL, spo_FF3k, XESEES 0 HEMESPMHREBAB Y
29, EAMNREEEPMLEZ BER2EREB, UWEIIXEENES. IHEM
AL EIHBEXT RN — N FHRN A ISR T, AR I o e B ) 2 Bt = F SR 1 S 4 1 1Y)
ZBAT

T EA—~ Hitp REES AL B SF TG 1T A B R BRI I 3 &1,

() B E - LERE, LN SetupXXX (), &1 Spp_http_decode.c:
SetupHttpDecode(). 1X-~ef % 7 B 7F Plugbase.c: InitPreprocessor()%, 1
H—EZ#gHH., REZRIMSE—DTIRFEM B ST F B E R
Ui B ) M1 a4t ef 8, Hitp MRS TIAL RG24 T BN B “http_decode”
F “http_decode_ignore ", - AH XF B By 4] 45 1k 1K 30 &  HitpDecodelnit() #1
HttpDecodelnitIgnore(), 12 11TiF A Bl eh £ 51 PreprocessKeywords 9

(2) TERBREAL I TR, MBI BN EE, RS M otk
X R EBF AT EEASECRAHMN VIR RS . ¥hibs s
MR X EZHY MRS, WA REEM B L ERE T,
IXE, B ¥R E HupDecodelnitOSE ¥ ELE, &4 H 5 ¥
PreprocUriDecode()iF Mt B %)+ PreprecessList()P . &m S48 M 32 44 % 4 A
MHEREF, MASRURHENKIFIZERE, ANBRRNEEP b A4
FHFEN B AL BE eR B, 88 B ANE R AX A4

(3) Erg L P, —EBRRARY), HafROBEHNNIT, MR EgHis
fE preprocess TALE L FE A Xt #H#ER 1A PreprocUrlDecode #1740 FE ,

M EmE Tl LUE S, S AEmma S s THEMBIAR KT FEZ 46,
HALHLIREARAELL, HEAERERET R RE A R, BEEVGBITESE
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FRANET 2. REHATAL B A A YIGE R HE — R, ERFFEE— P,
FrUAgGEM B — P oIRF; SEEGNSSRE LN —& 2 Ii8e, Arelabs
I A LRI —IR, REFBRAZRNER XM ANRP.

R, —~TEF AT H =M ERREEN. BHTRERE. BFHELK

8. WFRIARERE. 0 FRPR:

R 22— R E
% W bR B A ] B iE A oh RE
LR | SetupXXX() A P ¥ 9640 B 1R A VW R R 9T a5 1k bR B
i ¥IEa b BB | XXXInit() MR SCIERT AR | seRLizidE eI dG 1k,
F 1 A b B pf R
R E R | XXXXXO R Wi ¥ R FERT ) 3ok 72 A 52 R 1 4
I3 Ee

2.3 MACIDS K E SRR

2.3.1 libpcap BI1HEFZ

HTEREENERERZABZRMNITE , FCREREHMXIESA, A
LB FHEAEaNRA, [, ©NER—MrMERIE T libpeap FERIRN ., 18 H libpcap
PESREZRMIZE LHHRSC, Jrhi% IDS AR TR, B 2—3 e — /M
H)EE T libpeap FE R F 2 FEALRR .
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TP Nt i el V424 ETRASREMESHARENRENNAS T

4

Pcap_lookupdev
iR o 2
v

Pcap_open_live/pcap_open_oftline

10T & & SO0 HE & IR B i

!

Pcap_compile

I L E R )

'

Pcap_setfilter
v B T e R

'

Pcap_loop
18 F YT R 28 $50 35 47 5L

v

Pcap_close

XA FE

% 2—3 AT libpcap MV B E A FE

ZEE LZUTFSE DS &AFAKER, EEELEL DS BITHEM22], @it
B AT B ERf IDS IR /2B 1TIE LA E AR

2.3.2 MACIDS KA G iR vt

EA—TMBEBEAMARRN AL, MACIDS FI RS B 2-4 B,
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A 4
ParseCmdLine ProcessPacket(*grinder K &p.p
WRR a2ty kthdr,pkt);
| R R SRS
OpenPcap |
&A1k peap & l
l WREBE, THHRY
SetPktProcessor l
R B AR TS R Preprocess: 8 F BT &
l F) fi AL £ 38 X 4R 3L
HATAEH
InitPreprocessors
[nitPluglns
[nitOutputPlugins
TAbFES . ZERiEMHF. W
TR Ek Detect: i i FA
S5rEMHEEN
A AT R
CreateDefaultRules
ParseRulesFile ‘ =
TR SR SC 2 R mNHAR
HY R DU %
CallLogFuncs
l BT 1050
WEES/HERTH R
\ 4
I s |
[ntertaceThread
AR A v
HEEINVEREEE Rtk
<
A 4
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J KLy s £

l

13 B R W] S A%
AT LA,
P C En B

|

LT IRAWGR

) 5| &

B K B A
W5 %

» MLH5| 8 — —» Ef{ﬂ%%lﬁg

kD
‘ il

BT RENR | ‘

il 5 | 5

RO EL || AR

) 4
B TTCPIiM &
A E B (E #i§7 HE
R Z W 75 R

5 3—2 ot fa R AL

3.2 FHEHRIHMRLS %

& T X5 B BT R B0 AT 7E S0 decode.c F1. ProcessPacket() 23X 151 ) A\
N ETEAEREY DS B — M EIB AR, # peap_loop #IEHI. pcap_loop &
libpcap PR &L ProcessPacket()f3 £I# M fa4r, —NE | libpeap I peap,_pkthdr 4
b, ZEHAFEREENETELNSFELR, WEREAMNAKE, ¥Eann
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. H—PEME u_char BRIFECH, HIFERPIBEO ARG . WIZBEFEE, BIER
Packet 25§45, %4 FITE decode.h B3k CAE P E NN T

typedef struct _Packet

{
struct pcap_pkthdr *pkth;  /* BPF data */

u_tnt8_t *pkt; /* base pointer to the raw packet data */

Fddi_hdr *fddihdr; /* FDDI support headers */
Fddi_llc_saps *fddisaps;

Fddi_llc_sna *fddisna;

Fddi_llc_iparp *fddiiparp;

Fddi_llc_other *fddiother;

Trh_hdr *tch; /* Token Ring support headers */
Trh_llc *trhllc:

Trh_mr *trhmr:

SLLHdr *sllh: /* Linux cooked sockets header */
PflogHdr *pfth; /* OpenBSD pflog interface header */
EtherHdr *eh; /* standard TCP/IP/Ethernet/ARP headers */

VlanTagHdr *vh;
EthLlc  *ehlic;
EthLlcOther *ehllcother;

WifiHdr *wifih; /* wireless LAN header */
EtherARP *ah;

EtherEapol *eplh; /* 802.1x EAPOL header */
EAPHdr *eaph;

u_int8_t *eaptype;

EapolKey *eapolk;

[PHdr *iph, *orig_iph; /* and orig. headers for ICMP_* UNREACH family */
u_nt32_t ip_options_len;

u_int8_t *ip_options_data;
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TCPHdr *tcph, *orig_tcph;
u_int32_t tcp_options_len;
u_int8_t *tcp_options_datia;
UDPHdr *udph, *orig_udph;
[CMPHdr *icmph, *orig_icmph;

echoext *ext; /* [CMP echo extension struct */
u_int8_t *data; /* packet payload pointer */
u_int16_t dsize; /* packet payload size */

u_intl6_t alt_dsize; /* the dsize of a packet before munging
(used for log)*/

u_int8_t frag_flag; /* flag to indicate a fragmented packet */

u_intl6_t frag_offset; /* fragment offset number */

u_int8_t mf; /* more fragments tlag */

u_int8_t df; /* don't fragment flag */

u_int8_t rf; /* 1P reserved bit */

u_intl6_t sp; /* source port (TCP/UDP) */

u_intl6_t dp; /* dest port (TCP/UDP) */

u_int16_t orig_sp; /* source port (TCP/UDP) of original datagram */
u_int16_t orig_dp; /* dest port (TCP/UDP) of original datagram */

u_int32_t caplen;

u_int8_t uri_count; /* number of URIs in this packet */

volid *ssnptr; /* for tcp session tracking info... */

void *state; /* for conversation info */

Options 1p_options[40]; /* ip options decode structure */
u_int32_t ip_option_count; /* number of options in this packet */
u_char ip_lastopt_bad; /* flag to indicate that option decoding was
halted due to a bad option */
Options tcp_options[TCP_OPTLENMAX]; /* tcp options decode struct */

u_int32_t tcp_option_count;



b\l KA (8 X LFIRM S REHL SRR RENTIAS &t

o

u_char tcp_lastopt_bad; /* flag to indicate that option decoding was
halted due to a bad option */

u_int8_t csum_flags; /* checksum ftlags */

u_int32_t packet_tlags; /* special flags for the packet */

int preprocessors; /* flags for preprocessors to check */
} Packet;

(*grinder)(&p, pkthdr, pkt) BfECHT A B T 042 8 % E (Dara link layer, DLL)H]
RERG BRI AL . URAT, 7EER %L SetPktProcessor() P #ILE L, grinder 8%, fFHEIEIN —4E
decode.c P E X HIR SR ZE BRI

& F#, FEPEIEGERE RS ETEE X

(1) DecodeEthPkt() & X T 10Mb/s LLK M $8 6L AR RS HE 1 ;

(2) DecodeNullPkt()i€ X. T loopback #5861 AR L 3E O,

(3) Dcode TRPPKt() € X | W L 658 O

(4) DcodeFDDIPkt()7E X T FDDI #iE SRS D,

(5) DecodePppPkt()iE X T ppp BIE G EGHE T,

(6) DecodeSlipPkt()E X T Slip 45 AL L8O,

(7) DecodeRawPkt() S5 22F & | ppp &0 E KR DI EHEE MR AR R (A {E
5= DLT_RAW, Decodel4LrawPkt(), Decode*4LCiscolPPkt()iX I ef £ ) &
F ]

BEABAR B ES A LALLM F T ME, 76 Packet Z#I I TIE HUHIFe5r, 24
REEE, EFHXERET AT BEVIEL N Null, tn R MRSl es e,
AR 2, Print2ndLayer()45 T EIT H ¥ 2 B 808 3L .

DA T HIEUE 4549 2 0 848 55 IR 2 9K 38 72 XL AY[23).

(1) 2R LE
typedet struct _Trh_hdr
[

u_int8 t ac: /* access control field */

u_int8 t fc; /* frame control field */

u_intd_t daddr[TR_ALENTY; /* src address */

u_int8_t saddr{TR_ALEN]; /* dst address */
} Trh_hdr;

(2) SN PLEEEEMIEEE (LLC) L2,
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HTiRHSFFHEESHARRMALR AT H R

typedef struct _Trh_llc

{
u_int8_t dsap;

u_int8_t ssap;

u_int3_t protid[3];

u_int[6_t ethertype;
} Trh_llc;

(3) ShHHH) RIF k&

SRR —HLHBEER, FRREN SR BE O X R R

typedet struct _Trh_mr
[

u_int16_t beast_len_dir_If_res; /* broadcast/res/framesize/direction */

u_intl6_t rseg[8];
! Trh_mr;

(4) FDDI L
typedef struct _Fddi_hdr

{

u_int8_t fe; /* frame control field */

u_int8_t daddr[FDDI_ALEN];
u_int8_t saddr[FDDI_ALEN];

} Fddi_hdr;

(5) FDDI ] LLC 3k 3§
typedef struct _Fddi_llc_saps
{

u_int8_t dsap;

u_int3_t ssap;

} Fddi_llc_saps;

(6) FDDI [¥] SNA 3L &5
typedet struct _Fddi_llc_sna

{
u_int8_t ctrl_fld[2]:

/* src address */

/* dst address */
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} Fddi_llc_sna;

(7) 10m LAK P ) 548 B 3k 46
typedef struct _EtherHdr

{
u_int8_t ether_dst[6];
u_int8 tether src[6];
u_int16_t ether_type;
} EtherHdr;
| (*grinder) () —{ DecodeEtthtJ\
Decode‘lul[?kt]\ \
DecodePppPkt_l\ f
- \
DecodeIP () |
Decodeﬂawi’kt}w
| 4 - DecodeArp !
. DecodeTCP Decode ICMP | | DecodeliDP |

A 3-3 ANEIEE AL RS 88 2 (Al oE &

SR AL DecodelPOBBUIA RN R, TE=128. P 8IEGKIE. 8/ Packet
TR ET IR MEE A S 158 . SO0 B/ MERE (IP KB A1 B AR /s
T R/DEIP LEAKCE, IPRASESE) GEIBAWMSE ISR, TRIPA
SHIKERT 20 NMEY, SHEZAN P 8685 P R, §258E
DecodelPOption()EA & FIXZJG, [P KEBMIRIRE /40T, WEBEE miEE
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RTRHSREHGEHARENRZNHAS EIT

Z MF }rE LA R 0, 4 frag_flag FRENHCE L.
P 3k&EH) Ciph) Z7E3L 3T decode.h F#EE XHY, FHHAF:
typedef struct _[PHdr

[

u_int8_t ip_verhl;

u_int8_t ip_tos;

u_intl6_t ip_len;

u_intl6_t 1p_id;

u_intl6_t ip_off;

u_int8_t ip_ttl;

u_int8_t 1p_proto;

/* version & header length */

/* type of service */

/* datagram length */

/* 1dentification

*/

/* fragment offset */

/* time to live field */

u_int16_t ip_csum;

struct in_addr 1p_src;

/* datagram protocol */

/* checksum */

/* source [P */

struct in_addr ip_dst; /* dest IP */
} [PHdr;

0 15 16 31

v:',':gn ""’,‘;n";fl;d“ &bil 'Fgf‘c‘gl“'“’“ I6-bil 1012l kengt hgin by ks | $

I6-bil identifiaution o[ X I5-bil fragment olieel
ol AT e #bil probool lérbil header ¢ hec ks um Wiyl
22-bilgource IPadd sk
2-bil daslinalion IP add ress
|

!?' opliome (ifany| .:"'
v dala d',

FH3—4 1P & KAD

3 P BEHTSERET, TF DecodelP() el F P fEH ip_proto & &3 4% [b) (£ 51 2 HIAR D
R #(TLD pA%0). TCP, UDP A1 ICMP ] TLD &% R fE X I 4 72 M. 0 R i%
HAE BLATN A B = F th i BR AR UL BG, AR 4 56
A, KRB RIAEIY S| B4 3 351k [A] ProcessPacketO R . &N~ TLD iR i

R SR TEEH e R IP BUHE AL 1
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SR Pt Tl otc S A ET R SFEMRESHARBRRENRAS Zit

RENFHED, HEAEANKIER B Packet 451 3Fi1R ],

FEL I 1) 280 48 2B B0 AE Sk 0 decode b HE X INF

TCP % &
typedef struct _TCPHdr

[

¥
L

u_int16_t th_sport; /* source port */

u_int16_t th_dport; /* destination port */

u_int32_t th_seq; /* sequence number */
u_1nt32_t th_ack: /* acknowledgement number */
u_int8_t th_offx2; /* offset and reserved */

u_int8_t th_flags;

u_intl6_t th_win; /* window */
u_intl6_t th_sum; /* checksum */
u_intl6_t th_urp; /* urgent pointer */
} TCPHdr;
0 15 16

16bil e urce ponl member

lobildestinziion port number

X2-bil eeq uence N umber

Sl ack mwla:lsma-nl nomber

<l header ek & rvad -E?,T e )
longh o bild Ig’f’a % ;l-l 114 16-bil window coe
16bil TCP checkgum lébi ungenl poinker
‘.-" oploms (ifany|
V4 dak (if anvy

UDP =L .
typedef struct _UDPHdr

{
u_int16_t uh_sport;
u_intl6_t ub_dport;

4 3—35 TCP %742 1 3L &)

Abvix
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u_intl6_t uh_len;
u_intl6_t uh_chk;

} UDPHdr;
0 15 16 51
|6-bil eouree porl number lébildeclinalion porl number T
I8 bvia
i LTDP !:-ngl h K5-bit UTF checkaum *
I dak ¢ if anvi &
A 3—6 UDP #iBf1 L3

ICMP L &6,
typedef struct _I[CMPHdr
{

u_int&_t type;

u_int8_t code;

u_intlé_tcsum;
|

0 7 8 5 16 31

ICMP

type ‘ [CMP code ‘ packet checksum

% 3—7

[CMP type/code specific headers/data

ICMP (4 61 =k 55
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3.3 ThikhHEg %

XS R 1 T plugbase.c iIX D30, BT B X2 R spp*HI &R 2 1% 5] %
) —#E 77
1Z 9| Zih it T =8 %X (InitPlugins(), InitPreprocessors(), InitOutputPlugins()),
XERBEEENTAREHEMARAEZNYIENL TE, L& TIILDNEREE
(RegisterPlugin(), RegisterPreprocessor(), RegisterOutputPlugin()), iXL:Lpf# R4
A MG IR, WAL R T R 8 ( AddFucationToRestartList()
AddFucntionToCleanExitList(), AddFucntionToSignalList()) i 55 & Bh4d{Fi#H 1T %

HI (B HOHTR H

3.4 EBETRAMKEHG %

3.4.1 IDS B7HE I 4 ik

alert tcp any any -» any any (content : “|0000 0101 EFFF|” ; msg:” Searching for
Garbage! *;)

4 3-8 AR B AR

[DS HTAL I GRS 5. R SL A AR MR TR . MK 2 BB —MES 2 fin 25
NE. RUEIREES AR ESEAE. MNSKET LIRS 2] RTN (Rule Tree Node),
A ) Tt AT LA A2 B b Bk 5 ) OTN (s) (Optional Tree Node) .

EARLETH 35 MRBEATLINHEERMET G, HPM 20 NaTLlEZE OIN
P X 20 Mo, 17T MEAFEN (HERERER, FlEFRELRET)
{HEE R TEEDTHAME. DS #9515 0T LA LR /DA TR 8 i Bl fE i E g 2 o
fZidi. ZHPOVTEFHXB TERUT=AXEE. WA (content), AEKE
(content—1list), uri & (uricontent), XK HBEH A ITA D
FRE A BRI (pattern) BITEIREREIEIS. B TR CRELEFHE,
R A ET ) B fs — 88 . £ 1270 M2, (086 &EEAIE “HE

(content)” SFBFE “uri A (uricontent)” HIXEF.

3.4.2  EN IR A ARG TN 5 |

3 IDS e FAEST SRS, &4 TCP, UDP, ICMP, IP 6% T H 414} 25 i &1 0
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R, HEHENMEEATH - EAST BN Z4IEHEER, X=4%98: RTNs (—
“4E). OTN ( —4E) FMAFIEE (=48>, RTNs ¥ P ikl OS5 8.

Src ANY Src ANY Src ANY Src ANY

Dst HOME_NET p| Dst HOME_NET p{ Dst HOME_NET p{ Dst HOME_NET
Src_P ANY Src_P ANY Src_P ANY Src_P ANY
Dst_P21 Dst_P 23 Dst_P 25 Dst_P 80

A3-9 — PN IEREEERLIEF (RTND

4 IDS Jdd kil | BEFE - HEEA N T AR E R EIEER p EHUlET
ZUREENIZIX B EgERT., —BEHESREIIERARNERT, oF
W, i RTN FREINE T, MABIGERNT, EEIVEACRD). HiEHE
RTNs Bf, IDS HEERE ip WitAREAmD S, WRLENEF. WRFEA RTN #
RIS SRy EE S AEILED, MAZEEAFEEZ OTN — 1 — M HERE 2 EHE
B — R ILECRTh. 84 OTN A BT HANE, FEABERRH
REEZRNBERENSFENAE, WA —NTLARE (non-content) FIFFEARERE
(content), |~ OTN A — P R¥fatt (F=4) FNEREERRLHTE EIITHS
i,

%7 O] LUKIE L4 M AR SNARHT SR Al 5 [ 28, NIRRT 28 7
VIR LI B80S, XM RIMI N O 52 ParseRuleFileQBR %, ‘& W BRI 81 2 RV &
BXHEEFEASE, BEREME. ZREUET N SCHF, Bt (LLERF

“HTOM T FFRENAT), BREFEHT. E—MERALTEATEESGINT, &
TR PVEL 153 ParseRuleQefi Er. TIRTE, ZREEESEY B, HEITEBHN]
HRIAT R IAER, B XA ERARESLUATEEE XEFRAFITAEIES .
BRANMSLE) AL EE: Alert, Log, Pass. Activation F1 Dynamic, T PMHENEH =
PNEAAMOLHERRE B, (REFT TCP, UDP # ICMP (JFINEE., LI L& EERLE
THRAEREE. ANEEMEENRT: ERIGUOCRA M E 1% Pass. Alert,
Log BN, B —FpMiF ] ge{d PEpe PR EAE R LEN T 20 8. 0] H &6
#f 55 RuleTreeNode #5)5<Bk, XN HTE rules.h S E L R

typedef struct _RuleTreeNode
{



thil REM M X ETRHSRFEHESAHARENRESTRAARS vt

RuleFpList *rule_func; /* match functions.. (Bidirectional etc.. ) */

int head_node_number;

Int type;

[pAddrSet *sip;

[pAddrSet *dip;

int not_sp_flag; /* not source port flag */
u_short hsp; /* hi src port */
u_short Isp; /* lo src port */

int not_dp_flag; /* not dest port flag */
u_short hdp; /* hi dest port */
u_short Idp; /* 1o dest port */
u_int32_t flags; /* control flags */

/* stuff for dynamic rules activation/deactivation */
int active_flag;

Int activation_counter;

int countdown;

ActivateList *activate_list;

struct _RuleTreeNode *right; /* ptr to the next RTN in the list */

OptTreeNode *down;  /* list of rule options to associate with this
rule node */

struct _ListHead *listhead:

} RuleTreeNode;
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— G
UdpList } ﬁ[.. . ( JO\LNULLJ
femplList J\f‘ ( ﬂ\‘( 'NU’LL]

RuleTreeNode

[ ListHead

Alert, Log. Pass
Activatton, Dynamic

OptTreeNode
'
Rule
Options
Rule -
Options [
—f / Rule

Options

v
\
\
NULL

A 3-10 FNTEFAESF P RIN EE R

ST R N AR, B ProcessHeadNode(#E i . X/ i 2@
— P ANEER, HHRNEMBIEERIMARE. RuleFpList &2 1)L A 56 £ i 55
%, %1 RuleTreeNode )& &£ & — M5 7 RuleFpList $§ R . — Mg T —
PMRINEIFESEE . —ANFa W) )R TR 45 £

A —E L AR AR R, oo EE R IP bk AIUCES (U IP AR ZS R AR AL,
Hi) IP AHFAAMEE. D, MO0 SmmEd GBS OSSR AES, Bagm s
RIS ) HZ,

AR T2 T 5 CAAR CLR AL AR (), — 4N B — )3 35 95 15 L OptTreeNode 45 ¥k
AR, 7E rules.h b X TF .

typedet struct _OptTreeNode
{

/* plugin/detection functions go here */
OptEpList *opt_func;

RspEpList *rsp_func; /* response functions */
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/* the ds_list is absolutely essential for the plugin system to work,
it allows the plugin authors to associate "dynamic” data structures
with the rule system, letting them link anything they can come up

with to the rules list */

void *ds_list[64];  /* list of plugin data struct pointers */

int chain_node _number;

int type; /* what do we do when we match this rule */
int evallndex; /* where this rule sits in the evaluation sets */
Int proto; /* protocol, added for integrity checks

during rule parsing */
struct _RuleTreeNode *proto_node; /* ptr to head part... */

Int sesston_flag; /* record session data */

char *logto; /* log file 1n which to write packets which
match this rule*/
/* metadata about signature */

Siglnfo siginfo;

u_int8_t stateless; /* this rule can fire regardless of session state */
u_int8_t established; /* this rule can only fire if it has been marked
as established */

Event event data;

TagData *tag;

/* stuff for dynamic rules activation/deactivation */
int active_flag;

1nt activation_counter;

int countdown;

Int activates;

int activated_by;
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u_int8_t threshold_type; /* type of threshold we'te waiching */
u_int32_t threshold; /* number of events between alerts */
u_int32_t window; /* number of seconds before threshold times out */
struct _OptTreeNode *OTN_activation_ptr;
struct _RuleTreeNode *RTN_activation_ptr;
struct _OptTreeNode *next;
struct _RuleTreeNode *rtn;
} OptTreeNode;

i # F8 W] opt_func ¥ Er. opt_func FE EEINEN 5[ BRI E A, opt_func
Ay LA B M i ek S I FE 5T 5k 218 ] N A8 75 BH B9 4T I 6B AU BT T

Fri s B LL PreprocessO R 8 UE, 22— 118 Packet M E S FEFE
N B8, EBiET PreprocessList #ER PRI E B[R T, HEBE] DetectQk
. Detect() el EURFANGE — N 25 a0 804861, ¥ EvalPacket) R #1722 H
iR SR E D ER . Ml BM “E” B “H” BHMAMM, W\ LE” 3 “F”
A&, P 3-10 .

3.5 ETAREHRAS ENRT

Fe A G [ BAER 2B —Stvr 7 TR, SRk AR 5% 48 71 2 5 7 i 2 (6]
HE. EMRENNFESF—ERNEIAEIER TCP &L RFHFIT—Ei
H. SRlBRENZERE HHREATEZE, BrEER G RiE—&FET 2 7
wHIHE.

XD TR — DB X SYN Z B 24104 . SYN Zilt&— M EHE
WARMATHIELRS (DoS) Hir. RS | M RL 2 BIFFES DT TCP
FIEHE, HERBEHRITZRKETFNERE., ZEEFBOBRA | MRS 2 L RE—
SYN (synchronize, [F]) FFEME 1, ACK (acknowledge, [FIE) fEMNE 0 1Y
BIEE: ZERK 2 HMARLK | BIE—1SYN M ACK HEM#HE 1 fIEE; RE,
R4 | MREK 2 REFI—DSYNIFEMA O ACK FREMVHEE | FREHHEA, X
F, iZEREABIIER. WREBTEMERERSE —FPREBNRD, RE2dFS
FHEOT A RIER. SHORERERBRFRONERL TEHFRE. £F
BT, ZXBTF=BRRTR. FFATENSHFFIERMNASEBIE+. R,
ARERET ~ESYNIEMNE | FIEERE, {HEFE PRI —IDRE | A0k
&2, BARE | AKERASHIZXRBEFNLLEEEC (BAHERE | A4
(£), RY2 AVEHASRHZER, FHARK 2 0mwm OARE, WREFHERFTFE,

36



oL R AE 12 (e 3 ETRASREHEESHARRNAKMMA S

Mad s REGE AR R 2 RELMAENEHER, ReEF et
—AMY 14.4k B modem FEik /L& AR % 2SFEHL. AR, E—1 SYN ZEEE T,
115 WS o B BLF op Al ack MRS BHIEAM, FHREME, XMEXEER]
FIMERFXELZIN, MR, BITE=EHRE.

IDS f 75t B &E Xt AR K B BE B H Bt B9 e a2 6 5 B T . 'Eib T BUK
i 2 R RS 5 | S U AN B BB I R B B e

3.6 iCFEHET %

iZ5 X BT log.c X, BT LUEIE X518 —5H 77,

FEAAOSHMH: CallAlertPlugins()F CallLogPluginsO& ¥ (KB 3—10).,
7 AlertFunc 1 LogFunc 73 ##5 [6] iX P4 1~ b6 1. CallAlertPlugins() A1 CallLogPlugins()
KA LLBUE R MBS B/ HETH,

GallAleﬁPlugins9 (  Return >

Ale rﬁﬁisﬂﬁdgg; = =Null? |

Trigger AIertFacﬂxty -

-+ AlertListIndex->Next

Z 3-11 R EX CallAlertPlugins) 17 TR R
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oL KR AL e L EFERYSREHGSHARRNRAFKRRR 5T

S — e bR Bt S AR B0 % B A AT IR L bR B AR R A A A B AR M 5 [ 3
o E R HIE MG S EEER, BT T —254, MR UEERFIRE .
AT S RNE R 1k E5F,

hEH SR B EAF MR ERA, RERE, 2ORE. THWELLL Unix B
HEERE, XBRBEHANZENGHCEH — S HHAREckRMA. Be
11an SR AR AFTE log.c XHF-

AR A EIE B RAAFRRE, ERREFFAFRE loge BEAF IR
e ,
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BIUE MACIDS BY4&MI 5| B3R

4.1 FETFEAUCAHER RS
4. 1.1 AR FS I AR UL AL A sk (87 4

EEH, AMHMEREPREAOEXILACEE, XEFILARIEFE, XHTHHT
AeH R KB A=) B 71 B2 A UCAC i) 250 & 78 R i &8 2 Boyer-Moore Hi%[25]
LY. LA H Z 53 LASEER7E £ 1) Boyer-Moore Bk, F—#H XM T —4 “ —
dEgER”, XfEMETHEAUCAH IDS FIMEREIRE T 200% £l 500% .. SR JE, IDS 1)
FREMNEHNS TRMNGE, FEaE T N RERHNEE", WA —1P =
AR ERERER,

4. 1.2 MACIDS % HHB LB &k

S X B BL A R B S AT A AR S E B R %, MACIDS 1# H
Boyer-Moore Hi%. X PMEAILEHEEE ST XN FEFLARZE, HE2¥HETE
MY ASH) “HRE” M B BRi1E,

Boyer-Moore HiLLER
TR AR Z AT SEEBLUTHIARE:
() BILECHEAZH P
(2) BILECHI XA (MEEHRRE) AT
(3) &zl (P) WIKAE A LP
(4) XA (T HIKEIRALT
(5) I (P) HF —MBfG—DFH2H 42N P AT P
(6) XA (T) IR —MBE—NFEFTREILH T Ty
(7y S &4 P A TILACKT, PP HIEE —DFR P B T #HILEL.

AR EXAMPLE
VAN %: HERE IS A SIMPLE EXAMPLE
a] EEL P 451 2 VU BE B vk R R R I PR
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(DB PHAMD T EmISFE 4-1 Fror:

Py PLe
EXAMPLE
HERE IS A SIMPLE EXAMPLE
T Tep Ter

&) 4-1 fa S84 2 U A A A2 B 5 5 BT 7R

(2) T FMAEBLGR P #ATIVAE, HEAMBALERFEGFHNE P 2EER,
£ FEEERT Pi=E, T,=H, 3} HE! =H.

(3) WREMENFFHFANILE, PR AR —NHBRAITELA (B 4-5, X—
iR P\=E fl T,=E X7, HT “E” = “E”, MABLERE P=“X “F T= “R “.
m” X “! ="R*“, BEALPALE I EMNEFFIHILA.

P, Pee
EXAMPLE

HERE IS A SIMPLE EXAMPLE
T Trr

H 4-2 fa] AR A UL ACHI R B — A7 R )

Fa

7

(4) TG REE—EHH#HITTE, BRETPRNTEELEN PEE P BIRG
81t 7 Tiro

LRSS, ZWRFEEAN T RIZEARITT 28 KRB, XE--FEHH
A VLECE S, FiH R KN R E — MR E N E ZBE X EPEREFXMER.
XA DS RIFF a8 IR ACF AR AH L

Boyer-Moore HiL A& = MR EEEF ARG A EH, E=AHESECEHTESR
GO TR 753, [26]

(1y NG RAARE. XMEREEMMNLERGHE EFHER. PR AmTRAT

P e amdf7r, BULEC TIERZM P MR GmITER, F Ao HEKR 4 AT #

&, nPd 4-3 B,

P, PLp



il KFEB L FEAr i X RFEAEREHESAARRBMREMNAR SR

EXAMPLE
HERE IS A SIMPLE EXAMPLE
Ty Tep Tor

& 4-3 Aot 77 EOR

2y BFTBE . B—FILETIER Pupp= “E” #H Tur= “S”™, WA 4-4 B,
MBI B IR NILEH ZE—F Boyer-Moore EiEN #E2 T AL H 3515
FRAGR. EHHRIEGERRTEER P nAa8aLY. ZEELARELE
T PRI CARD P I A i ) A ILEC A £ . FEXADEFHRFFF “E”, W 44
B 7

P, PLp

EXAMPLE
HERE IS A SIMPLE EXAMPLE
T, Tre T Ter

%] 4-4 Boyer-Moore HiE# 51 & =

(3) HiadiEs). —E#ITXHERNILA, EiREEEM P B4 FFEITA . XA
fix PLe= “E” M Tireo= “E”, WHE 44 fion, BT REBITAR Ppo = “L”
M Tores= “L7. ILACARTHEEEE Prp_y= “P” Fl Tirr= “P”. XWIHT., BA
BRIEILAC Prps= “M” M Tiree= “M”, HTFXEINT, BIESITH P,
= “A” Hl Tyres= “I”. ERAEE T ALRMER. TR0 HeE, &
WT THEEFFSMPLE”, IB2AKBET P IFRT —RHERZEFBRIEN.
WREIE P mAREENFHE P /) “MPLE” FIZE T F F —k B9 “MPLE” %
7, WK 4-5 B,

Py PLe
EXAMPLE
HERE IS A SIMPLE EXAMPLE
T, Tep Trr

q4-5 HIETFE

>l

4t



STl e i e S V7598 EFRASREHESHARERREHFH SR

(4) —HIXPENER, FHEMLABM P AREFTHIG. XMEHT, P
FIBETFFFEM PLp= “E” FEILAL, HILAEHE] Toe= “E” FER.

K H Boyer—Moore Hix, FPABTHRIELRTE 12 PHINICE T . XLLEH
itk &S THES.

4. 1.3 B AR A TLBC AT 45 & 0 Re I 7 =X

RALEBEH T EER. "RMENBEREARETHIESALRIN . $4k
fo AR G e B 7 15 1R KR Bk, BRI snort K A WM e T FAE R IC AR 4 & i A vE
KoM EEN. BABEALRTENTIESENT.

() M ERNE— NIRRT EE EMIEFTE. 2T

(2) MHEREE BB SK FROE M T FRIE L 35

(3) IR RAME, WremE— ol gErI I,

(4) wnSRthE g R AR, MM%&%@@F*AuEHﬁFﬁ&ﬁG

(5) BEEFG MBI B e M FB LR RIBT A F AT ILAC S, — A IKa
ZE R .

(6) XTTH—HHFIE, ERPI2FHERIELE.

(7 BRI P EEFHELAL R, WA TR LA =L,

T H— M 7T LR S i B 2 TR E B,

UL BB 2 M B B BB A (i B — PMHTTPHIGETIE R EE ) ig
AT &R 77

00e04C90444300204c939f£908004500018b225a4000800654b2c0a8
0017c0a800£904180050cb798df26ac5e62150184470a8fb000047455420
2f4f412f6b616f268746d20485454502f312e310d0a41636365

S PR “GET /egi-bin//phf” , B4 MEHE AL 3L 28 745"

GET /cgi-bin/./phf---

00e04Cc90444300e04c939f£908004500018b225a4000800654b2¢c0as

0017c0aB00£904180050cb798df26ac5e62150184470a8fb00004745

54202f4f412f6b616f2e68746d20485454502£312e310d0a41636365
EEBANRRL, B — D FEITE .

-GET /cgi-bin/./phf--

00204Cc90444300204Cc939Ff£908004500018b225a4000800654b2c0a8

AL UL A

o

1mli

VR ERE. RITEEMTFSERUTERE. EEONLEARIKT R, — 8 R0,
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0017c0a800£904180050chb798df26ac5e62150184470a8fb00004745

54202f4f412f6b616£2268746Ad20485454502£312e310d40a41636365
L RE AR, BEEI—

--GET /cgi-bin/./phf-

00e04c90444300e04¢c939££908004500018b225a4000800654b2c0a8

0017¢c0aB800£904180050cbhb798df26ac5e62150184470a8fb00004745

54202f4f412£f6b616£2e68746d20485454502f312e310d0a41636365
R LR, WA — RIS,

1% b A UL AL 77 7R o) 2R

HHERK. T —MEENBHEENEELRAEIRER:

Wi IEF TR XM EIEOF TE X BB E X GRS

QURFH BURFIL KR H20F T, MBI FIHKE H30ET, F4£30,000
SHE6, HEYFIEETHI00KFME, o, BHERKEN.

20 x 300 x 30,000 x 4,000 = 720,000,000,000

FERRTE . BRI ILAC Rl e R B B ds . S B a4 1 /N 1 45
AR R R M <M., #an, T WEB R 8%,

GET /cgi-bin/phf

HEAD /cgi-bin/phf

GET //cgi-bin/phf

GET /cgi-bin/foobar/../phf

GET /cgi-bin/./pht

GET %00/cgi-bin/phf

GET /%63%67%69%2d%62%69%6e/phf
e aikm AR . BUL L ICER AR AEER .

g AR U LR AC YA 0 77 i 0 ) SR A R e e M 4 e 6L B 1E & LRI S 1
FHh. M ZMERBEAHHNBENTEATH. ©5 FREDEE0ERES
PFRFEFEBEATILAL . AR MNEE I E — PSR, BEME CAEUE
FIEE R, QR I A R VT S 7 R 25 S e SR [27), ATLLIR B AT A& .
BRANER

PR A A R R T 9 28 0 LD J2 R A R0 R 56 BRI R0 R B T3 M 2 W T e 1
EGAAE. EREHBERLE RN EE KB R/, BIELE 100M FMZ&D, W]
LA7e or s il B — N UE .

LA 2 2 T Wi At N AR R ) 22 49 ] b 180 TR 489 o ) 50 0, 1
00e04c920444300e04c939f£908004500018b225a4000800654b2c0a80017
c0a800£9041800850cb798df26ac5e62150184470a8Ffb0000474E54205F.

L
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T KRR B e X EFRASREHESHARRNRKMUA R SR

FT T s e T RS

412F6b616F2668746d20485454502F312631080a41636365
M aIE ARG EEATFI3ENTLEE THRDF W E =ETr
ifl, T LIRS RS R B EE RS — 2 rr il
(1) BOLATE 121N, EBI3F WK htril: 0800, RAE TG A LA
HIWTIX S 48 SR B E TP 6L
(2) IPIH IR EIPERFEUETLE —METRENE R Bt R2EBLH
ISERAFETHBERBENEMEARA: 06, IXPEIERETCPHIN
(3) TCPHMXTERISFWHE —MFVRINAERINR GrO5) . 2R
25336 W HFBENEITFE TR OS5 80 (+/N#HIAI0050) . ZEE
&2 — HTTPH LK BHE A,
HTTP thiXfLE®E 55 FTa URL FFéRak, HATERMMLERIE “GET
fcgi-bin/./pht” , [Kl B AF40 #5 0iX > URL.
A LA W, BRI LR R DMER LA EE, RIS HE,
IR,
g, B MFIEED T EEAXNEHEESH, XFERD T gk
RECHIHEHLE IR E

4.2 RERN5| K&

4.2.1 HERNAER T

4,.2. 1.1 HshE OHLE

AR —RTHCICAH IDS PRIBRTRERMI|E, FHS5EEEEA
AT iEMS S, EET ERAKKEMEE .
Gt IR TCP thisl R EFEFIMK (28], RHABsHHE OIS TR, M THE:

]_, 2, 3| /];, 5, 6! ?i 8! 9! ].Dr ll1 12 ]_3, ]_4, 15, *e

A 4-6 RERMEREZIE DHLE]

LR (] L 87 (8, 25 R RO (01316 9 R MR 0, RIS S — AR RSt
i

1.2. 1.2 FEENRER TR



AT =1 Vil w2 VA9 ETFRASREFHESHARRNAXNFA S R

UL EFR AN, TRUTRMAT S BRI AFRI A, AR B E R
AL MRS, EETARSREFTEEAEE, tERESFT B
oA R E R E B LR A KD HIE TR . [29]

i FPREBITHITRAF, BMNEEEGFEN1—o, FHEX, L XA
RN Cu, o) BIFEA, BX, SR AERENEATE.

ani sy &, Py & A DUATR SR R AR E I B E R M.
b & AMEF R EIR L, MBREFFEFLBHMEZ A ER. SELATETLL
RN

X i€ XotXeo (4—1)

. Xo T n DAL E] N -FRRER BN (X=0), x. 2% n+1 Py

R R) P Iy R A B L & (A X AU X RIERE S B B P ST & X,
poF
X = Xn+l o (4—2)

i+l nt1

PRET ER M BEARAME, WREOE S FHER, WEFEXEERE, o T n+l
NEIRE, FEAREEX S FRHEER TR E S

n+l n+l

D =X 1 D5 (DX L

S"“:W = - *—"\ =l - o (4—3)

HTFTME, RE[BEP =DE: FEATFIHEX, . HARMM K. BEEAF

HEMM @, brfEETLUET LTI E8 5,

S"H:me-l —XnHXnH (4—4)

FEABHEMERTT LR R BN S ASERE - IBEEKNR (W FHE
Sﬂ

Jn

D, FEAMEINREES =2, mENARNRES BERERA, FitE
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bl R ST i 3 EFRASREMEGCHOARENARENART SR P

FAFEAREHE, WX Mg ERAPENELE. FORRERREYTRT n
FeA, HEERASESTHRESEHRINE, WHEENS-MESS M. HinalLl

PIEEFEERN 11— a HEESENEFEXR v A:
X_n a; Sn Quék’_ﬁ' Zum* Sn

* 7

Hep Z. . AlEL B ES T WRARE, AT ILELKHE o BX, FERSERN R
Zh, HARENWERE/ . WRAFTHEEENMZEE®HEL (4—5)
FIZSK, R SR EIT A IER, RIEGEMAYIEIE, R ZET e ¥ E A
A (4—5) BEK, WA SRrRETAFRE, AW EF LTS EE i
X, IREFEEIRI30].

(4—35)

Py

4.2.2 {RERISEREH

HIMEXT T2 ERIMEE 1T A, FENWAIHERE, BFH I S RME RSB,
RIEFTARSRKEZW, WM R —ERERETREE BRETHN, A
2 A BT B e S E R R AT R (31, 32].,

ATHP—PTEENDHENED, FEEFOLKEMFENREEIRE, £F
mmJ%%Bt%bu%ﬁ@Jﬁ’Jiﬂzﬁu head &M EAEIE O BKEE, tail FREREENE OHIEEE,
[FIFTiE 8h head 1 tail, {15 % O FIEIES2IAME EH.

4.3 FRFE

MACIDS H1JR 2 7F RedHat Linux 9.0 (RZMAE 2.4.18-14) TAHCIES
KRR AT A AR signal 1 alarm BB S [33,34]155 /%, Sk —
ERAF R — B S IHE, HBEF AL TEE, #7404, BERNEIEREAD
M5 | 7 25 b bR 3 R AT .
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HEHZE MACIDS By 447

5.1 R4t

Wy iR #2596 10S FitkRem — N R EWE XA ik, BitaE—4N/ MM
LRI PR S AP T, MEE IDS R E ., MEHFRSE, 755 IDS 6984t
fig,

k7 IDS ZHZ 4, bFHE—EHFINEEE T BERILFE ST IDS #ik,
L an 3 BAE — PR ER 18 N %038 Apache[35] . ACID(36] . ADODB{37]. Webmin[38].
MySQL [39] #1 TCPAMP [40]1 &84 T A..

5.2  JATRIE

M & a0 T E R

d5—1 ML Ef 1

5.3 WA AE

R EMGAERE S, 2R i FA R AT S I LA FE Windows &4 HT UNIX
R & —#, Hn—EN LLE IDS, ZEER—FMA, REEHH ENS TS —

FH, HEw®g&mgd TA, fERRES BT, TEABHOAE. BR
R, RAOEIHE, BhREH, BHRS (DoS) JLMSRIGHHEET, @it
o E SR A TR AT B snore REERINR 5 245 AR S B0 R AR TS 288 7 % B,
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Pl Ak PR R A R M

(1) #HOAMHE: RADREXOABRG NMAPIBHTHEE, mOEEsg 1
— 1024, AR AR TCP 1, UDP 13, RAIBLQUIRH%. FHESMHA/R
277 A REAT LA IE R B 55 18 1 & S0 5 T 0, AR b A 4 3 P8 ot 00 0 2 A s i

(2) WERE: RH nessus42HEAFEETH, HUEMD - EHITHRRE T
TREA#R. BEEEEN23 A windows2000 & RedHat Linux( A #FR 2
2.4.20-8), FRITEEFAT, BMEATRERESHRIR, b3 dFHTH S,
LI & DS fItERE.

(3) R2AEMFTEE: BFADNABFEMFLRIFRSETRE, HkEEED
RERBOREBANEN, FREIENRESEEHERBREK, X5 285 BITY
PRAF M. {H 9 —J5EHfE 73 IDS EAERM k. 17 L™ AR B T A R R &,
AL 1G5 AR AR BT A . BT 00 Tt A 7 Bt 1o 43 B 34T

(4) DOS, DDOS R f& & MR B/™ B I HER, R IS f— MBI,
(R g R T 8E 1DS 5 st & LE A4 KL 0 PR KB i 1B BT R T R ARt RS A 2t
WRE S, HEZESHRGHE LR,

5.4 RHRAIRNITI SRR

R LR RSO E TR, B TERIE,

54.1 SR, NVAP H# BT E.

(1) BEATCP 5OFIH  #nmap -sT -v targetIP
MRS
SCAN SOCKS Proxy attempt
SCAN Proxy (8080) attempt
SCAN Squid Proxy attempt

(2) M2 EHERNIEE  #nmap -sP 192, 168. 100. 1/24
2R WEPEAT alert

(3) BEAUDPHOARE  #nmmap -sU ~-v targetIP
ZiR: BHTHEM alert

(4) BAFRHAHITH  #Homap -0 -v targetIP
¥ LT alerts:
SCAN Squid Proxy attempt
SCAN Proxy (8080) attempt
{spp_stream4) NMAP FINGERPRINT (stateful) detection
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SCAN nmap TCP
(spp_stream4) STEALTH ACTIVITY (XMAS scan) detection

iR R W5 | A o

M EHE AR L B al LB 1, snort IR RIMFH (kRS
SORA)D HELBIFM EMERE, &M, BT snort AFETHAMEKSN, Fit,
A TR YR M B IR, A& UDP Mhi(AE o iaFa4s, HA A 4 s idsy,
A TR R R AR, FEFERT TSRS ER. BRETRE N
FAEMES.

5.4.2  PIEE TR R A A G
HRFERERAE T, RIVERAMAERE nessus2.0.8, B8 ATHRFFEDNZE

0, EREHREES - eRRRRETE, EREA/EAALNRE, WEER
SZFEROTAZ . M EFTAEE. B2E snon BHIREIEE, KEnEsR

L
R 5-1 IwiAREIE 2T snort BT ERIR S
< Lay
< Source < Dest.
D < Signature > < Timestamp > 4
Address > Address >

#1-(1-37) [snort} SCAN Proxy (8080) 2004-02-26 192.168,11).234:36240 192.168.100.233:8080 TCl
attempt 00:51:38

L T R
[snort] SCAN Proxy (8080 2004-02-26
attempt 00:51:11

£92.168.100.233:8080 TCI

192.168.100.234:36119

#5-(1-33) [snort] (spp_stream4) STEALTH 2004-02-26 192.168.100.234: 10004 192.168.100.233:25 TCI
ACTIVITY (SYN FIN scan) 00:51:00
detection

#6-(1:50) . lsno] . (snor_decodst)

LT

WARNING: TCP Data Offset’ is - 00:30:5
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#7-(1-51) [snort] (snort_decoder} 2004-02-26 192, 168.100.234:999 192.168.100.233: 1900 TCP

WARNING: TCP Data Offset is  00:50:50

less than 5!

[snort] (snort_decoder) 2004-02-26 192.168.100.234:999 192.168.100.233: 1900 TCP
WARNING: TCP Data Offset is 00:50:47

less than 5!

192 168.100.233:3128 TCP

[snort] Squid Proxy 192.168.100.234:36012
- attempt 00:50:45

#13-(1-45) [snort] SCAN Proxy (8080) 2004-02-26 192.168.100.234:35722 192.168,100.233:8080 TCP
00:49:41

attempt

#13-(1-43) [snort] SCAN Proxy (8080) 2004-02-26 192.168.100,234:35613 192.168.100.233:3080 TCP
attempt 00:49:15

#17-(1-41) [snott] SCAN Proxy (8080) 2004-02-26 192.168.100.234:35023 192.168.100.233:3080 TCP
atternpt 00:47:22

#19-(1-39) {snort] SCAN Squid Proxy 2004-02-26 192.168.100,234:34976 192.168.100.233:3128 TCP
attempt 00:47:11

#21-(1-37) (snort] SCAN Proxy (8080) 192,168.100.234:34140

attempt

[snort] SCAN Amanda client 192.168.100.234:32882

version request

upp

#25-(1-23) [snort] spp_bo: Back Orfice 2004-02-26 192.168.100.234:32791 192.168,100.233:31337 upp
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Traftic detected (key: 31337)

#27-(1-34) [snoct] (spp_streamd) STEALTH 2004-02-26 192 168.100.234:25 102.168.100,233:25 TC
ACTIVITY (NULL scan)  00:44:25
detection

5o desdetion e o [
#29-(1-32) [snort] (spp_stream4) STEALTH 2004-02-26 192, 168.100.234:25 192. 168.100.233:25 TC
ACTIVITY (NULL scan) 00:44:25

detection

#31-(1-30) [snort] (spp_stream4) STEALTH 2004-02-26 192.168.100.234:25 192.168.100.233:25 TC

ACTIVITY (NULL scan) 00:44:25

detection

SN LG b T

EEER A R A snort RS MRS, BT REAEENRIERS A
SHel i R PR IR =R, B snort MURER TR HAR /T BURIFHIR £ A5 . T T
RN SR LR ER W EWHIE, FTLSE M RIRRER G
BE, WMAELELH, SiSELRERES, Rz,

543 BAONBBHME

B R Wi (DoS) 5 A A RIEH R B W7 (DDoS) 2R AR H M LE w4
By —AER, REANERINRE 2SR T RARRIEARN 48
HERRES. HME-RENHERE (W web) #17 DoS WE+HE R, B
SEREMA L BRI MBTIETHE, ERERMEHEAR. SYN flood fER— 14
#TIH) DOS Bridi, MAIH TCP ¥hY 3 B FHIGRK, Bk ErEER, SR
Fas KEHFERIE, WMAHELUN E ¥ IEIBERKIBMRE. Fk, 7 DoS Tl
P, BATRH LA SYN flood K7, #F UNIX A% Windows BZLH web R0
(80) TRy, LRILFRRIM: ERA LTI, WAHWFBELN web isk 5aL
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WHEHT, MTFAMERE, M HRRENETLRERNTD. ., RAERGE
k&, A BB E. B EERE T o B RR . RIS snort HEHRH
H HRMEFETEEKTF SYN flood MIERES. ATK, £ FEH 25
Wy, EH AR AN L.

5.5 XFiRFIRRIT SR

FA ¥ SYN 1 ACK (W ELE 1E MR M 48 2% 528 SYN flood W ar MR,
N EFR BRI AP R 15 780, B 1 PERRMAMERIE SYN 228 1 (958
s, ACK % | BIBEF A a, MAMIIHILLEN r=s/a, FET N EH BN A
W, RBEEE O ASRSEHETEY EEXE, R R %0 BN g R
FEaEFEREN, NREEAEECKEZIVUFERE, B 5-2 M LT 8: 30 3
N 17 30 pZALKIE o REEEE S EL LK, RIS LT 10: 45 58 11.
45 B ZART 4 16: 00 B) 17: 00 Z[a], FELLH SYN flood TEXMMERHES £
FUAETH S, AB ERADNLATLUE , EIXF A B r E R8T L.

SYN/ACKRE (] 25 11 g1 B

B30 9:30 10:30 11:30 12:30 1330 14:30 1530 16:30 17:30
o (1]

Bl 5-2 r {EREAE 82 E
5.6 EARKWAZEHIRL

G LEBRAEE R, BOTABR TS snont fEA — MR ERER
HEMIANREMRL, CAEX T R T E 0T 7 5 R0 00 AR 6 2 o F 0 i
AEREAr, SRI, X T HEHITHU AR Mt © 8 Rl g
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lesh, MTRMBHZ S, BERARSFHRLS. B, £ LmEn—MET
RE SR ER, ETAUBEN. BINSNGETRZ0805 M TRA SYN
flood ¥l 8 7 KRIEREFT IS FHAT —ERHER,
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FRE HRFA% 10S 89 [=k0

6.1 [R5 RE

AR FFBEHAE snort R L IRE T RS R EHASHMARRNRS
(MACIDS), FHERILAAG T T HE SN IT, 5B T snort IR K/ TI6E
S5,

MACIDS ZE45 8y BRSBTS TiE, RHAS Al LURZ 5 i i

1

HARKWRENE, FTEOEHLHEEMS, SBEEFNmLEfF. MACIDS

Bk EOTUL B RORSI1%E, BHEEECRIAMES 2, g%, BTiRHE
RilsiEE, ETREMEN %, dxXHEII1%,

MACIDS &% T TCP MM PR EIE RN s E OHLEL, RAFNE ORI A ERE
REUER R, WAFER, HEXTEGERXE, RAMEFERFHELLEE, Wik
T snort JRH ARFELEZIHE, FATEMARSRE MmN EE I, FRER
ThiE s o K.

[, MACIDS AERELH S, BT KA libpcap MHEMBHI TR, FEALEAN
eI KIREMSEHE, YHEd AN, SERBEHIES: R, B MACIDS
BEHERERMEES, BHIRREER SYN flood HRIEKXKEHIEAMIE, FAEER
M E R AR I g : MACIDS BAT Ak T REI N &, BRI XS T iR
MESPE M 53m3K IDS & IDS BIRB A H . 2 5l X o SN B 2K

FE

MACIDS fE£t X N R Wi aE 1 A H R KA L.

6.2 AR kAT Pk

HEr Ak, AMRREBEIARDEA R BT, AR SEis s & 17 £ 2k,
HRIEEME, XEREAZRBAWARRIN RS FE wRE, M HIXLE
7F & B BERS R

AT R AR M ARG R RN EER R

(

D) Ha& g me i, HERASHEENEIR, DIKEKSEE M2

IR T

TP L. [44]

54



TN il VA4 ETRHASREHSSHARZRNRZENRAFA 5T

“Stealth”/advanced
stanning lechniquas Tooks

Paciet spoefing Denial of servica

Distribyte
Sniflers attack

tools

: Auvtamated probes/scans

GU

Disatling acdils etwork managemanl diagnostics

Burglaries
xpiniling known velnerabililies
Pazsword gracking
Solf-replicating cade
assword guessing

1945 20048

iMrader knowiadge Attack sophistication

X 6—1 WERIE R ARERIHRA T

2) BEGFEEXHMEN FiLES.

PR 4 AR R G DL BE A 48 4R B R B 4728, IDS AR R s B
AL B SCIERIRG, BRI S SRR SR AT RE W i IDS 39489, TEN BLZEfE
T MEFRTTEEREGIES . BHIFZ 248t VPN GEBISAM) #iTM%
ZIE P EER, R IDS AT REMANBIEYS, SHMABRNIRIRARER.

(3) AWrHE KB M ERE.

FAIFEEEK IDS RelgethiiR®, FibE B RS M EE TSR 8547,
X T BN BT R G B K &, Al R — RS R R B ST B i R e T A
REmE, X TIKLLERIRE, B—0 IDS BHEMERN ., AR, BHEMS
MEBRH MK GFZKE ICP BATHEREKMHETE), # IDS B2 HF A
Phik, £ PCHL ELBITHRGZEN T R EERE.

(4 [ ZEZHPIARENSHELAGE .,

NZEMRGER] FKEAL TR A ARIMER, FAERHRS AR )L
AT RE.

(5) KHANE 210 B3l N B it AL AR .

ANREMBRRATUMRE S S K G, QRMGIEHIT I, TR
KB EEH P HEIE. B2, MEUKIRMIBRS & RS, —4 g5 i)
TEE: WEEBRERERFMN P #HTERIIE, T DS &% HEE B HE%
XL bR EARE AT A B ah M bk B e R, F R T FRIES S I

L
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(DoS),

(6) %t IDS H & KB .

MR —FE, IDS A A FEE X ERN. R & bugtraq FJBIFH]E,
# 41 Axent. NetProwler. NFR. ISS Realsecure 414 r= & &8 I il # R 98 oK .
35 DS WK, MEESBEHRE AR, AREERLETENIT B LEEC
Ko

6.3 #— P THERES

T A SCH W R AR N EE A RS E ERENIIT AR RN, BRTHE
b, RIEFRA, BERGCEREGRINNES FEMAANE, BEEANMENEARNA
B, oF8 IDS, it HIDS, L& NIDS, #BEH X E—MER, T —THEAR
ZRI A2 KL, fEHEH IDS MEBFRBHET . —J7H, MBHRMTERE T $— 10S
Dhee bHIANE, BMEDhRE Li%E T, MR MENSEMNSHIRRE. »—7JH,
LANRETIZITEZ ML I0S, ENZEFARENLABEEE, ZTRE/AR
il RARNEEANREREFRUE . XMEH T, SMETHE LENZT A AARR
M ZS T REKBE,
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J—
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10.

LL.

12.

13.

14,

15.

L6.

7.
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IR, EHE. FTEREARRNRRLOIFEEAFHME, 2002,
Atkins, P.Buis, C Hare, R Kelley, C.Nachenberg, A.B.Nelson, PPhillips, T.Ritchey, and W.Steen.Internet Security
Professional Reference.New Riders Publishing, 1996.
5.M.Bellovin.Security problems in the TCP/IP protocol suite.Computer Communication Review, Vol. 19, No. 2, pp.
32-48, Apnl 1939.
R E T agent BYEE X DS MR SR PlREm LR X, 2003,

(W RHBEEEENAEARGTR), (FELMBMEBREITHAER) GITEREH, 2003,

(%) Anonymous F Kk BH FE FTEH F (BFRENE), HE IR YR, 2003,
B. Mukherjee, T.L. Heberlein, K.N. Levitt. Network intrusion detection, IEEE Network 8, 1994 (3), 26-41.
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James P Anderson.Computer Security Threat Monitoring and Surveillance, February 26, 1980.

http://csre.nist. gov/publications/history/ande80. pdf.
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28.
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W. Richard Stevens & TCRHEF F TCPAP iFM % 1. hll, HUBE T JLHASFE, 2000,

RAE BRE SR NHAKEZT, RKERAREERGE.
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www.mysgl.com, MYSQL

www, sourceforge org, TCMAMP

http://www.insecure.org/nmap, nmap.
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Mi 3 RedHat Linux9 3RET snort 5 ACID, Webmin
HESEESE

Snort FA— 1 RBNBEREANRRNES, UHH BRI EETESH 7T
iF. AmS5AHFEL 10S M, snort REREME. &%, BHEMNDRENEMRNE
BE, #MAHERE. AGEESRS, FERENEER. THLH — 1 RedHat
Linux9 B85 FH] snort 5 ACID, Webmin, Apache FIMySQL HIBA H X, JEifh

&, {818 snort BEEHHINA THHARKHENETA,
FLELR.
0. #WiFM%ZEE libpeap:

libpeap FIYEFH I T &2 H A

# tar -xvzf libpcap-0.7.2. tar. gz
# cd libpcap-0.7.2

#. /configure

# make

# make install

I, wiFEMZE snort:
H17 snort REAEFH MySQL, & &M% MySQL 2 bk i, 8135 client
MAREOS. M www. mysql. com & FELLTFHA rpm 8 3F 2038,

B rpm - ivh MySQL-client—#. %k, *%—% rpm
g rpm - ivh MySQL-devel—*, sk **—% rpm

G Mwww. snort, org b F BB AN snor t IALES, LRSI R 2%,

# cp snort-2. 0. *, tar. gz /usr/src/redhat/SOURCES

# cd /usr/src/redhat/SOURCES

# tar -zxvf snort-1.8, * tar. gz

# cd /usr/src/redhat/SOURCES/snort-1. 8. *

# . /configure —-with-mysql /OB EE M SR R TR
# make

# make install

MFE] =R BT BB W BEsnortrules. tar. gz, BIEEHE/etcHRT, 8
WF:

# okdir /ete/snort

# cp snortrules. tar. gz /etc/snort
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# cd /etc/snort

# tar -zxvf snortrule. tar. gz
#ed /ete/snort/rules

gmv *../

Bed..

# rmdir rules

e HF T ®wEsnort. conf, ¥ FEH—1T:
#output database: log, mysql, user-root password=test dbname=db
host=localhost
B
output database: log, mysql, user=snort password=snort dbname=snort
host=yourSQLserverIP
T2 - host J5 [ A My SQLEHE FERR 78 (4 AR 55 35 49 [P ik 3 38 2 25 A HL I 4 localhost
Ffs BT 9
var RULE_PATH .. /rules
—ITIERR
#var RULE_PATH .. /rules
FH P A I ARNZE R RGN, Bi%ENBERITPER. mERT
feeh & include $RULE PATH/scan. rules
include scan. rules
A1 snort i —MHEXA:
# mkdir /var/log/snort

HamE R GE - MNEH Asnortd i L, HFAEHEBALUTHA:
&!/bin/sh
#
# snortd Start/Stop the snort IDS daemon
#
# chkconfig: 2345 40 60
# description: snort isa lightweight network intrusion detection tool that

# currently detects more than 1100 host and network
# vulnerabilities, portscans, backdoors, and more.
#

# June 10, 2000 — Dave Wreski {dave®linuxsecurity.com>
# - initial version

#

# July 08, 2000 Dave Wreski <dave@guardiandigital.com>
# - added snort user/group

# - support for 1.6.2

# Source function library
. /ete/re.d/init. d/functions
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# Specify your network interface here
INTERFACE=eth0

# See how we were called.
case "$1” in
start)
echo -n "Starting snort: ”
ifconfig eth0 up
daemon /usr/local/bin/snort -U -o -1 $INTERFACE -d -D \
—-¢ /etc/snort/snort. conf

touch /var/lock/subsys/snort

sleep 3
rm /var/log/snort/alert
echo
stop)
echo -n "Stopping snort: ”
killproec snort
rm ~f /var/lock/subsys/snort
echo
restart)
30 stop
$0 start
status)
status snort
%)
echo “Usage: $0 (start|stop|restart|status}”
exit 1
esac
exit 0

WIERUT X E S B4R B R F B i So
# cp snortd /etc/re.d/init. d
# cd /etc/re.d/init. d
# chmod 755 snortd
# chkconfig —-level 2345 snortd on

2. Bo# Apache IR %28, MySQL 0 ACID:
LB FNLAE ) Apache k4% 28
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# rpm —ivh apache-1. 3. X-X. 1386. rpm
# chkconfig ——level 2345 httpd on
# /Jete/re.d/init. d/httpd start

L RMIRAH MySQL B398 FE, HEIE root A F:
# rpm —ivh MySQL-4. 0. 15-0. 1386. rpm
# rpm -ivh MySQL-client-4. 0. 15-0. 1386. rpm
# rom -ivh MySQL-shared—4. 0. 15-0. i386. rpm
# mysql -u root
mysql> set password for ‘root’” @ localhost’ =
password( ‘yourpassword’ ) ;
mysql> create database snort:
mysql>exit
# chkconfig - level 3 mysql on

2| http://cvs. sourceforge. net/cgi-bin/viewcvs. cgi/snort/snort/contrib/F
HAEF N create_nysql BIIA, BBIMETER, HLLNEAFEET.
# mysql -u root -p
mysql> connect snort
mysql>source create_mysql
mysql>grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort;
mysql>grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to
snort@localheost;

RIE A IX k= 5 E E,
mysql>connect mysql
mysql> set password for ‘snort’ @ localhost’
password( ‘yourpassword’ ):
mysql> set password for ‘snort’ @ %’ = password{ ‘yourpassword’ );
mysql> flush privileges;
mysql> exit

I

AHACID % 3 fr T B AR
# rpm —ivh php—4. . *—*. 1386. rpm /%% PHP
# rpm ~ivh php—mysql-4. 1. *-*, i386. rpm /B

FELUF 3T
ACTID http://acidlab. sourceforge. net/
ADODB http://php. weblogs. com/adodb
PHPLOT http://www. phplot. com/
GD http://www, boutell. com/gd/

LR AR ER/ var/www/html/HFEF:
# tar -zxvf acid-0.9.* tar.gz -C /var/www/html
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# tar —zxvf adodb23l. tgz —C /var/www/html

# tar —zxvf gd-1.8.4.tar.gz —C /var/www/html

# tar -zxvf phplot-4.4.6. tar. gz -C /var/www/html
BETEEEAMU LEREHE, FENHREAS . Wphplot-4. 4. 6. tar. gzf#
& B34 Aphplot-4. 4.6, Rk 4% Aphplot.

B EACID:
# cd /var/www/html/acid
# vi acid_conf. php
PR R AT R -
$DBlib path=" .. /adodb” ;
$alert dbname=" snort” ;
$alert user=" snort” ;
$alert_password=" yourpassword” ;
$Chartlib_path=" .. /phplot”

H1 ACID B %1 i) 8 L8 S0 {4
# mkdir /usr/local/ete/apache/passwords
# htpasswd -c¢ /usr/local/etc/apache/passwords/passwords admin
#
i /etc/httpd/conf/httpd. conf, ZEiE LEIH ML T H I
{Directory “/var/www/html/acid” >
AuthType Basic
AuthName “yourcompany”
AuthUserFile /usr/lib/apache/passwords/passwords
Require user admin
AllowOverride None
{/Directory>

3. %% Webmin
M webmin P F & B MUA Y webmin rpm £ 3F 228,
# rpm - ivh webmin-1. x. ~x. noarch. rpm
FEAH_ LA YT 88 B R B F #uht: http://127,0.0.1:10000, X2 B webmin
BExRAm
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AT ) rirp ) r (il 00 P 300D

] =it ] s et 8,118 o ol Flaish w61 FTEILER P

ILFE webmin configuration, 3Fi%+E webmin modules, AU F RME:




il k2R B X BT R 5 B8 A S0 ABRM AN &t

N Webanin Modubes - Microsodt Internel Esplorer

ZHE @ EW ¥

Nelworking Hardware Clusfer  Oflhers

Websren modulss can be
added after mstallanon by
ugang the form to the nght
Modiles are typically
datnbuted o . v Bles,
each of which can contain
ong of more modules
Blodules can alis be
matalled from BPM fles
rupparted by your
GPErAtng syEtem

) s ed ko Wb 1110 vl et Ui 9.0

fFFrom ftp or URLFZTA:

http://www. snort. org/dl/contrib/front ends/webmin plugin/snort-1. 0. whm
o,

ZASUEERG, i&HEserver, Snort IDS Admin H{TACE, 7Emodule configuredist
ITITAEE:

© O

W e bl

For module Snort [DS Admin

srfacabbinenad U .d D <o feletaseianon

——
b mmsarifanan coal

alefaan’

weinmisnar_ein ped

Wiz b dlinantd stan

" T RETIT] e e

Full path to Snort executable (with options) = /usr/local/bin/snort U —d
-D -¢ /ete/snort/snort. conf
Full path to Snort configuration file = /ete/snort/snort. conf
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Full path to Snort rule files directory = /etc/snort
Full path to Snort PID file = /var/run/snort_ethl. pid
Command to start Snort (optional) = /ete/rc.d/init.d/snortd start

KRG RABH,

A /ete/re. d/init. d/snortd start a5 snort, 353 A% B Lo BUE &
F A E AR RTER:
HLhE A http://192. 168. 100, 234/acid, F /44 FHBTEER admin.
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