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LB KGRI ABSTRACT

STUDY ON POLICY ENGINEERING FOR
SECURITY MANAGEMENT OF ENTERPRISE
INFORMATION AND SYSTEMS

ABSTRACT

Policies always play an important role in the management of complex systems. It
is also well suited to be used in the management of enterprise information and
systems. Policy-based management (PBM) is accepted as a promising solution for
management of complex systems in recent years. The main idea in PMB is the use of
policies as a means of driving management procedures. In PBM, policies are
separated from the management systems. Polices are changing according the needs
of the changing environment and thus change the behaviors of the systems without
having to re-implement the systems. This characteristic is able to improve the
scalability and flexibility of the management system. The management procedure
can thus be largely automated and adjusted in real-time. Policy-based management is
originally applied in the area of network QoS management. Now its application in
the security management of information and systems is becoming more and more
attracting to the researchers in this area.

PBM emphasizes the importance of policies in the management activity.
However, in a complex information system, policies themselves would constitute a
special complex and relatively separated sub-system and are shaped through a
complex and integrated process. This process would contain the definition, analysis,
translation, distribution, enforcement and maintenance of the management policies.
Therefore, all activities in the management process must be organized and performed
under the guide of a systematic methodology. The purpose of the research of policy
lifecycle is to study the management of policies themselves and to guide the whole
policy-based management procedure so as to guarantee the integrity, completeness,

correctness, enforceability and maintainability of management policies. This
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dissertation provides a workable and complete policy lifecycle model and defines
clearly the objectives, tasks, activities, input/output, and participants in each phase
of the policy evolution process. The relationships between these phases are also
given.

The main objective of the management of the enterprise information and systems
is to ensure the efficient, correct and security use of its information resources and
thus to support its business objectives. Clearly, completely, and precisely defined
management polices are critical to the successful management of an enterprise’s
information resources. The requirements analysis of information and systems
management is the basis of policy definition and is the decisive factor in the
successful management. However, this problem has not received enough attention in
the literature and no formal research result can be found currently. By comparing
various requirements analysis technologies in the software engineering, we adopted
the goal-based requirements analysis technology. By necessary adaptation and
extension, the goal-based requirements analysis method can be applied to the
analyzing of information and systems management requirements and determination
of management polices quite suitably. Goal-based requirements analysis uses goals
as the main clue to acquire system requirements through goal identification, analysis,
definition, refinement, and operationaliztion. This dissertation provides a goal-based
requirements analysis framework for management of enterprise information and
systems. The process and method for establishing the goal model and the rules for
defining management policies from the goal model are also provided. Another
important part in goal-based requirements analysis is the analysis of obstacles to
goals. This dissertation also introduces the method for the identification and
handling of obstacles. Besides the traditional methods for obstacle handling, this
dissertation provides a method to handle obstacles by defining management policies
directly from them. This dissertation also introduces how to establish anti-goal
model from malicious goals to acquire requirements in security management of
information and systems, and how to derive security management policies from those
anti-goals and requirements.

Besides goal-based requirements analysis, other requirements analysis techniques

can also be adopted to acquire the requirements of information and systems
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management. This dissertation briefly introduces the adoption of use and misuse
cases for this purpose. Misuse case is a special type of use case. It defines the
undesirable behaviors of the system or the entity, which are not expected to happen.
Misuse case can be used to model the errors or malicious behaviors in the systems.
This dissertation provides the method for the construction of use and misuse cases
models and provides the definition of their templates. Management policies can thus
be derived from the use and misuse cases already defined.

The analyzing and validating of management policies is another important task
within the policy evolution process. The focus and contents of the analysis vary at
each phase because of their different context and abstraction levels. As a result, the
analysis techniques and modeling tools also vary. This paper selects one or two
important and immature issues in policy analysis and validation at the high, medium,
and low abstraction levels separately. For high-level policies, this paper discusses
the issues that should be paid attention to during policy instantiations, such as how
to reflect the dependency relationships between policies, how to implement the
security constraints and control principles between policy instances, and how to
allocate related resources reasonably, etc. To address these issues, this dissertation
uses colored Petri net to model the authorization and obligation of business process.
Algebra technique is adopted to analyze the reachable authorization states of the
model to verify if any policy instance has violated the security constraints and
control principles. This dissertation also uses the coverability graph of Petri net to
calculate the valid execution chains of the business process, which is able to help to
perform reasonable human resource allocation for business process instances. For
intermediate level policies, this dissertation shows how to check if the intermediate
policies comply with and satisfy the requirements of the high level policies. Colored
Petri net is also used here as the modeling and analyzing tool to analyze the network
access control policies. An extended colored Petri net framework is provided to
model the network, network access policies and gateway configurations at the
system and abstraction device level. We show how to use the coverability graph of
the colored Petri net to validate the correctness of the gateway configurations at the
global viewpoint of the whole network, and how to find and correct the errors in

gateway configuration. For low-level policies, we present a technique by using the
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geometry technology to model the firewall filtering rules. This technique can help us
to detect and resolve conflicts among filtering rules, and is able to rewrite and
optimize the filtering rule base completely. The number of filtering rules is largely
reduced after the optimization and as a result, the performance of the firewall can be
improved a lot. In the geometry model, each filtering rule is mapped onto a rule
object in the multiple-dimensional hyperspace. The semantic of the firewall
configuration is therefore visual to the analyst and the validation of filtering rules
against the network access policies becomes intuitive and simple.

Policy translation, distribution, and enforcement are also critical phases in the
policy evolution process. They are among the research interests of most researchers
currently. This dissertation briefly introduces the main methods that are currently
adopted in the literature.

In one word, the main original works in this dissertation are summarized below:

e Systematically study the policy lifecycle for the management of enterprise
information and systems. Introduce the concept of policy engineering and
policy lifecycle model for the first time in the literature and provide a
complete and workable policy lifecycle model that can be used to guide the
application of policy-based management in the management of enterprise
information and systems;

o Clearly emphasize the importance of the management requirements analysis in
the policy lifecycle under the guidance of the concept of policy engineering.
Provide the goal-based requirements analysis technique for information and
systems management after comparison of existing requirements analysis
techniques in the software engineering, and provide the method for determine
the management objectives and policies based on the acquired requirements;

e For policy analysis and validation, provide some new modeling and analyzing
techniques. For example, the use of colored Petri net to model the
authorization and obligation of the business process is able to contain not
only the management of authorization and obligation, and also the security
constraints such as separation of duties and the concept of role hierarchy. For

analysis of network access control policies, the colored Petri net is used for

Vil
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the first time in the literature to model the network and related access policies,
and provide the method for determining the arc directions according to what
type of analysis is to be performed. For analysis of firewall filtering rules,
extend the concept of rule conflict between two rules to that among multiple
rules and provide the method for completely rewriting and optimizing the rule

base.

KEY WORDS: policy engineering, policy lifecycle model, information and
systems management, goal-based requirements analysis, policy

validation, policy optimization
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&

LR R 4
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A fammmzwERe e

B 1-1 K&ER%EH
Fig. 1-1 Policy Hierachy

o UEEHR, XLHREMNLWINLEBREEBEE, HLBEN, ©
B ESTRLRT T =B 5.
o RGREM, XEERERFHES LERTUEERE, RIRATRE
BIMEE, AETREMREHITH;
o BHWERNASHEME. XEREAETREPEHEARDHHT A
o WEHMALOIEKE. XEEREAMRANRAREMEHLE, TH
REEEEWALHE, 51& 50N F i8R R0 S HEX R
ELFEMAT, EEREZANAREEREHMTEN, REXFRELTUL
SAZERERER. BEERRERLABEREERE, FHARENAR
kBT, ERFECEE-IELRENLE, XPHONBRETUEER
M, EMMLARFEEFIRAYN, EXEHERT, FEHMERA TG 7R
1. EEETRS, BARBRELBHRAER, UNKNERENEL. RE
ARBHEXRGER. ACRAFER. NAKRMNERES.
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1. 2. 2 BRFEMMNERARRA

IETF $#2 8 7 —AME A M T SR Bk £ g5y UETF000R - ar e o F 5K 1t
BHMSEER, mE 1-2 iR,

FZHELOEEREETR., MEE., FRLHERHRERE R GMERS.

ERERTAREERARMA. 4. RiE. BAHBEEEBEE NS
&; B SIHE 55 PEP(Policy Enforcement Point) R HE# LM R IR &, HITEAH
THEDEREFRSHAN AR, R REK A PDP(Policy Decision Point)hF %
BRLESMEBEZR, ARENNBERBEPHEE, FRAHSTERNRR
feiX b BAg LS. PDP i PEP A Bl FRI—ERE&L, U ULTFARMKRE
Lt XUAERES 2 AT RARRAHIGETIEMN, W PDP M PEP ZEIXH
COPS &Y SNMP thi¥, TiHEEEMEH LDAP fE AU RIthil, TIEmAEMAILLE
A PUSH # PULL @ # H K.

IETF M REATELEGEHENARNEN QoS BHE, HiCHFWNE~ME
i, MMNENRAHZLEEBHHRENER, NRTIPSECH TLISHEEE

i [IETF2001b) .

LDAP

ARERIR
COPS/SNMP/CIMP
g

HRE R o

LDAP

WL

COPS/SNMP/CIMP

B 1-2 IETF A%k R4H
Fig. 1-2 IETF Policy Architecture

1. IRMORUEERRR RS SEENERY

BMEARCUHEE S M EEWS B b5 R AR # 8 B S 4 2555 R
W, REEEAFAL—S4RAEANTERE, FERES BMANNEERER
BHER. XHERALTRTAESCYNARGHALET L, HuH, 81
BIIEA LA TLURE BSHLE. HENFE, XEEBFNERTRRS
BB, HFETUHEECEENAFNEE, FTUSESBMRANL HEX
MEEMARBN, WHT AAEE, TUBLLRMEN T HIF. EEAH



EERTBRFGLEMRT FRNAK LSRR TRA

Bl T RGO ) IR N R AR — AR TR A0 4 AR PT R AT B A 5
BEES. EEENRLEEES, XEURTHEBBEETETHRENIEE
fAEin, BEHTUEIEERYEHURARERBERIVEREZHE
E. BMABYVMTHEEE BFEARBNER, —HIRETHEERTHELE
) SRS B TR LT AR R B SRR IR LA AR . TR MR R LN, 2R, &
RALANBNXERELXN, —RTEHABREFORARERRE. WK
B —RREAN, SYBREFXN, THEREBRMRITH. BT HBEL
BHEEPEENRRAFTRET A HER LRAST LIS, HRKH
FREALTAONGIMISEX B ERENTEROIHFOLR, BhBHXET
AR AT — E R B R IO,
HRERBNRLEEPHERERRBBIANMER. HEBXF LY
W& EHR, NERMAERRIEEAGERAKER, SRUBEZNHANEE
A BTt AR AR 2 B ARk R IT RAMBRTHRRE, B3 K LR
MEFHEARTRERMNRAMEE. HHATARNAREREEUTAER
BEFRMHBRIES . BF. RAENLHNG, M2RT—PEENTE, K
B E S HEHELRNEAHERAARARNREEBMAERAEXR.
HFREERGHERESVMEINREEETHERSTUR & “MEXH
W7 RSB, WE 13 FiR. EXA COHEER" B, eUKFEAE
BEAAZBEMUMLE, TEEMRENEBENRET M EAE L HFEN R
FE, gEERNERERANEE, BE, ARMERNIENERESNE
B, FRNEEAXE “MEXRKE" ORE—F, BAHEEHEET N2

BOX%. =
ew | %[ gam | E2 [panwp B9 [ caum | B2 | mmw ]
ws [T | weE RREH sHng B
B1-3 s

Fig. 1-3 Valule Support Link

SRERMNEFRESANBEERAEHIRBORLERE, TEER~EMAR
BESREXRRIESEARRMAXMARNERTE, SBAXARBRRR
s EERE TS, EROTEEMEFE. URFBHZRALF. dFhN
EFEBFEAT R FMENACRR, B HRAERAMERNER, mH
B %I H A BB LIPT BB AL S RIE. UERIEE FBFRE SR,



tBTEREEL EARY BE-E3F

AABERAE . KEAOBEAREY, BRANXAET RIS XN REETARY
Wil RBAKEENET &, BERRLAEEAR, MHERFEEAANTEY
#, RAEXAE—ERRGHE, RBBLMBITERERBEREREF AR IAT g,
FHERNALERPEENBRTRRE, SRAPUSERMERBHET,
CER:L AP

MEMUEH, KBAFEALEER-PRAN. REOTRE, TEMZ IS
RALEE. HEEWKN. HEVRIROHE, M2NRBHNRIT, FEER
ERER: RfEAEARATZAKBHSTREE, IEFFLRFEMNER
RUTEXARINRAEE: &F, SRAFNEENRSHWERIINREE
BH—TEERR.

1. 4 XXM RESTMRMR

BETREMNERRNTRRBREEETHER, ATE—TERANERRET,
EHEREGRURT —MeKK. ERE. HXBIOTFRE FERAT A
HEaMATENTRE, IMEEEAERBRMEN. M. BF. KA. T
fHEE, B, BEE—IMREANFEENERT, HERLBEYHENFY
HEMBEANMERER. EERAERANEAIES, ANEEREIE—&
BE, MRERENTEENES, TEINERRLIRNER, TEKREN
EHENENBARERES. FNUEAMAEREFHOER, HREETE
BTEMEREMARERORES, ol T 1480, T8O EEEw AR
BE, AU ETRAE TR EB T EERVMFERNRENEE PN
M. REAXIWHARERARGERRENLLEE, HEAXPHBRENGEER
BEATHEERSME, WREN Qs BE%%,

HAETRENEENENERE N AR AE AREREAREES. 8
B, RAMLHENAE L. AEBEAERRETUESY, ERERRAIER, B
EEMNBEESHEZANNBREGENRZATET RS, EREVRAEHEHRT
H, BARAREEAMAARE. EMRBRT RSN ERGEFT RITEFHTEN
ERA—#, EETRMTEBDNRAEEFEEREHEAER. Moffert BRI
TUHEEERERER—MER, TERE LR TR~ g g Morent?),
EHHETIRFIGERATKINORSHRATURELENXA. 28X %
MELTBRSIBEANAAALE, ZAXXATETFERHFERITEAR (Goal-
based Requirement Analysis) , fEZFEMERE, WMTHANASENT R, #



B AEE LRI FRNRALEETRRER THEHA

BET-IETERMLLERNRATERRONMERED, FZRBRET
MAFEEEEFRSFTAEERENHEE. 55, XXTHARITHER;—H
ETHANRARMNERR RS, UEEFASEPGHNSSI—FHRY
HHNEE, TUSETEBAMATEESRRER.

HREHMATARERR B XSSP NESAREAZ—. ERBIRLTETH
ETMR, BRESENE ROERETIHNRE, BEIEF LA KBNE
. B, XBSH, WHROBUAEE, TOEFKISOTELE. TN
AT 4T, URERAMLIL. AH/2EEE. b TERBNRLTES S
B e EFXFERRA, HRAMRERTR, Hit, F BRI TFRIE
BMESARES R —#, FIRAMMITEREE TR BT, &30H5
BIRFZE Petri MAZEJUTRA, EFRNREHEZRIE, X RANK
MO TERBEMT. SR, ZHMRAFERLEMN. BREFMTA, B, EGH
g ik, AR RAREE M RIEMT AR, MEFTEZHANRN,

HREE, RGAMLHRASREFRENEEFHXEHNY, CREWAS
B AARGHARE S, RIOHIE I L0 2 AR,

1. S RXBATR

Fip LB dH B EFLHAL.

EEBMBTERMBAHXNARLE. FELLTHFELZL0 BHEFHN
#, HANMATEGERATR. NANEETNERNBANZLEN, 14
T EM AR Ponder HEERINIES, MET HNEMRBEHENNZE
ITEMZEJ/BRAFHES, EANBTETERRNRATRANITER
KAOS, —FFIf—Hr Lotk imt S ZERRE B IFATRIEAR.

FoENRTEXMZOBE: FEARRAEEARTENHRESARRY
MEE. EREGAPNFRENETHRERERESNER, THTHESE
AETERMERERE, KEABT —MEEK. TRURRBESAHKE, ¥
RENTHBRAIBFEMRMER. £%. B3 WA/BRRsEE, UL
EMrBZ MR EXREE.

ENERHKT M ETFEFMNELESANRAEETRIMERKE, HHT
EYHFEMNSBANE, UEAREEFELE XFRAURAETRREAR
. UELREAANEEERIITERENE NERRIAIREMER, ER
DHAEGEETEEREHNER, FECESTRTERARLEET, I



Vil A LR F%®3E

Hep, mAREEEEFELREGHEY, FRUTRERBGEHEGELSS
KHEXRERBEFNT (. 750, ELTLE R E T WA ARTRA
RARXRETERNRANEBER R UAREFE RN EE .

ERLENATREHLEIETHAN—NEEES, PRBHINORIE, %
ENHERENEE. FRENBEE=ZAARNAMEETEEL B HTEER.
B ATz P B R AR R A — BRI R EAFTHTINE. ATHE
FRRELTIEFEINBEALN L TIRERR, REMHHZERTA, B
s, BRI FMBIENUESMESHA—F, FRBARSH T EMEE
TABWARER, xFEKEH—EHNMNEIH. FROLHYTRTE.

EANEREAAT HAEGOHE, ROENEHFERAKN-SELTE, B
REMAKZHEFAARMAAER.

ELERMAZXMAITEN—IEE: HEBBMTEETHRBHRE,
REHETRAKROHARTRA,



LBTEREWE LB FRNRAEEERT BUA

FoE FRMBXHAR

ETFEBENEERVINA TSN QoS &, FEiMEALHL, HRIAM
RACEBMT XENTIR, BT —SHXMRERTRHET &y AHLHfs
fh, WH FHRBEHRFE S PDP FIEBE L i sl PEP 2 A 3X #: KR {5 B #1th iX
COPS(Common Open Policy Language) P20 2 IETF K 1996 £ Fr 44 F % 14,
B0 T U 7 YR UB T B A B RSVPIHerzos200) | nficrosoft F0 Cisco F 1998 E{RH:
T BRF MM DEN(Directory Enabled Network)PEN"%1, DEN fiitA SR
BHRESREAEEE XN ERRFEERT, BERALFAXLEEETHERE
%, ULEH, DEN REFERMOEEN— MR, EREGARIERBLS
DMTF., AT HEER{EEWHi, DMIF ZRFHME LS EE CIM(Common
Information Model) PMTFIgy st b, % X T PCIM(Policy Core Information
Model) Moore2001] 1M 1 PCIM £ —HE M3 S 0915 BEE, =TS By <
MBRADREEERD, XEERTER (L) DAP il s K HiE R R th
W

ETERNEBEARALEEBRNNAEMRRINE, R2EEE5 QoS BE
BEMRXEARNAE, MEZZEERT QS B8, RENRELR—MEX
TRAMHES, HEESETXMHXMN RAX2MEEEXELETEETLR
BERERRENELY, FHELFEEEZRHET QoSS(Quality of Security Service)
[ 4G & [Hennimgl999, Irvine2000] - gliimw 2 ZE—FRERE, THTFHRFEZENH
RERE (WMEFE) RZL2EENER (WEHKE) $%F. EXFEMAT,
FHANEKLERLHBE, QSSHBMERERATFEPHRA—8T. EXHMAE
AREBARZEAMEXLZERE, 2EREEMENARENZ LN L EWAKME
RAAAPAR, BAEELABERLTHERMISAHEXNOTA.

2. 158 RN EMNH

FRAREMEMERPERER, FZLAEFRECEPATERHIHEXNA
RER. ¥&HMN-BUNGEREERE-MEBARAAIRE, KREREFFRN
EHENREN—NMEYE, TEESETHENRERKTLHBEREN —1R
. B4, FEEREE-HENH, WEENHRE, — I REMEBRAHEN
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RERAEREEHERRE MR- TURZHNER, TAREEMBET &

HES .

2. 1. 1 EEREMER

BEFEERANDERRATZNA, FERENBFMNERBEAKIRETL
MR, TUATENIERRARALZAIASBAMARSME, UREILER
KOHBENEMZ FHFNIGTRRERENTIFNESBIENES. &EM
SHEHERT RERNEL, BACHTIENARBIEXRR, IRTRSEHNOHR
ERRE, WEAANTIBZEHRARMNEASTSE. A, ZB2HEN. Si
AV ERFNEUEREIREREFFEREXIFFENZLEBERRRFHN
#. HEMSREEER, WAEE, REENTHRES, HEKRTTHNA
H. TAHFMANBEEZ2NENMXERE, AAEFEEENMGEEMZEL
HXHMER: BERERN—MNEFRERR, FREFETHEY, BTERS
PR, WEWEPHER. FENFRXH. IC PR, CLREANH
%%,

o Pl L (Confidentiality)

NEMHEERLEMIERRZ—, EXFREREREOEENNEF, R,
ZEMFRATUEREAERE, Mk, T, 5F. BZRNERGAEESSH
%, EBHHEF, ERTEERPTBHRECEDE. hE. EHLURH
EREAMKESS.

o SEEME(Intergrity)

FEEBAMERZHESMRER, CRTELERREARE (BELEMNE
F) REABRBEFELHER, FERETHEEREFRLRBEMNAAERN
B i R (Samarat2000) - gt iy £ B H MR AL IKERT HAE .

Sandhy RIFEEUERM R EESTEEME X KRS AEITER
[Sandhul993]

I MEWHREMNRE, SEERFELAANEERENEK,

2. {RIEEAR A2 AN AE B (Unauthorized Modification):

3. {RIEEAR %2R 16 S 11 5 (Improper Modification):

4. REEEBROERHE, WE Biba HEP, BREERBAATESSR

& TN RS



Bt ral ped i iAo FANARZLETERE TERA

5. BEFSHEN, WHEEFENAFPRBRAFILSBEEANEZR, NE
DR EEAENHER.

o WA

ARAKEREHEERIEELAPHRENSERR. BT EHLELARSBE
(DoS) 4, BERDAXEREGH-ZMEEE. Eib, THERBRES
Hee, BB RRERAMITH, DREMBERNRAEKESSE.

e T #H i ¥ (Accountablility)

HHEUHHRBERARERHARFFITEER, FREWEZLENOEMITHHEE
Wi R TR, FHEWEHHTES. TFAHEEINEELR: —RFHHE
FIEAIER: ZEXHAANEIT. FEHERAANLVMARLN, RARGRE
RBH, BRZEMBIEXRRES,

ERAMNAREY, TUEOMENFERTLBIREM EETTEIEMAHE
EHEL B, WEHEPBF(Privacy), A i #i (Non-Reputation), 7] E & #
(Anonymity) &%,

ARGERN LA SAN TENRERRZENERE I REN, EUMASAN
RECHANIELSEENEELERDY, BRMEXRBEHENEELZEN
Bk, flig, EEFNEHFHD, REVEIEEREHENEEEMMR, WE
Bk, REMEREGHFA, RENEHKAREE, EERLHERTERE
EMREBNTEME, BIFIEMERR LR R BRIV,

2. 1. 253 22N

ZEARNEZEEREXNTREATENEBRENER, RERERGHXH
PUBIREH,. FEXTANHNRRREFTRBORZLNHNEZLRE, SBIHR
BFBAE. HRIEE . BERERA. FHATERESFE. HTHHEHEER
ZEPBFBEFBRBERN—IMRE. WEFEWN, FFREHRHNEL
T3tV 45 B BEUR 0 40 SRR ) Croo R 200N o gy e S 3 A T DA O D 2
B (BEEEMAE, WATNELERMER) RREFF5HHANMSEHEXY
B4 g agBurms200 gy p ) EADR RS BIE S RIEM A KES, BUER
MELAMBHEXHE, FRIERFERN. SENHEAREE. aEHiH
o] LR SO FfE B e M ARE MR AR R LS. AR AaENRERR
iE %{ﬁ E{]-EI Fﬁ E[SamamtﬂOOO] .

12



A S A AR R B HRIMXTA

&G 33 el R IR 2 R E P A% DAC(Discretionary Access Control)Fl
5% &)V 7] 2 ) MAC(Mandatory Access Control) 1 #, ] RBAC (Role-Based
Access Control) E gi7E & 2 R4 0090 8] 55 66 o 15 21 R R &2 () E AL o

o EFEHFIEH DAC

RERF (TURARKESS) WRGHAFFBERHAREHR B HFREY
WA, ZHRURAEEHIZEEEEHTHF T ES AT KR E T a8 F
B AR . U FE(Access Matrix Model) £ 5 % RLEJ DAC # £y[Craham!S72,
Hamsonl976) 2 i B PEMSEL P, REMREH— P =TRAG,0,A)ETR, HPSE
E1k Subject FIHEE, O RBIRXH Object &S, A BiFAIMME, EMERTH
MEk, FUSHY BRSNS, TR ASOJUENT SX O fvRNF. EEEEL
Bt , v ja] 58 KE 7 K B A R & (Authorization Table), iy ja ¥ % 5 & (Access
Control List)f1&E fj R(Capability) S KR .

MEFEEEM DAC FHEEETTY B, W Brtino £ AW SARKNES
(temporal Constraint)3| A FZ 4 5w Berunel9981 - pit 4 240 o R &1 T 0 IR IR 40 & 2 it
). Samarati AN EISI BN MEZ AR, MREFEREMRE, BHAoR
A BERRPCRE (ETFH #HH History-based Authorization) X EHE
AT HE — 25 I BR A [Samaran2000] | S o e A R FEFEAL 5 4 IE (Positive) fl i (Negative)
PR 18 A (Mode) R 1R 7 4 F iy [Semarau2000],

EB VG F s EE— 5, Hlil DAC PHRESBAAMERETREAFHN
F 14 (Subject) . WRMRERFH,, APERBRE, FRH#HE, ZHRE
ERZETNRRAF. DAC ZEREAFKBRRBEHENFERES .
— 5 B AR D I 1R 7 K B (Trojan Horse)Ea] AFIBAEXAMRF, M RALHER
i,

FEFAEHAREEERNR, —BEFREHRERR, EREZMEEMERRE
.

o SRIEIVT IR {ZH MAC

Bl s MAC EEBHIEREBRRZHMGs, BMERM. REIMNR
HIT R RIS R B B A KEE MLS(Multilevel Security), —BATFEFERE,
£ TCSEC(Trusted Computer System Evaluation Criteria)ff] — ™0 5 5 [PoP1983],

HZEREERD, §— 15 Subject fixtH Object MO EH — M AFR
% (Access Class), a5 RLEME AWM —RIFE(partially ordered set), F&

13



Ll K LR FRRRAEERB TIEWR

2R RFEXRE X XA (dominance) X R, A “= “TR. — RS
REFE AL T2 5 (security level) I — K 54 & (a set of categories). &
LHEINHE—ANLFE, I TS(Top Secret), S(Secret), C(Confidential), FI
U(Unclassified), K9P TS>S>C>U; AHUEESE—ILFE, KRBT HH,
HREE%, W Nuclear, Army . I ESREMXIMRATENN: HEHEHLE Cl
XE (“= ) BaFLRE C2, 5HNE C1 WELFEMNATHT C2 HEE%K
l, #¥ECIMEHNESEE C2MAHNES.

Bell-LaPadula & 2 — M B HMEE RS MLS RPN jpmie LT
P AR HET .

1. BB %24 (simple property). —/ Subject HEIEEZLHHLMTRE
F T ) Object I A, BIFREER EiE(No-Read-Up):

2. *—45# (star-property) . — Subject REEMEZEFRLBTHETEN
Object EAF R, BIAEER T H(No-Write-Down).

Bell-LaPadula A FEA TRIEFEENENE. I 11 E2ANEEREREE
Biba #R(B0a1977) | B F{REE BB, Biba ME P E LT HEHM:

1. Ag:# Ti(No-Read-Down). —* Subject RFEEIEZEBZYULRTHET
EH Object BIAE;

2. ABE[M) kB (No-Write-Up). — Subject REEMEZLELXLXRTHETE
ff) Object AR R..

Bell-LaPadula # B! 5 #i{E B MK M B AEY, CMRENE ., Biba REFHIE
BEAEEKAS, DRIEEEE. NRAARERIESE, XEXTEHE, VAR
i [ Subject 71 Object FRIMHHHE M ABHRE, —MHTEHNER, —
MRTESIEERE.

BRI B 58 MAC SBEA0EE S BXT M (i sld Fmr, R REN, G
FEEHELHRNANRE.

o ETABMNHAES RBAC

RBAC iE 4 RBE THEMBE HKE, FIZERLIER, BAIERELN
MAC. DAC Z4hiy—Fpifk §iSemean2000] RRAC BT B R KBRSk AR
B, EBENALHEEALLYETENTLRE. NTRESMERRR, #



LBE KRR FF EFRNEXHR

£ — A P AE B A i 5T 4E (Responsibility) BB N P BEWMEEE. 7 DAC
i, VREFRBR TR E BB (Ownership) , & MAC #, aiEH]
BT Subject #l Object ILLFRE, —EH I RHEHEAF AENTE,
H#EH RBAC BB RIEH P E— M MATHRE, REERAFPARENHA.

R E 7SS RBAC i R)(Fomaiolol992, Taegent995, Sandhu1%96] (o 3 o o 41 3 —
By, KELOBEEAB Role. —MABIXNTF—MMAFHBAR—MES,
BRI AN RERTAE, MAREERTH,, WRAFPEATHELYENA
&, WEPETUHARTZACHMENHEXEE. —MHPTLBES A,
—NMABHAATEEARA, MR —TRAPFRBUKRERERNL, RERE
FEMRE, WARRZEXAHEGAGHT, BWXXEAT HREHHE
H,

RBAC B} T REB FLIURE RS, ERFHFEHEMA, Filln, RBACTHLE
BITRBR=AZELHELEN: B/ F|(Least Privilege), ERIT 4B (Separation of
Duty)f1 £ iM% (Data Abstraction) . M E/MUBMIZHFEE TN AGKHELER
B FAHAARWERRAESHLTANR, Brafggdimig—1T1A6, 8
REERERABMEZAG: NRASPENXHFEIERE —ABRES,
MELBHBINERRBENAB—ETRK, BEZABRN(Two Person Rule);
FHBHEFE, RIEHAFTEXEEFRNEMATFNRERTEL TARE
B read . write. execute Z#fE. RBAC BAFR AR EN, mE&TLEME
GeHIH R SRR, 1 MAC 0 DACISsdhul598, Osbor2000)

2. 1. IBREBRNZRH

LHAFERGREEN, HEEHRARETLE XM BERRERTE AF
BAEHRER, HEEMERGNORFT, RAANZLNEERKK—
MEGKE, BANERETERERTFRHAAMKEREELRHLEE. BE
VRBHARNEEERI—&, AN BRENZEMNRAE T LEY:
BRERKOERPBRAE X, 0 5550 R 5 54 BT 2 SR AT BR R £ % B8
BHihE. £ MREMELEERE T, RMERECHBSZNERRAL.
WL Z2ECERIRXMAE, HAET —BEFHRUMTE.

# RBAC F, HEFMEX—MHATHAG. BRURAAHNRAI R
%, Epstein 1 Sandhu #H T 5 1T 7 (Role Engineering) 2, HHLHT—1
fofa— IR 4 B g Ry Frsten200l] g iy pi b, REFNBZEMAT =44

15



LA A E M R FRNREREERRR TRIA

B: T{E(Job). T (Work Pattern)fll £ % (Task). HALFHEANHE UM
H-FEHEBMOITHE, AERIE, A6 ELHE— %550 (perform some
activities), MIXEEHVBERABFTNENRLR—-IHZ IS, RATHER
X, BIrMTHERRES—RIINSR, M PBINT—MES, FHENMOH
FRER. MBRESTENMESE, FEWEEEREE, TN T E D EER
BETF%ES, FABREFAER L—HEBAAR, ZERTELI LT TR
BTHALEAMAFERLR. EAELMTHEMN, TEXAR, BERIBEEN
fR: AETH LSS, REHNFEHANR, BEESHF, BREAENAA.
ELERF, WHEFETURNEH, RU—FhE, F—HEIRRFR,

Bi—MEMKAE—WBIEED R Napolean”h"m‘"wgs], Napolean #
RBAC 4 %H-LE, 2325 (0bject), X HAMM(Object Handle), MAHRK
(Application Constraints). fF#(Application Key). fd%E(Enterprise Key). &
% (Key Chain)#l4 )l #5 % (Enterprise Constraints). X152 Napolean PREF A
8, 3 NTE A XA ST E R IR #12 (Class), X% R @ T E X%
%A% (Public Method) RiAFH, XM FEFHENBEMER, XEAHE
AUESRIANES, BRAMBEH. NBALAEEXTEITHH AN R AT ER
2R, NARENAERLNAG, LRERRENRAREFHAEMLNIIRN
HEMENHMNEORNES, —BamAFEARKREX. DLRENAERF
B—AEFEEPHTRLHNER, FRELERRT UG LLRBE TR/,
MWL TSR, SBTUH—FASREE, UFERARK T EREN
HR., BE, EXERELNOVARNGRTEERANARNZLARME
BE .

REFMFESAF SRR, REATHEEANARE, I Napolean
EHTETF CORBA 1 DCOM HINF RS, Epstein A EERTHERSEH
MARITHARFES, RELEARMHFHFLEMLEFRE.

AU B SRR E R N — M RER, FORENHRERR
g eatt, SHUEEBANREEN, W “BPMR” . “RANES” %
%, EEASIINMEXEEHNZEEN. Thomas f1E FIEFKFREH TBAC
(Task-based Authorization Control) iE 2 X HF W & — K 8l # L 61 = ik
[Thomas199441997]

Thomas AN —MARAFLUMEERBEHES (REF) HBH—ERH
%, SHEAFAERENIINEAAN. AFREAINAE. REMXEHK



| A2l N iR B_E HROARHA

ZHMBENGERXEES, TURALEERE -1 RE, EXEF—E2MNHIT
B ERARA. AL AR G(Control) HIFL F (Program) i R T & HJ % b g

FRAMNTEETSHEBIR . ETEFIRPUZHF RIS M RHITRE.
SVMER, UBLERERAEDNEBHETEEENES, NTBEFREREHNTE
., BF¥BREMNTRRAREAPRTESH, TESTHETFAP.
Thomas EX TRAFZMMEBXE, &, EX. RFXRULEFELNHHE
HXR, BRTEXAE. TBACTETHELRET subject-object BT A4ZH],
SINTERFEXNAERGER, EHRSHAEDERLE VWRERSESF
£, RE R (Just-In-Time) RIFTE.

Atlusi 1 Huang 1R T ~—Fb T {F S A2 ARG Ry (Atlor 1996819982000 qr 1 F T4k i
EEFY WFMS(Workflow Management System), ZLI T /EFH MR AME .
ALRTHERMELAOR LS, BEHORREEMESHERNARTHF, #
HEFFERBIUMEBE. ZEYIIATHFAR, ErIERAPHESEEX
T BB B (e, te], EFRFEXNHERFP A REWAT, ANRRARZETENE
BR AT B o) B [ts, t]) P0G I A BR [tn, t]MIXEP A BB FLEFEREFRITE.
Atluri 1 Huang TR T —FE T A TE Petri MY kX TERMNBRETE
B .

2. 2BFXMREAN

ETANBHELANZEENANEATHENGERR, TRAKERTHES
METRAXHEDARE. FLLBETLENBRAEERBTRMN.

ARBEE TR, b E(Fraud)f 4 (Error), Clark 1 Wilson 2 7
BAAN, XHKRELR Clark & Wilson 1 &y CAWISH,

I. RHKE K (Well-formed Transaction): fAF° REEFEEBESE, TMLALU
—FZ AR, AL (RIESIE ST R 7 Sk BE1T

2. R 4 % (Separation of Duties): 4 XBEERIESBILANED, HEEKXKS
AEARIAT, CBNEEENBAFNEEET IS ER, BRIKEN
HiE.

. Sandhu H—HBEH T AARBHEERNS"), RRUNFEHETSH
9[‘! ﬂsﬁ%:
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b 2T A L FREANRLELRRE TEIA

o i % 58 (Authenticated User): AP RBAEB LS HERE, HFEAKILAERE
ERIAKER, ARESEIE.

o B/ F(Least Privilege): R2HBFTBREGLARMNEEMHAENZ—, —4
APREBRERITHTENESHTENNR, BRI, TRAEFTRER
SRR, BOAROBEUNTRESH: HEENEES “THRMIZTHLY
(need-to-know)" R, HRIETEHE “HHATEEM K (need-to-do)” EN,
PLE “ & /D (least temptation)” F1 “ & I (just-in-time)” 2E & ).

o F 4 EHJ(Reconstruction of Events): %R M| F EERF T B #H T 26
TH, NRREES. IR ESER.

o AU ZEF (Delegation of Authority): X EH RIMFEEHRAPRR. FRE
B, ATERERRFAFAE-EMRENE, TURKHRESEREAH
FERA.

o H MR B (Reality Check): B BHIMIE—BHE, HOBM 5 HTm S EI5H28
EYR—EHM.

o B VEAF Y (Continuity of Operation): i%/RNEREFBENKHELENHK
fa, RAEMEEBERF—EREMNTTRIEE.

o 5T &R4E{ER(Ease of Safe Use): RAMRERKMAIZES FHITH, BR
B, SELARERE R MRS T 2.

NIST ZE[NIST2001 145 4 T 33 £EB B RLENRIT. FRAETHEEERNR
ZEEHEESHEN, 0F “BRRIBRLEHEFIZEN” . “SUFENX
27, “TRETY . “BRENRENARXFRRASETR” . “EXNHE
REEFRNEFALAEST” « “TEXAPIOATFTENLENE” .« “H
BRELETRAREZTMAFREZLREF TN £%.

CLEFRFIBMHNSE TREBRERNEZ2ERERE, EHENREER
F, THREZERENRETXMEDN, MOLETENERTERNEE, &
BRAHH, WHELH.
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L3 REEEF AR B HRAOMEXTA

2. IRLEENRERM

NTREHENAGERES, ERLEARY S ZWAMA, W 1& A (BHiR
PRI E), s, #it, FHEER, THEKESS., ZLHAEEMAE
MEBENBARIE TUESERRENTENENER, RELRERER
TN, REBLUMEREE, RESERLATTN, EEx4E%. U2
ZEENBR U TERFREIEN, TURGEERLRE “Z4RA, LiwE
B, BitofEREERGMReTEE 00,

2. 3. 1 R REER

EOSIMEEIERY, RAZLEERTRATENINHLZ—. R2EH
MEFERETHRZERANEENZ R, TERERIMTHOES: (D) 2
RRIENENMRAMNZEHE, BERNERZENEANEFZLET, Q)
{RAIE P 48 2 F4F 45 ) S8 e i 7R A e 2 1O,

Sloman % A SE N %28 By 3R X5 BURRE A0 U2 B LR 4 3% 20 R e B e Al e
BREZLHIGLHPER, UERFRES. ERASREE. REHEAMNBEZR
i%ﬁ;%[ﬂomanw%]’

Hyland #AEXNZLEB AN EREZLRENNHEFETENHERANE
B, REALSHABNREHKBT, BEERRARDNZLEREERIENT
,‘/Eﬂq [Hyland1998) .

IETF EXZLEEABERLHXTAHEE. BEWR. URMHEEEA
fr 3 5y T s Moo 00,

PA_b w28 B R %2 2 SRS 052 IR E T X R £ ThREF & 2 A0 % £ 500 10 UL WA
ML, BTRXz4£REsE (B 1-D PHE=. NENES, MEET
MNEEMEVEMLSEE N F. FERANZLRANELAFREL R
Hodk % HARAR S, LAk % B ARt E B SR B & iE 55 R w R i% % B
EBHEN, WMiXth2EaikEHFARA BRI,

2. 3. 2 FEMHILH

ERER (MREHER) HATHERRANEEREINATERMTAEEHLY
e, UREiZAEEIRERGTLFHNRE. REEREFEFLARBEENE
REl, EH—PHABMALLG, ENTEERTE BN EANNBERN
R, REHEATZMHERTE:



LRAEREM L FR L 8 B RYLE & Hng THEL

o« ETEBHIAIE

BEMETERBAEANBETUARRAZEERE, EMNNE¥TRERNT
WM A HARIE, ENEUERBHE IR EMLINH, FEEUBANER
FME M, W ASL(Authorization Specification Language)’*°¥*'*"1 | RDL(Role
Definition Language)"®*"'#8, RS1.99(Role specification Language)% & Abn199],

o ETANKTE

ERFET, EBEEPRTR-RANOAN, ZLEMMWEL “if Condition (F
) then Action (BIfE) 7 BRI, WTLARE 5 A4 MRS 25 SCHLHLHI,
BRERREEHER.

o {3 i B0 P AR B S (Declarative Policy Specification Language)

HEARMERESRTEEHENERES, WERNEEARNARLER, B
BRI RFHNTERERRBENAES, HXTEERMNFTEXRE, EEAH
L REEMBBKRIER S, W SPL(Security Policy Language)lRteeme200!
Tower!Mehens2001 - 1py (Trust Policy Language)He®**'#2%0]_ ppL(Policy Deseription
Language)t**®1%%), =7 XML 8] LAFI SRR HRE, 1 XAXMLIOASIS200,
LA B — T AR SR E E Ponder, AIKER —F2 Ponder BERE
X HHE

2. 3. 2. 1 Ponder

EEBBRKERFFERMN Moffett A Sloman ZEAMRSHRXNRLAHNERAE
FHREANEECETRET, Ponder BMIINBHHAFAME. Ponder B—MHEM
MEWEREE, AREXNDHRELM LS RE B K g (Drminnon00122003
Dulay2001) | ponder Rk EE HRIE, BEAERIERAE WAL SEE AL M B0 2 3R 08
FER, WEEREDBFMCE (Automated Agent) BEHITHKE K.

Ponder H 17 508 BIFAAT Hh S04 SRR 2 LA 26 75 B AR 7 ST SRS R TE 407
WITHER . F1E S %I %M (Authorization Policy). ZE #% 5K B& (Delegation
Policy)%, J&+#& G15HR 7 #8&(Obligation Policy)%.

BRUE S E L — A SR B R 4%, KR EXR—FirmEEHR
i, AURPEBFRARS EZERRH . RREIE S A E(positive) B 5
(negative) FIFP 8 &, EASRIUENSE XA FM X4 B REE, AARBKRE
XA A EHRERIE. — BRI T
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SR AEE LRERL FoE BRIGBREIA

inst auth+ switchPolicyOps {
subject NetworkAdmm,
target /Nregion/Swrtches,
action load(),remove(),enable(),disable(),
}
LR P NetworkAdmin B95E 53 7 LIX{/Nregion/Switches & P 5f Switch X817 load(j,remove(),enable().disable()

B,
ERFEEXAPATUBEFHETNREN AN REESINMAF, I &R
EREWT

inst deleg delegSwitchOps §
subject /NetworkAdmin,
grantee /DomammAdmin,
target /Nregion/Switches/typeA;
action enable(),disable(),
valid time duration(24),

}
1R (8 87—/ Networkddmin 5948 & 77 LISER/Nregion/Switches typed WA 5 Switch BEFT enable(),disable() 4B

FEEH L/ Domainddmin, valid FOEXZHLPE RIS 24 Phat.

ABTRMEE X T 4— N EMERAER, &8RS BET L SR AAT 0 BE)
. — P EBRERAFFUT:

inst oblig+ loginFatlure {
on 3*loginFail,
subject g=/Nregion/SecAdmn,
target t=/Nregion/Users*{userid};
do 1 disable()->s log(useid),

}
RSB T LG, 3 AN BREME, /Nregion/SecAdmin FiEfl, W& HEIWEHE A HEHE,

EEHEALED,

RARBMLHE—RBFERO TS, PEERNEBRE T,

Ponder BEHRLHE T TEMAT S (Meta-Policy) . JLHREEREIFARRK
BS R RES, TATCLE X EBEZ BILH EMLIR KR, Ponder £ OCL(Object
Constraint Language) K B2 R . HIIM KT E XRFT 3 B (Separation of
Duty) A15RMTF:

Inst meta budgetDutyConflict raises conflictinBudget(z) {
Pa subject->intersection(Pb subject)->notEmpty  and

Pa action->cxist{act | act.name="gubmit™) and

Pb action->exist{act | act name="approve”) and

Pb target->intersection(Pa target)->0CLIsKindOf(budget),
z->notEmpty,
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 BRE Kl FEe Y R BMFLE B A TR

H
URBRH T P RATEEE T TAENBEE, XEGTHEPHEE.

t4h, Ponder EERLEHTHE—LHANEN, UHEEEXKBHTAE
¥, {5 B it % (Information Filtering) K B, PR #l % #% (Refrain Policy), AR
Group. Role. Relationship T2 .

Ponder Rt T —ME—HWERBENES, W ZATHE. 75 R4, BA
MREEHFOEHEREBEFE. AR, Ponder MAEFRULELFRER, HT&
%3K18. HAT Ponder 4i¥ 2% ML AE{Y PR T 45 H Rk 4 1% A SR BE Xt B (Policy Object),
FiE— S W BT AN KRR, WINDOWS KR &REM JAVA Z2RRE,

Sioman ZEAMARER —EREREM RS SMRBRPLHEED L, 34
REZEBEMEAHPHEAIAEEMRY, BEZELE. Fo, KBHLERIEHR
Bk, —REBRESCRIEH RS LR R ESPLE kL, TR R
EBAREENRBELE. SR LREBHNLHETIEXARE, NS ELEF
B, WRKMRMPANRERESE. Flwm, AR “Alice TRAAKER PCHL
FBRATM FTP RER” » EREAINEKRE FTP |RFF LA Alice RETFRIMK
S, CEERSHMAEPREMARMTEANY, EEEAEMN KEL, Bl
BTG, mhTRESHNHEHER, Alice BTRSATEAD A L8
B K B M BT, MIEAND B AERIB KSR AT gt i B oh 4 b H T,

2. ARETEMNRETRSW

FERMIBETE, ATREEXETENGERRSE T2¥EROBTLZLIEN
§f, &y (Brose2001, Devanbu2000] - 3¢ sy i w & TP M EIMEN B S E R G T RIE
d, REEHAFRERETROERIER, MENRFHDHR—ERRAERR
FROBEN B LA EBYERMEAHKIE. £ SSE-CMM(System Security
Engincering Capability Maturity Mode)¥, £ TR#EEX N “H—RIIMIE
Y, TEEHHEMENITTREZERNRE. BECHMXEHERZLTR. ¥
TEFREAAZLIIEE. WERLIHEREAFREMTTEE. BERLETF
REMNRLBRARTRETERN, HHSIMIEAETHNFEXESHIRESE
7 [SSECMM1999]

EETBMNAENB IR E LR REBSHREAFRNENEGAPLES, A
ERITMOL /A FE—ERNRENZTELEY, ATRAT EXREMAXMNEHN
MEEH, FTAUNALELRETRERBBEANZLSEHRHT, UEK
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Lt Rl KRB 3 BT HROHRHA

CEENKERETEASZ, ANKAHRRES, BFREZFENTIZ -4
Fllee0®, 2 THREGTHEEREREARMNED), W SSE-CMM FEXT
11 A2, BEFERENE. FRHEEY. RAMNTERAESLA, BETRES
. BREREWA. EXRETR, BENRIE L FOECOMN, X stmz)
FERERMEERLE. HAEENMETRRAES . Eb0ESE QM
EABEEAR, W Tettero FANALLETEMNEANRERAR T EFRINRL
TER B R % 4 Tk a7 B0,

HTFREERERENERMUREREFR. S HRBRESESE, RETER
Gt B R EE, LATRERNZATATRA TR, #5MEX0RE
B RAIBESER, TLETHEABTENZE, TRIE. AATH
¥, HAEHE, REIREFCCN, S22 RO RBMEHR, B
ABREMIAEE, TRHABBREKRTER, KE—THRE AN
wWEE, —RUER, ZENFHZLNETUENREWEN—H), TEXER
AMNHNER, EEANERURHERAARTER. THERETRGENEENY
BOBERE. WH, ETHEBRNERERGR —MINBVYNRS, AUEHT
ERMAREZ L.

Baskerville &£ R4 AR T FIFF R H7 ik R 43 Sy AR [Baskervitlel3),

1.5 T8 & 5 & 9 75 E(Checklist-Based) . ZHEAFRITEMN—TITANE

2EHIRPEESENLSEHTE, THRARI I REBAZSE RIS
FRERHEEBLAERMEH. ZHER—-FHBETHLENFE, £EH
BERAZRKTHE TREREENREEHHLH.

2.5 F T B 5 (Engineering-Based). D F FIBER M T AR
ITTHEE TSN EEERE, SEEBAETERANTE.

3B R E R ) % (Abstract Model and Reasoning). X B2 H §l#k
KEEIAMWENR, ANEEEX—PRENFTE. RANBRETRNHE
HABELERITHEEMAFNERMTESE—E, FMLTFREMNEHR.

ZAERAVEHRLEIBPREEN—AFH, CESBIAMAARNE
. Anderson ¥ ERETRANEL D “ENZLEBHFHEKRRAHTEREN
—Afpgr WedesmWll RETMURHELGERITHTERER, Re®BKS
FIREFNEARMA LR, ANELNTERSTHTERENZFREREN
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FEEB AR LR FRNRELLER R TEWH

£ A F2 R (Organizational Program)i V.3 3[4 RICo202 | Tty A0 JLF 2
W FRANEEFRITHE.

2. 4. 1 (B % (Risk Management)

Ri& BS7799 WEXN, REEEL—MAG. Wi, BH. HRREEZER
RIES, BEARFAERENRERD, BHEFBELEE. XBELH
ZHBREE T AN REHETES, ERREER KERREE—THE
ZHKTFE), R ERRAWASHERRERFEXLEEREREHN
ﬁEyJ E{Jiﬁﬁ%ﬁﬁ ﬁ*ﬁ# E@_/r.gj:ﬁ&[NlSTl%S, BS11999, OCTAVE2003] .

EREEES, REEE Y E KM (Threat) §) F R B WA HS A
(Vulnerability), SEHEEZMENTEEE. XTEERRTEBR LTS
MEAZFURMNANES S FEMTRE. TARFENEX RN, FR, M
BRUR=ZFRENTRERTE. REFEIEEZEBUTILAAMFR:

o TREZMETXHE,

o R RGEHIRAN L B F IR (KB

o HIBEMBMAREKES R, PG BT R IR AR,
o HEMAGTR BIARBRMETEINTEEA:

o EFLHNMBITREY, HFHFHFELE,

REHNFEZHARAMRKRERYE, KEFTENERERMARY, EBK
AETFRRHEMLS . SPFHEARNBRENER, IFHIBEARARATIER
GESNEE. URERERTHEAREEHON2M,

2. 4. 2 £k I#E(Requirements Engineering)

BReRETHE M (non-functiona) BT K& & HE AN TR AT
BEBWZHASSEFEEN— S, T-WHETMEETHRFRNARS
B, KWENERSEH T,

R (Use Case) AMBERRIBTRECHIZHNA, BAEME
ERMH S, TURIFMBERENIIR. EARELET -EMARYE, EEA
THRADEUEMFERSITESD, DREATHRANFDREGT R, W
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LT EREE AR BoF BRAMXHA

ZEFRRHIN . REFRATRT XOFPENRLRREMIEE, BHEXE
ERATATEZNRENRZRENEMHES, T aHyEGRRERER.
'l'ﬂjiﬁﬂﬂq ﬁ. [Alexander2002&2003, McDermott1399, Sindre2000&2001] s %Fﬁ ﬁ E E(] _ﬂ#ﬁ , —EI u
Rk TS REHE R KA.

RA AW (Misuse Case) B —FHBRMAR, EAUHRREXNEFEHHEED
ERERANER, MARENRAMMAERERENER. RAE, SHRET
MBE5EMTN, HE-FAREKNS2EE, ZE5LABRERRATN. RAAL
EMAREMRRATER—FN, ZEAUSHE—E, RAEMRAHLET
BN EAE B BT DRI 40 B 21 R~ fR B A PR A 5 S e 2000,

A2-1 #AARE
Fig. 2-1 Misuse Case Graph

B, BEREREAFEENEESE, AELME, MRFERBEARHF
EREFMLHE, AHILNIERE. RAARNRAZESHACENE
FANERAMMTIANES, 8% UML %; SERBESRAFMXERSIANE
STHEENER, TIARMBBRAMBIINELER.

EH—MRLEE5HRINESRRNOTERAMNETRENDREM