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Abstract

This paper researches on the risk and management of internet
banking in the cyber éra which is symbolized by economic globalization
and information technology. Mainly based on the economic theory of
modem network, we try to establish a framework for internet banking risk
analysis and provide risk management suggestions for practical
purpose. ‘

The logic magistral line of this paper is to analysis the risk point of
internet banking., We discuss why and how the internet banking coming
into being and its risk characteristic and management problems in the
sketch divided into different services and dévelppment stages. The work
of making a clear definition of internet banking and its theory rage, is not
only the starting point of the research on the risk of internet banking, but
convenient to define and understand the risk range.

This paper “contains three chapters. Preface is about a basic
introduction of content, research approach, conceptual framework,
structure and the purpose of our research. |

Chapter one is the basic introduction of internet banking. We discuss
the notion, emergence, characteristic of internet bankiilg.b In particular, we
discuss the differences between internet banking and traditional bank.
Internet banking is relatively new in cyber finance research. So there is
lots of discussion about its definition and essential.

It is generally acknowledged that inteinct barking is banking service
provided for customers through public network such as internet. This
definition contains three dimensions: the carrier of the service; the place
of the service and the connotation of the service.

Internet banking is the product combined with the highly



development of information téchnology and tﬁe innovation of financial
organization. Its emergence marks the birth of a new kind of financial
organ. The base of its appearance is the change of information spreading
way by network. It is a result of the development of the organization
system of “the friction-free economy”. Because of the incremental law of
boundary benefit, the potential profit ability of internet bankiflg will be
infinite. As a financial organization, its “natural endowment” makes
internet banking to have comparative advantage, which helps the bank to |
survive and develop in the network economy environment where it has
lost its traditional information advantage.
~ Less then ten years ever since the establishment of SENB (Security
First Network Bank), the first on-line bank in the world, internet banking
has achieved enormous development. Because of the dummy property
and characteristic of internet banking, the dependency on traditional net
has been greatly lowered. There are three operating models can be used in
intemet‘“b_al_'lkiﬁg:. online banking service only; mainly online bankjng
SCIViCé;‘(l)l"lh:nc banking service with traditional banking service equally
important. - “Internet bank could be technology provider, environment
* provider, content provider and facilitating provider according to their
business scope. '
Internet bank differs from traditional bank in several aspects
including management style, operating model and asset-liability ratio, etc.
* Because of those differences, internet banking has special requirement for
risk management thus changes the traditional banking management

philosophy.

Chapter two discusses different service the online bank provided and
risk of each kind. We set its development into several stages and discuss
the risk characteristic for each stage.

The internet banking service has various classification scheme based

2



on different classification criferions. In this paper, we divide it into three
categories: basic online banking service which is commonly provided by
traditional bank such as transfer, deposit, remittance. The second category
is newly emerged online banking service which combined the information
technology with the banking service. Such kind of service includes B2B,
‘B2C, and B2G etc. The final kind, attached online banking service, refer
‘to those services which exceed the business scope of traditional bank
such as CA identity authentication, e-commerce, etc.

With its fast.development, the risk management of internet banking
receives more and more attention. In general, the risk of online banking
includes strategic risk, reputation risk, operating risk (both security risk
and legal risk), credit risk; market risk and liquidity risk, etc .Those risk
mentioned above are commonly exit in traditional banks so they can still
be controlled by the cﬁrrent risk control system.

The development of internet banking can be divided into four stages
namely start-up stage, growth stage, maturity stage and highly developed

stage each with its own risk features.

1. Start-up stage. In this stage, the interet bank mainly provided
information for users through internet. However, there was no actual
business transaction done through the internet. So the risk in the stage

is quite small, but the security risk and reputation risk still exist.

. 2. Growth stage. There is actual business transaction done through
internet. All the service and business -done by the traditional banks
now can be done in online banks. Because the business provided by
online banks are no different from those of traditional ones, they
sustained the same level of risk and follow the same rules that has

been applied to the traditional banks.



3. Maturity stage. In this stage, .the banks begin e-corhmerce and provide
services that are not available in the traditional banks such as CA
identity authentication. Because their service scope exceeds the
traditional ones, there are risks that are unique to this stage such as
Strategic risk, reputation risk, legal risk, etc. This chénge has brought

about great challenge to internet banking risk management.

4. Highly develop stage. It is based on the fast development of
e-commerce. In this stage, all the business transactions will be 'don‘c.
through internet. So a minor defect in the regulation may cause huge
damage in reality. So the regulations and rules are important in this

stage.

In chapter three, we discuss different risk management principles for
" different risks and suggest the procedures and methods of implementing
risk management. -

 The purpose of internet banking risk management system is to
discern, rﬁeasure, monitor and control the risk excising in the transaction. ‘
The system contains three parts, namely risk management plan, risk
management implementation, monitoring and valuation,

When discussing the risk management, we suggest that certain
knowledge and technology can be put out to contract since the outsiders
may have better experience and technology in certain aspects. Howevcr,'
the bank may also face higher risk if they could not exert enough control
over those outsiders because they may assess to some confidential
information. |

The assurance of business continuity is another important topic in
banking risk management. The bank should have an emergency system

whenever they begin a new project. The emergency system works when

4



system failure ac;c,ord or hackers try to assess the confidential infbrmation.
Such system should also support the data recovery and public relations.
“So the actual result of the risk management dcpend on the
management’s undcrstaqding of risk, their prompt reaction to risk, their
computer security system as well as service quality of the outsiders.

The internet banking has a short history so many issues still not have
been addressed in literature. This papei try to find out the reasons
underlie internet banks’ emergence and its risk. Them we set its
development into-for stages and discuss the risk for each. Then we try to
establish risk management framework of internet banking that may be
used by Central Bank and other supervisory administrators. We also try to
provide some management principles and methods that ﬁlay be adopted

by commercial banks in this paper.

Keywords: internet banking; vocational work ; risk;

risk management
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