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Abstract

Nowadays, with the rapid development of information and network, more and
more information is exchanged and managed in digital forms, also with the
development of smart card and the generalizing of computer, using IC card in campus
information management comes into a tendency. At the same time, the application of
IC card has turned from single-using into multi-using, so the complicated application
increased the requirement of network security.

This paper took the network security of campus card in Nanchang University as
the researching object. At the beginning, it briefly introduced the campus card system
and the technologies of network security, then combining the actual situation, chose
the technology route that integrating data mining with intrusion detection and adopted
the thinking that combining online classified misusing detection with offline
clustering abnormal detection, finally aimed for the important application server of
campus card system expounded a devising project of Intrusion Detection System
based on mainframe. In the project, it firstly described the frame of the IDS, then
specified its modules and the working principle of them, the modules included the
data precondition module, data warchouse module, online classified misusing
detection module and offline clustering abnormal detection module, etc. As for the
algorithm of rule mining, this paper introduced the association algorithm, sequence
algorithm, classification algorithm and clustering algorithm, and also included the
description of key attribute and reference attribute, at last, expounded a new algorithm
named layer mining of support-diminishing and sliding-window-increasing. It has
been looked on as the core algorithm in this IDS and been used to dredge the standard
auditing data which were stored in the data warchouse. In the end, it used “password

attack” as an instance, discussed the whole running process of this IDS.

Keywords:Intrusion Detection,Data Mining,Campus Card System,Network Security
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AGHEMELEE. FEAMXSHASS NN Bxcel THHERERETHL

TS
# 41 FREALZEGHHE
B ElG] % *»m | sk | B | HF HEN iR
1/4/2005 2:43:13 RSVP TE | % | 1004 | N/A | NC-P6QYAH | QoS RSVP HFEIREETHREHN
M 7 FHV96P EMRTE. #fEdRENEsEER
% QoS iEIRFEHME.
12730/200 | 1:03:47 Tepip =B | & | 4201 | N/A | NC-PSQYAH | EZ£ME/ R Intel(R) PROIOC VE
5 PM FHV96P Network Connection S5R&ER:. M
Bl REE L — R .
127257200 | 22125 TermServ | Bz | % | 1106 | N/A | NC-P6QYAH | Ei:REATHIL.
5 PM Devices FHV96P

#42 BEEAEEEYE

a# i fe s | B 4R | A I BB
2006/223 6:46:02 Security | Iy | BHF | 515 | SYS | NCP6QY | ZEHEMBRIBCSEFRESN
PM it i TEM | AHFHV9S | sib s, Btk |
P BEBRPE.
300612713 6:08.15 | Security | WL | HRAE | 528 | NET | NC-P6QY | BREN:
M WH & WO | AHFHV96 | mpad:.  LOCALSERVICE
RK P o NT AUTHORITY
%Eg BF I (0x0,003ES)
E BRAM: S
BRTR:  Advapi
SRR Negotiate
THWE:
83 GUID:
100006000-0000-0000-0000-00000000
0000}
2006/2/11 65440 | Security | JeRr | Samsk | 615 | LOC | NCP6QY | IPSEC M%: IPSec MEHA NS
PM 2= 3 AL | AHFHV96 | - pymaes i N g5sRoIR K. &7
f}fg P B R L ALBMR LN LB ER
E B, ENFEgEOE T RER
A IPSec B RERAHENR
1. WHETT IPSec MBEERATE
H— iU A .
2006/2/12 32737 | Secunty | W | B | 529 | AN | NC-PEQY | EratikRr
PM W “ ON | AHFHV96
Y™ | P
ous
LOG
ON
# 43 NERFHEEREEE
B# e R 3] G# Hit | AP HHEH RS
117273005 | 8.14'16PM | ESENT | 5B | CsutkE | 300 | WA | NC-P6QYAH | wins (1192) JCiBFE5I St
FHVI6P LB
1/4/2006 2:42:34PM | MSDTC #a SVC 4097 | N/A | NC-P6QYAH | M5 DTC 2B,
EHV96P
9/132005 | 1145:30P | ESENT | f&2 F] T00 | N/A | NC-P6QYAH | wins (1224) % & /& 51 #
M FHV96F 6.01.3940.0031 2E3.
117242005 | 1.59:47PM | SceCh | /& FA 1704 | WA | NC-PGQYAH | B MMM 2T M &2 EH
FHVS6P FINRLH .
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FBE il R R 2 RS

AL E SR AT LLE ) Windows B4 28 BIRIEH LS B A BB ESE—1
B, BEEUTHAFER: BE. WE. RE. 28, 53, =16 BP.
EHMBARAS, 4L THARNEHIRERSRIE—RIIX—5, Ei
ERFHARE— RO T AR,
| EREAREE I RRRZ A, RNBEAS TR hEAEE RN
MR, RETREEABRNALE R LTI

R, BELEELEAMENMA—FEFHEEBTRMEEBED ZA
R AAR S (U 44 FiF):

#44 BHEFETHHEEPERENE Y

H FHRENRS.

i [8] B EER YA A,

JedE WRBEHRRAM:, T AEFZ (0“SQL Server”) . RARKBEFNEHE (I
B FEFZ) . i, “Elnkii”f§9 T EtherLink II IRz,

HKA BRESR: RENNAEFHSENHE. FEREEERSAZRNRK
L TR

iES BRREA RS, REREEATRERE. filn, XNFREFEE, &N
1T AT 4SS o B PRI B K B e B o — AN B KR

B RANRIARENGS. AR ENE— T —RE X FHRTHER. B,
6005 RFEDZHEMHEMEMFTREBHR D. REFHRBEHB—1TL
“FHHERFOEE.

AP B REFRENAS BB,

WEH | FEEHATENN SR,

FHRE | RN KA RARE, EORANAET RS RESAENNART A BT
k.

SERBER, EHX—FE Web IRE3 EABMELBESIRHIM,
R

(1) “FF UL F R H A B —— R R, T R T p A
B, TEHERERAESE THOR AR R, BT AR 3 E B S
EHETME, B FRENRHTR AR,

() BETHMMRR—E Web RER, U HEN FRAE—IEES
“NC-P6QYAHFHVI6P”, HMXIHTHTEA AR, HRRs M,

G) Rindilith M FRERGHENHE, EERUNEE, ZRI0
R T BB AN LR P (0 BB I R AT E R R R, FTUAA T
TR E PR THRME LR, TSRS AR FR. Ll2:4234PM”
ABl, BB 4 BAAEAFR, SITRINBENELY, FHbEELELYy
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FREX —FiE TR E NN

Hour=14, Minute=42, Second=34 (3£ Hour=0~23, Minute=0~59, Second=0~59).
FECP TR A BRI R S I Rt B\ S B 5 7 R B % SR A A,
T4 AT LUAR I F B Hour AT 18 BRIZEHIT B FFIRE AR,
A RENEBE A SN o BIOER, LHUN %S AR Year, Month, Date,
Hour, Minute, Second 3% F& B /8] 25,

@) RN A EBEAKNE B, LRFHNFER, ZEZ—FE&
P4 —E 2 FEZEB AR R AR, A7 DL Sl i & 34 Bk B P R 8 G F O
EHBTE R RN, B EE A RERTHER, RREERRSE
BANSEESHENAEREMSITEE. 11200046, HE. A. BaA
EAFR, BN FBRAREESMER, FHika #4d Year=2006, Month=1,
Date=1 (E ' Year=2005~2015, Month=1~12, Date=1~31), #1&i}{ 2006 £ 1 A
23 A% 2006 £ 2 A 20 AAERBME, BAWLSSE Year. Month Al Date =4
FRRBTHN. SR B PEORAN R FAATHE A, LB LaE
ﬁ?&,%Téﬁ%ﬁ,$%ﬁ%ﬁﬂ@$&%ﬁ%ﬁ&‘ﬁxﬂ??&ﬁ%ﬁ
W R — B | |

(5) HAbskig . HKEC. . HP, AR, SRERA T —AEE
BEOTRAEY, C2RALEEREESEAENER, TURRGRE it
THE— AR

BR, REHHERETRAMEHHE, BTSN FREFAANASTHE
ERETEA -, GRLEITAREBRIMER, WABAENHTUX S,
FRIE R R — T Ak, TH AN X S BAERNEHeET % E, Wiz
MU N AR ASEERARNXREENSERE (XBEEEETRBR
).

TR ER=ARGHSEEEHTRLEUENER:

# 4.5 REHETCELIE
Year | Month | Date | Hour | Minute ; Second Source Type | Sort j Event | User
2006 1 4 14 43 13 RSVP ¥ 10047 | N/A
2005 12 30 | 13 3 47 Tepip e 4201 | N/A
2005 12 25 14 21 25 TermServDevices | fiR 1106 | N/A
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REEE — i REREHTR

# 4.6 T H AL MR
Year | Month | Date | Hour | Minute | Second { Source | Type Sort | Event User
2006 2 23 18 46 2 Security | HITh 43 515 SYSTEM
WE | B
2006 2 .13 18 3 15 Security | I g3/ | 528 NETWORK
T | SERVICE
2006 2 11 18 54 40 Security | ik o=k 615 LOCAL SERVICE
| s
2006 2 12 16 27 37 Security | kW B3 1 529 ANONYMOUS
B | B LOGCON
R 47 P RERAETAEERE
Year | Month | Date | Hour | Minume | Second Source Type Sort Event | User
2005 11 12 20 14 16 ESENT f5R | icwhkx 300 N/A
2006 1 4 14 42 34 MSDTC | =8 svVC 4097 | N/A
2005 9 I3 23 45 30 ESENT ER B 100 N/A
2005 | 24 13 59 47 SceCli | £ £ {1704 | NA

ATLVE, BT USRS T RS X T RS BRBET ALY
B[R th {8 T8 ) B i B AT A M 4548

423 HIHEIRAFKE AR, -

AR O AR B R o TR IR R B D A SR A e 4R 8 1,
SRR B0 L B AR P R B R R AR R, HE S A T4
i BE BRI NERTN BRI — & 28— 0T R BGER,
S SRR M RS HRIE EN B RN R SR B4 5, T
HAR 5. RS S R H BRI R SR AT A B AN R E
BENRE L. TRHRANARRI RSB TR, i MnRIEh H
BERHEAERFMF I CRREBANT, 7RSS HE AT &
Windows B KB EE SR 5TR.

MR SRR S AR S R L B RN ST . T
H—MRBUBSREETER audit_state, HAER £ IREL ST A RS T4
RERMUHER. LTEEBRIFHEN, HTRMMEN START; 4HLES
TEATT —ANE I e, REIETH NEXT FILE; 4FACEES S ftkh
B IHORN, 480RA S READ FILE: BJE, XA MBEHYiTE
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FEEE —FiEP R RSN

W e, RAIET A CLOSE FILE. GXBBTHSIR 888 X h B4
ERF M Excel 304D '

//Processing Procedure for Preprocessor

1 While True do begin

2 If audit_state=START then begin

3 Allocate memory for audit record

4 Allocate memory for the ptr of size BLOCK_SIZE
5 audit_state=NEXT FILE

6 Endif

7 If audit_state=NEXT FILE then begin

8 Open audit file

9 Obtain preceding filename

10 audit_state=READ _FILE

11 Endif .

12 If audit_state=READ FILE then begin

13 Attempt to read a block from audit file to ptr

14 If successful then begin

15 If the end of audit file then

16 audit_state=CLOSE_FILE

17 Else begin

18 Advance ptr to the first record of the block
19 Call Filter it to filter the record

20 If record passed through the filter then

21 return(audit_record)

22 Else

23 Refilter the record

24 If not the last record

25 Continue to filter the next record

26 Endif the last record

27 End else

28 If not the last block

29 Continue read next block from audit file to ptr

30 Endif the last block
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BREX — il M ZERTR

31 Else

32 Reread the block from audit file

33 Endif

34 If andit_state=CLOSE_FILE then begin
35 Obtain next audit file name

36 Close current audit file

37 audit_state=NEXT FILE

38 Endif

39  Endwhile

AT ERRE, FAESERE U EHRA N TR NERTE: R
W R H o B SCH, HXBANRGHE T B A A — R E (block) ()
ERMA—MEE BT, 5HHI%E block £ RRIATIRF MR T 98 Rk
HEMALHE, RAREMCEE KB, BRELINBALECE.

4.3 M2 4T

431 EAH B

4.3.1.1 BRI

KECMME R RGIBEPFA—F L ZTABSZ AERHERABEXRANR
o RECRNIZHR R — R FHBURE, MEATFTEHHARRNES D,
FHERRER THE R EEE CER R — R B SR, B X T B 2 48
REABFEFIHCRPEBUEZAREHFERLHRBELE.

KB AT LRI PR ERIER: 8 I={i1, is..., i} B—EBE, HP
ipr dzree.s in B, D={T), Tar...» T B—HFE, HFT, To..., o A
e, DPHEIMES TRE—EH, ERWETcI. WRXcT, REHTX
FHE X. REMWAMTERAN—HEAE: XS Y, s) HPXcl, YcI.
H XNY=¢, s AFE (support), ¢ AT[{5HE (confidence), #HIAAARER
D[R] SR Y EE 54N

S PortX = ) = R R E A
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FEEE —FEP RS e

DAEIN X H X YR E 54
DA HXHIEZ N

MAXZFEMOEEFBLEE BNRE (B RENRKAEE, B
FERKREERMINRERKERTE), WEKE X>Y TLLER D FH—4
KB, ¥xhk: X>Y(c, s).

THEE LRI KBNS ={ Year=2006,..., Month=1,...,
Date=1,..., Hour=14,..., Minute=43,..., Second=13,..., Source=RSVP,..., Type=%
... Sort=70,..., Event=10047,..., User=N/A,...} 2 liirdE i i 504E S ML RO BT
BT REEUE A BRI A, D={{ Year=2006, Month=1, Date=1, Hour=14, Minute=43,
Second=13, Source=RSVP, Type=% %, Sort= X, Event=10047, User=N/A},
{ Year=2005, Month=12, Date=30, Hour=13, Minute=3, Second=47, Source=Tcpip,
Type=f& &, Sort=%, Event=4201, User=SYSTEM },...} 2 1578 B b5 s iHid
FARMBESE. M HELRFE D BFXBKAUDE, WEHpm.
Source = RSVP —» Event = 10047 (0.5, 0.03)R1CEEARN, M8 W89 F2 1 4 0.03,
SRR 0.5, ATLARERE R TERASRIEA RSVP MEHTH 50%MFHRRT
K 10047 F93E4F, 0 RSVP RIEH 10047 B4 & BB ARAE R HHE R 3%.

BT RN R, T RRIFHEE RN EE.

KRNI LT UL ABH Y — o RREFTEXFERTETRD
FRFERIAES, B3ETNE (Frequent Item sets); 57— &4+ F M ETUEER
HRAFEFAEEEFERENXRBEAN. —RERT, XERNEENREE
BPERE S, W RAFFRAEDE. B, XBRNSESEIES
ARRXBREEEERE BXBANZEE . XY, BRXBRANZEE
BEEH AIS, SETM, Apriori, AprioriTid %; £#EXBHNEEEETES
Basic, Cumulate, EstMerge %. AfiIRT&eE i T KERNAFR TIEFHETT
P, RS RE R Aprior HEE —FME BRI BIRBAARNEZEEE. Tlg
B SE MW E % (Aprior Fi%) BN R T4

1. KT

- Apriori B P HEITENIZIBEE > AU T AL RET.
(1) BE 1-Ti% L) 75k
BHAEHE | UM EIRRE, ATETHEXHEBAENT

confidence(X —» Y) =
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il [ Ll E o i

FERAE 1- & Ly, (BE B L, RS R &H —50);

Q) ¥ k-TE Ly BT Ak

P k-TREE L FITERL AR X R«

B L (ke )T L MOETH_ PR R0 T 452 U 38 apriori_gen()
P SR kIR Coo SEBERRRIERTH O 32 Lico (M4 . B3 apriori_gen()
HAAREIT .

PSR (k-1)-TER Ly AN, BIEI4 R AEREE k-THE C,

select p.item;, p.temg. ..., p.itemy,, g.itemy,, insertinto c (ceCy)

from p, q(p, qelir)

where p.itemy=q.item;, ..., p.itemg,=q.itemy;, p.itemy<q.itemy.;

for all item sets ce Cy do

for all (k-1)-subsets s of ¢ do
if (s Ly.1) then delete ¢ from Cy;

R, ARBESFEIRED, MEPEAIEEHE T C PR,
FRUZRH. AMERE, REREE C. HHc(ceC) WEERE, XX
FEXTR/NFFER c B L

KU EFREREHT, BB LATM Y. BAEHENT,

L, = {frequent 1-itemsets};

for(k=2; Lyy<é; k+)do

{
Cx=apriori_gen (Li.);
for all transactions Te D do
{
Cr=subsets (Cy, T);
for all candidates ce Cr do
c.count++;
}
Lx= {ce (| c.count >= min_sup);
}

Answer = U, Ly;

2. HMNER
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FER — R R R 2N

MF UL PRS- MIETE L RIEFTHEREZFE A, 2R support
(L) /support (A) >= min_conf (B/DA{EHE), NWTFHE—NMFHEA, FH—TH
JJJA->(L A). BUWERHEHEHMELHN: — ﬁH%L RI—A~F45 A Rk
PN, 0 A HTEEFEEARN, = « WE(L-B) BRI, W
HL-C)—> CRL, H¥CHBHIFTFE.

43.12 FHAM _

FFMREZFRERE (AP B CEHRAN NEN) v E—MFEK
BRI ) & O A R AR AR RS R Z RIEF A R 2050 R PTE . 50 3
ME—BBRBESHIRE, MEXFRTUARRNRLE T, SdE0E DM
HIFRAE S T Fos B A R R ER AT %, Wi X E BT R R NIZ # K R e 2
KENEEONRENARGES THER LR T FERNFIIXRER.

FEFIMNI AT LRI TR AR : | X = {1, 12}y Y="{is» i is}... &
AAEGE EF i, i, i i 5SL 1 £ EERIMEE), 81 F4H2—
B, SR NEYRARE D R E . XEHEABAE—MRENR MR
min_fr (EIMBEEE) WRMER. FARNSNTFHRAN—FHES.
X->Y(c, s, w), HP s h3IEE (support), ¢ AT {EH (confidence), w AIBH
it [B] & (window).

AR [RI B wED PR R RS SR B R B BEXATY ROZR K
i TR R wAEDI R R AR 3
VAR [3] BT wrE DI IR A1 E R B R LA XARY iR 3L

support(X > Y) =

confidence(X - Y) =

VAR R wAE DA B H R R B IR S XA IR R
HRE w AREERMIARBRABOATE. it FIHEFRANERE

X5 Y RAHRMNFRERE, FALFRNNISEXFRE. mELEE
MO EEHELIHLS BMERE (BB ENRETEE, RAEBSKEER
MIRRBRAERTE), WEKE XY TLLER D PH—-MFERRN, ®r
&, X->Y(, s, w)n

TEEE LRI T TR W X={Source=IISCTLS, Event=1},
Y={Source=IISCTILS, Event=2} AP MEH, 7 HXNNELEEE D PHNFESE,
NBEEHEBED BTAFHNANEZEE, NDEREEW:
(Source = [ISCTLS, Event =1) — (Source = I[ISCTLS, Event=2)(1, 0.05, 30s)
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B X — R il T P R R 2B

FIRERARI, ZMMBSIRFBE N 0.05, TEREN 1, WBEREIE:Y 30s, 5L
BH: HERAEHF M (Source=IISCTLS , Event=1) § — & & & 4 = #
(Source=IISCTLS, Event=2), EI[EIEME/T 30s; oLl 30s iR 0 B @53
EYBEE D WA RKDE %0015 AR 0 & iy [ B 30
(Source=TISCTLS, Event=1)Fi(Source=IISCTLS, Event=2). 4{E T, !
FEIAEN 2 WREER: 41 EMNES XXORE IS MTFE44, 342
RAR/S XX 3 US M ibard. ANEREROTLEN, 241 fdg 28
RELERFIXR.

X FFIRNGERR, BT RBAIGBERHSEFFMNNEE, SFEE
MRV EZEBE T FREHYUZ 4.

RN R RGBT U A S —BARERBHEED w A
RIFALXFERTETFRAXBENEGHES, B 5% F 5 (Frequent
Sequences); 7 —#B2 BF B FH B S BAE A5 B LS EERN AT,
FHEAE T

1. ST

BT FISHEE H 4 A B T LA S BT

(1) FHFFELHEIREE:

WHEBIEE P HHEL I AR THAF LS BAE®RA, B RS
T EMEAE A RO R R R i ) MR AT )

(2) IZEIMETE:

LR B MM EE 1R BT B 4

() WIEABETE, ERBRAHENE (B URIAE 1-KF):

REGEER LB NEAEDE, 5% 155 B, (K9P, BX8
MR LU X HH UMAERERN BMER—HLE P, B2 M05H
MIREIE), F0HHE 1-5F) By BTN, XEGE T —5 S RSERFT),

@) BHBEHEIEE.

ZAE 1-FY E T MBS RE SR T, B HS AN
RIEHAE, ‘ '

(5) ZHHE k-FF) B

SRIE TR AR, XEREME 55 B ERAK NS RH
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BREE - ETRERLNFER

¥

B, UBENAE wBHESYEE D MEBMEBRYE F BERF, &
HE—RKEBHERBH T ELREREEK-1)-FFF] B IART B BEE
1-FF5) E1, H7E Eia B Ei HI3RH b FISUSARI T 504 M apriori_seq() 74
RERE k5] Qo XFBERRBHERE QiR Evi M4, B3 apriori_seq()
REHEWT.

LABE (k-1)-FF5) By AN, IR [B 554 SUEIRE k-5 Q.

for all feF do

search in f to find subsets(Ej.;) and subsets(E;)

select ey.; € subsets(Ey.;1), e esubsets(E;), insert into q(qe Q)
endfor
for all sequences qe Qi do
if (q is not unique) then delete redundant q from Qy: ensure Qy is a distinct
sequences sets
L, BRURBHEE wBHFSEHEE D, MATHIRBHEE
3CH QP BRI, S B HEG RS RS, R R4 Qu 1 q (qe Q)
RISZRPRE, oSBT B/ SRR q TEAL B
B EWPRE#H#T, BF S AT AL, RAEENT GBI
fI43K, LUTIRT ApriorAll Hi%, ENX A KNMAEFF SFERRFEFFIME
B RAEFFIRAT O HC R B, BE R P B SR RE PR A B B
FoIEE):
E, = {frequent 1-sequences};
for(k=2; Ex1<¢; k++)do
{
Qx = apriori_seq (Ex.1):
for all glides fe F do
{
Qr= subsets (Qy, )
for all candidates q e Qg do

g.count++;
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Ex= {q€ Qi g.count >= min_sup);

}

Answer = U Eys

2. BRI

M TE—MREFS E, RRBILHH N FHFF A. R support (E) /support (A)
>=min_conf (B/PAREE), WA TFE—NFHF A, Bl — A > (L - A),

EXLFRAPETINMARRRRSR D, X T FLER MR AT
BHNPEIAN], 3R XBEHNRFEFNE SR RRA AR Lk
FFFUBNH EERE T XN, EFIRN b MR - MR B E R %
SRR o () B RS BT AR A T BGL A2, T LAt T LA 0 B A 3 L P 5 M %
PRYES TR AT . SRR SR 4 A AL T =, (B IR
P 790 0 B 5 458 1 R ek 22 ) ) S B S A 1 e 2 T BB, O v By S
KB, RSAHE IR REeE ARG .

W, U EBRAIHHEMEAR S R 2B FRESEOAE, REXED
LTSRS, SRS REUE T AN, MR R AT AT S A
RETHRI, 30 224 H 35 B354 B SR B Year=2006, Source=security), (Year=2006,
Source=security) - (Year=2006, Source=security)(1, 1, 0.5h), E—&WHEM
BXHIFFIEN, B A3 F a4 R &K, 7B Source M HBUEE R4 security
—FF, T Year 7E 2006 F—BEMR G R A —MRE. FHILRGESERNIR
MRARERAFERAEFREE, MRALANREINE &R EMNET R
Y], &R T REMBE, ESHE R ANERERE. H T BRXHER
HIRE, TASEFRETREFTHEEOAAER, 3IASENETF L LEA
HEny BEE.

432 ¥ REME

ZEBRNEAAXBRBENSE BHOES, RESIA-FHNZES B
B AREREREEBNMNE ISR, B R HET AT I
FEABIFERGHE A RGP NS .



Py X — i b W A 2 AR SE

4321 XRRY

KRR S B R EN B4 EAEECRIERANBRTE.

ERAMEHHEEE=TKE: REQE. R2AFANARFAE &%
HAE S IR R TR S, RATA-—-HELEAR, Bt
B F TR BEARNR. AR, 5 RRHSkE, X
BHAKTNEEEERZARAN. KinRERZBESHNNARFASY R
Source SR EMAIRIE, B AEFE. RESKEFNEH, S RESHM
AREMAE, 4R AEREXEER, Bl Source BEERGZHENNAE
FEHERR—AXBEYE: MEZREHEPIFMRERE —FE securty, X
ENRBRELREN, AT Source BHEEREEEPR—AEXREE. Hit,
RNBAK T FEHRAREEEEANTRRY, BHXBRBIERZHEM
W, BAHEAS QENAE, TREFSEEES) XKRBEIMTIRIERCH
R, TAEE R RUFREI XA, e BTN R B X
FW, R G IEAH . |

RN SR A SRR, DERERIIN GBS %I
W, B4 BT SR SR AR W] DR R A K — RIS PR TR ) &84
FOERLAC Y XBENE.

4322 2ERHE

SEREEEEREAN B4 AHERSEEANRLE.

FEAERGHFHEE TSR, R —RSXRYE, TUEATRFHbRE
S k—FUAES. RnERLBEPE Use BHRET UELXRRY
Event &% @M%, EARERHFRENSHEEERTRXH. 2HHNA: FHELS
—{Hour=22, Event=538, User=A}FfIF#f_{Hour=22, Event=540, User=B}, 437!
i A F1 B BAAFE User $THIRAE, B3 ENZRAMEXR, BRI LI
BRBENE, AEEANNT S E{ (Hour=22, Event=538, User=A) —

(Hour=22, Event=540, User=B) }#lMl|, XERRE—LMNFLAFHAN, RE
IR B User A Bl User B o3k, FEMLA T BRI H MMM, NiZEHE
ZRMAEMNESIRE AR, Q& EFIRREZIZA User BIEASEREM,
EZEsdm i A RPN S, Bk User BEEGRI—ME, &, XRANHE
ATLARFESR o I, BRUAR TRASEE S ED AR R S, T —MF
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R X —FiET RS ZRHEIR

SEH) User HATSEANRRIRER). XRBRNERFASERHENER.
ERNKRF L WA S L RS, MERERRMFEF RN DG MIE
WEMDAE S HRARENS BT,

4.3.3 CRECERIRB E RN EVSEEE

BRR KRB RN, KB EENSEBUAHNME, TELSETHE
L2 RSP HREE TR A, HARRERAPRAOANESREE. T
RIEMNEERI R, BAGIA—HY BEREEE— B ESRE B E RN
B EE.

BAME - TXHESHARSEEENED. b TERIEAENRET
FORT R BL R MR AL, SR IR SR AT B, BADF
KB (R RIFEH XD, THRBBENADN , AAEERFEHE L
BUR B AR, oA L tH AR, IR A T R AR B SC B,
BAVERRBCCR B BRI, S8R SR A B B AR R I S i P
BRARBAN, HRXREATRMHERE £, S4LEHETIED
(BB RIFER RS, NERBBHOAD) , ANdTHRIEAEREFIHE
MRS, AT HERANFARNAERS MY, RITLERHBEE
AIFBEEEAHT R, SFNMFERER, ik, BE R HEGEESHE
&, BREU—RESCHFE A ER IR ERHRE R ER R NIRRT, 2HF
FIRM, B, ®MABBHEE, BEACHEIHFERRBRIIBTHRE, 248
RN, X —ES TR B E R AT SRR DL, SR
FUIRRN B L AR

T& 48 B—H 74 HEPHIRES T HEE.

F 48 REABPHBMEREE

Year | Month | Date | Hour | Minute | Second | Source | Type Sort | Event User

2006 1 4 7 58 2 Security gg iﬁl 528 | ADMINISTRATOR
2006 1 4 10 8 15 Security gg ig 612 SYSTEM
2006 1 4 14 54 40 Security g‘g Eg 576 | ADMINISTRATOR
2006 1 4 18 10 35 Security gg ng 551 | ADMINISTRATOR
2006 | 1 4 | 2 26 29 | Security ;Eg g‘; 680 IUSR_ZI
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FRER—Fl RS L SR

RNl =4 HEHFZ A AN BN E RS RN ERisH
R4 G XBRUEMNSE BRI 3 I RNUAE I T

B, B ZEAEPIREFRTHEERNT— B (Year, Month, Date,
Hour, Minute, Second, Source, Type, Sort, Event, User) iﬂiﬁ;—ﬁﬁ, ik
BXRARNSE R

1. Btk Year, Month, Date: iLRFMARENBEY. EWRITEERGH
SHORRYHRENE AR MERE. B, ASANBHNE, Year,
Month, Date Bt R 24 T HHIZFKZ BN EE, (T8 S0 EHERNF
FUHW), FEELERIEAXBEMARER. HAMERESETNHEIHEE
REE—FFEMERNE, BAXT Year. Month BHEEZE Date Bk, b
MEABERSFHEBZE RS, FRAMNBNRERTR (Year=2005-2006,
Month=1~12, Date=1~31), {BEEF LXFRERMUFHFEXRK, Hit, #
J&¥E Year. Month. Date HAKERE%.

2. JAtE Hour. Minute, Second: CRFFREMMIE. EMENIHRLHEL
SRR B BRAER TSR F R 0T 4. BRI, Hour.
Minute. Second B —FH 2K T i H QR Z A RIR A 2, @Fi238 S50 6 E 4
FKEFFIFM, 5—77HE Hour BN T U Bk 4 fet il AR B i B s

CHEImE AN T— MR ER RGNS LSRR, RITAREERNE—1F
PR TR L), B, 9B Hour 03X BBHE, TU/RHE: Minute 50 Second
HARERE.

3. JRYE Source: WRBHMRIE. HTRZEHE, Source BIEHIMEME
— (B Source=Security), ARG HEERNFHE. Eik, KEH Source B
AEKEHE.

4. Rt Type: X EMHHER. £ZLBEF, Type BHERMBUERFF (B
Type=RIIH %, Type=kM &), HEAEXN THHHEGREETAERRET
AE—EWNEZENE. BRERSEBRTRMEENIGRIERTH (BHE
THEABRRUERR, EFEIRTESTAAE EMF LN 98%Ll L,
FATARG 2%LH6), BRMER fBEXH, EETHTRRWAFHAY T
HABRIINE R, T RET A ERRMAERAEN THEER N
RARE. Fit, WHRHE Type BAXREYE.
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RE X — il MR RSN

5. BYE Sort: IWFHEMM S, ERLSHEF, Sort BYEKIEHKBIT Event
JRAERYE, Sort 1 Event £—3tEMXR, BIWE Event=528. 538....., F4
Sort=% AL, WMRE Event=612. 615......, H4 Sort=skBEikzh, %%, TR
Event BYLMIERET Sort RALAGME. B, ¥EH Sort HAXLEME (315
Event JR{E M EREM).

6+ Yt Event: CRFEMFA, MEHHBEREXBIEN, Gt L&k
RAETHAHE, EH RS AR ID ®Tow, 840 D N E—R ARG,
HEt, @ Event 94 %EEN.

7. Btk User: R HIITEMFORF . MECUHEESZER, B ak
VRSN BERTH. ATFFRAPRITHREZRRTHERN, 3 THERT
ﬁﬁﬁﬂﬂ%ﬁﬂﬁﬁﬂﬁ—ﬁF%Eﬁﬁ%f%ﬂﬁﬁJﬁﬁ%ﬁﬁﬁﬂﬂM
FHRAARHPXERSEAMN. Bk, HBHE User HASERH.

Bl ERT, BHUT SR Extis SR abr s s e
#r, BT Hour. Type. Event fEhXREHE, R User £ A2 EREM.

%éﬁﬁ%%%@ﬁﬁﬂ@%ﬁﬁbﬂ?%iﬁﬁﬁﬁ%ﬁﬁﬁﬁ%%&%
TR R 2 H AP BTN R 0 2 R AR

XERIEHRS EEENE RIS EEE

T
Input: $RERLHIHREED, XREN, 2EEM, BIGKBEIRES, &%
REIFHE S, BIGFFIXFE S, EHRFFILFBE S, RISHEE W, &R
BRIE W, XBARIEE C, FFIAI{ER C;
Output: FEFFIMNES A (EIEMEXBHN, HHE 1-55);
Begin

() R=¢, A=¢; RFBIEXRBEHEETASEREIEE, A FREEENN
SR TN

(2) BURDREKSCRFE SURE I T ARBRBEIFHE S, HHEERE D,
WHAAEE S MKEA—HHXRELENSEREEARN R P REEN
ME 1-TiE Ly

(3) BROULMEABIE 1-T04 Ly, 2 AU 38 & M BN 38 7% Apriori
HIEHITHE kT L OiEE, #HE LPELE—HL Ly P HF e Ry
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R REE —FE PR RENTR

REEZRIEE, XHETUBE BMNHNERZE, BEIELHFART;

LhEE, kK BERKN 4, BAXRERHRSXRERIL 4T, T RAR
BEHBLK AT 4 fE .

@ BAEUL (=1, 2, 3, 4) HBIFETRES L, WRRHE 15
?’J Ei:

Lhr E2EX—SRUE, BRXAEMEES L PHE—cE&ZTNELH
Hour. Type. Event 1 User WUMEHEAR, REL—H Hour=..., Type=...,
Event=..., User=...) &3,

(5) BXRSRIE W (BRE1EI T hRAAR R B W), BADFFIXRE S (B
BT ARGFFIERFE S, ERAFANEZEEERITRE k-F7 E 82
#, B|E A=UyEq

BT RFFFIRNEE, By LS 0% B FF 5 SN o S B B R TR &
Z R User BUEMR], ZFBRMATREE, BEIHMN AR nHour=.. .,
Type=..., Event=..., User=X) —>(Hour=..., Type=..., Event=..., User=X)—>......

(6) A=A U A’, W/EFIER S'=5"x0.9, B3 E 5, HI <S4R,
ER §=8;;

(7y WRHAE W=Wx2, BtEILES, HE W>WER, EE W=W;

(8) WARELFFE S=5x0.9, BERIHFR2, HE S<S,ENHMizHETE
ZW.

(9) Return A;

End

FRRRR R R R R R R AR R AR R AR R AR AR KRR AR & R R
HEEAREE IR EP MO R 2B AT RS, BAcH LR REZEFIMN
AEFFIAN MMM RS, THEBRMGRARENEN, BEH bRE
FEHR SR EFF VN, —A K IEFAT R FE--F, B~ ARET AR
R ) —Fp.
& EETHHRA:
" (Hour=7, Type=ftIZ1% 1%, Event=528, User= ADMINISTRATOR)— (Hour=18,
Type=fZh# #%, Event=551, User= ADMINISTRATOR) (1, 0.1, 11h]
ZHRNAERE R ZUL 11h AR EEEA R R 2 S T SR E D riRE,
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PR X — iR RS LA NN

FIF ADMINISTRATOR (RHEHER) B L 7 S#iTahE 528, BETE 6 A
PATHE SS1 MBHHAHRESENEBREY 10%, HAEA
ADMINISTRATOR 7EB 7 s#iATE0ME 528, 11 N/IMEEBEEIIT 551 K%Y
100%. IR ARHEOTFER, TUHDERE— S EARNHAE
FATHIOTEFFFIAN, #8072 ADMINISTRATOR 852 7 2F § AL
BNBRRL, TF 6 ATHMLBEREMITH. (T4 528 FIP XX B7H
I BHESS1: AP XX ERESD

o REAT RN
(Hour=22, Type=kM(##%, Event=680, User=X) (Hour=22, Type=kM&H#,
Event=680, User=X)->(Hour=22, Type=RM{# %, Event=680, User=X) [0.8,
0.002, 5m]

AR : 2L Sm ook A BZE B MR R4 ¥ EUREE D R,
FHRP X L 10 SEHEBITIME 680 RFR 2 IKUUS, S8 HITEHE 680
BRI BB ML RS S BB R 02%, TR 2 SHESE 3
VR B 80%. IR HLII MBI 4B SRR, LM — A A BN
FIRR R HAT A SR FIAN, BANERAS X 8L 10 SRESABT
RERMIATH . (B 680: FIFT X 2RBT)

44 BT FRNZHRAEZABRN

44.1 HRE:

B S R TR _E R BOR P WX 843 S LA AT

SRHILFE B BL:

FMBL HEMABERIGHEE (R HeRO20E BN 35
W, HIRRIE MU GE0R B R iE R F LB B, NG KMV R (B
IHI;

FIWR, SAEMATREEEEE (HPRERRELRFR, BRE
Tz B I VN GREOE B 5 X1 B4 FAR MR SERR SOl BE T R R AT 2, BP4A sk
PrEEE P B AR — 2T,
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FREE— 8P RS EL TR

BESEVEGLHAEERE, MERT. HERNE. THXREE, B2
BA¥EEE R SR EEHAMEEL N SRAMNSEEEH RIPPER. D3,
Nearest-neighbor. C4.5. Naive Bayes. {#£% M %%(Neural network)%% .

442 PREFAREHKINH

EARBANRZTPERYEED, LRERERESZMNEER S A EE
TR ‘BETRHHE.

KRG, FEEENEHARERES ARAE:

F—HrE, BASREEN EF SRR ERARE S I G 5dE FE ST 0 290
WMES, ERAEH E—F BN BREERE B H RGN EREEE TR
Wiz, R ERHT LN RET A BAERBL.

IZH RIPPER Hi%, I[EEITAMARBET AT EIANETURERR:

IF (Hour=7 , Type= W Ih ® # , Event=528 , User=
ADMINISTRATOR) -» (Hour=18 , Type= f% L) # #% ., Event=551, User=
ADMINISTRATOR) [1, 0.1, 11h] |

THEN  Normal
IF ...... THEN Normal

...... CIE#AT ) _

IF (Hour=22, Type=kM{#H#%, Event=680, User=X) (Hour=22, Type=%W
# ¥, Event=680, User=X)—»(Hour=22, Type=%J{(##i, Event=680, User=X)
[0.8, 0.002, 5m]

THEN  Abnormal
IF ...... THEN  Abnormal

...... (REAT AR

RER, XR—FEICA R AR TR .

BB, B LR PN 3T RIS i FiAl B 3% 8 T L AR AE B T AT
LEK, HEFRETEETOFHERERTHERRFT N, NMSHAR
BT RETER RN,
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AREX—RET RS LT

4.5 ETEANZHREBSASRA

4.5.1 BRED:

BRI b R MO P R IR B A AR B R T R R B4
E TS OE

RAENKAR, RENBAREER ARG EA4RFRG TR, TE
J 0 F R AAB B I B AR T B LSS L R B, & FE M i it
TR, FREFEFFMRURSRT RN,

HALXHRRRERES%: BREXEINEN, SREGHETNEY,
BE PR A E G, AR REL LN, T ERRT RN SRR
REBBEABZ, _ _

HRRAEEH RS, MmN TR ABR KR B .
Kk, RAMEET SR THILE:

(1) MAHE. SR NANERTANYIRE, E RS
MK A4, BARAERF—4F%, HHKN.

Q) BYorE. BRERHERE RN SESHTRERNAHE. BER
WAMRHTEHT R, XA AR ENRS BRI .

G) EFEENFE, STEENRERES E—RHTGLNS) —
BATEEBS W, BER/MESE, MR/ MEE T ENEE, R RIE %,
FREH— L.

@) ETRBIIAE, SRR SSMRLyEREE ORE, BE—1
MR M, BT R R (R 7 PO G5 HI (B BG4 1)) L 34T

) BFHEMTE, UHERNSMEEET — ML, FREIEN R
MRS,

452 RRHZHEREPIINA

EARRR AL PEAREEE, BY AR E R AL RABIERHMNY
P, FFENEIERE D — BRI, AT S AT E R R R .
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RRERE —FET RS EENBIR

Bidat ERBEEHNLE, FEAERARRUMAMRR: B—, EF
RSP, FEREET A THHEER, EXEERE—RS BEHERN 8%
PAE: 2, EHETARERARET AN CFERBEES /i EHEE R H.
ZRIEARATHETETHROTIYE, REERTETEENRAEE,
BIHE R AR IR 2 MBS, MTISKBIRHRAE B iR R B,

DM ETEENEREEZ W, GLERMRNME—TERET XN
e F G

PR LR HE L 2B h B, STERIN S ir 2 H i 8T il %
HIEAN BT T 4, HERH T XRENNSEREN, HBRTEXRE, X
BERATR T DARHE F0 R UH X BB Hour. Type. Event 12X BH User X
For. FHEMDRHITHRDM WS EH Hour. Type. Event. User [IMEH
FA¥{ERR. “

#t—F WL Hour. Type. Event. User MELETEM, 1A Hour BHEH
Event BHtC2EFHEMEL, How 2EFHFREN M, B Hour=0-23,
 Event £ ID, BUH Evenr=1~999 (E&: KR 999 T HIIH 999 F2
234 D, TIREVATRHERMBRRAED. AT ERNEBREHEHRN
wmEKE, RERY Hou ABLHHHBRR (00-23), E# Event A=A+
A RTR (001~999). M5+ Type BIERIMRERA R, ELWURRA—f+
HHEER (0~1, 0 RRKYEHEE, | RTBRYFR). T User BHRIITU
ERERHETHRIG: HEPM—BIREREHITEIER, RUARN User 6, ¥
LF T User NS Count, 5 R (log,,(Count)+ )AL+ HIBRZ R AR
i User {H.

iz A R A SRS HLIN, BATAT LA FRuE e 2 5 iR E T N B R R T R
M. N2 I= (Hour=7, Type=FiI®Hi#%, Event=528, User= ADMINISTRATOR)
7] ARG i=(07, 1,528, 001), T2 3% J=(Hour=22, Type=R M & 1%, Event=680,
User=IUSR_ZJ), ] LA%g#3 4 j=(22, 0, 680, 011) . (¥F: User= ADMINISTRATOR,
0 User= TUSR_ZJ 4 BIRTEMATHE FEA A BILRSE 1 AMERSE 10 4ME, B
PAikAb4RA5 24 001 1 011)

WIRELARLEBERERAE, BiiRZ MKEEE X MT:
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PR B O — 3 o R 2 2 B 9T

s D= Xy =X, +Xo - X[+t X, =X,

HF =Xy Xas ooor X =500 Xigs .oor Xi)ABMEF. X, HidFE
HI5 n MEtE. WRERKAMORMERMIERNSEM, LRRHENRMS
HERUAEN, RMBESEROERRERTER. ki, FRKi= 07, 1,
528, 001) 0 j= (22, 0, 680, 011), Lit# i 5 HMZFEMIEEN, BT Event
IR BWE R, HKERY User. How, BSAREY Type.

AT RREA R, AN TR E R G SN B e B B (W
i

BRE N RiER, BEIREMARY, record,[JRFH | £ERHNE j
TREMEE, HFieN, jeM.

B BATEENEHTIE.

. .
avg _record[j] = %Zrecordi[j] » (1L5EM)
i=]

RIS E T A B 5 17 28 1.

std _record[j] = \/i (record;[j]-avg _record[j])* , (1<j< M)

BIRHE i FLRNE j MRIEERT %-

[record; [j]— avg _record| il

new _record,[j] = » (1€i<N, 1<jsM)

std _record][j]

FERT R M new _record, [j] 9L 148 FI KL R84 5 B B R 527 (1)
B, TURBHERTE BN RN S RN LR,

Wit ERABRI TR TR MEBHHE AR, FTHLALRSIALE
Goh AR T B MR i

(1) T~ ERALE S,

@) MF—A CHRBOFREIHIR, WS A%, T MOy ER
MEHER: MRS TAZ, HERDTSHABNERd, R55H0 BT
%, FICKEE doe

(3) W doia M T w Cw BB HIE S R AR AR ), 1)
EHRFATFRE: B, WL ER e EE.

54



BEREE— AT ASELHuA

@) EXHB®2. 3, HIRFANBETHERIESE,

(5) MFBMERTHAD. Bt EREROBFONES, TR M
R AATIE N T
| RERXA—HETREMABRN. AREMTEINEESEARER
FE R, RIMEXEERERARSTRMFRNES, e E
Wt I AR R,

T B i B AT (0 SRV 2 O € o T 24 B A AR AT S 2
S, BRI ROSaReE HEses, BEEA BRTEESS, FUE
BRARGE SR EA MR RAST OB 1, ZRERRTHNE
R EW R BMAEEIRMHE, b T B RS RS B R A K f
8, FAERNT EHEENLBRFAREBARREY, HEERN, BERNE
AN LIRS N R RIS, SRR TR AR .

4.6 AFH/NE

AEELEMTRANET ENHARRIRGERT T #3E, B /5KGEHE
ERSHK R BT HEES MR &R, SEOEMeEER, SRakF,
LA FRRARARINBRRERRERAERE . RS L, A48T
KERHEE. FIIHEE, XREME. 2R, JFELEM RN T —HXFEE
BB RN ERIEEEE, BRELCHEARRETAZENZOEE, B
RN HE R P P AR M T BUR AT R, R BER T O XHEARER
EF, EMERNELSRERN.

55



R AKX —FEPRREENTHR

BAEE SRS

FERNER MBI DAWE", HRLRINE, BHLR4R
I A B B R BRI A BRI, BEX E—2H R A
FRREHAT T it ib.

5.1 O$HH™

NSRS RGN —BETL. LATHNERERRET D SRRIEA S &
fr. TV HIZHN. OSBERBRERMSEAANOS, RBFOARIE
R, REERGEAFPEHABRNERE, FNEFRERHINTE.

MROLBERDREHANT HinMSE ARG, Mk aee b oK. i
FREZBRATHEL, EERSEHRBAY.

51.1 B4 MM EE Ik

. BRE. HREHOSHMNBFRTHS. OABIRFEERRER
FREXNAHARBNRA DS, BESHS. LH, BW4. B18%. &£
HTHRAFHHESERZE, BEATUFIBHLERTRNOS, FEREm
T P AT LA SE R RS M Bk «

2. FRESG. WREUBETRY, ABELRET KREHEH, 45HE
FICRHITER, BRERFRE XM, 37— —kasiR,
HEIRI. BHENEERS, ST M8 AT RIANESKE, ABET
Bl—ar ¥R R5E. FEl, WRAMNAOSARKRL BT, G5, BARHR
M BkE R,

3. FEYEH. MRFRBEDBRFEERY, ABELRWMI SR, —
BONKECH 1 BI04 T, SR BRNHT 2R S, T AMIEEREE RS
WHAS, FEAGHRIFRE. MESTHZ-PRE-ANDS, B2 86%
By 0407 LAZE— i BRIt R
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BREK BT RS R2HHR

4, AEWMALE NS, FAENBEHEAREREY, ARELIRERE
ENMZLRRNEHAY, ANGEFRREOSIH, REHENERD
4, UEERASHEAFTHXE EN.

5.1.2 AL BHEAREKI A

A4 AR AR Z R N4 RBI SRS, KBRENR. B804
Bl BRI B R = B R R

DERZ—FEMNE LG, OLHEENHRSBREBEPHICEIE 5.1
BiR:

RS ZWERMMEEELE

HiA Bt /8] *kWE | KH | 4% He AF TEAL
2006223 | 11O gecurity ég %ﬁ’ 529 AN(ngSUS NC-P6QYAHFHVISP
2006/2/23 10;};{;'}9 Security fég iﬁ’ 529 AN%&‘SUS NC-P6QYAHFHV96P
2006223 | 1O0B | securiy ,i‘g i’z 520 | ANDRYMOUS | N peqyarFHVoeP
5.2 XRFiH5itie

5.2.1 ER Wt

e E—WRR D4R AR, BATZMENERHMIRL N HH#
ITER. FBOF:
1. SR RBUE BRI T 40E, R TSR AL, TR
WHEE, WFX 52 BT,
#5352 ZIRERKMATCE IR

Year | Month | Date | Hour | Minute { Second | Source | Type Sort | Evenmt User

w6 2 | 23| 2| n 3| Security :g i’;fg s29 | ANDRTMOUS
06| 2 | 231 2| n 9 | security gg i’g s29 | ANONIMOUS
6] 2 | 3| 2| n 13 | Security g;g ﬁ‘z’ 529 | ANDEYMOUS
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sl ey S Al b S L

2. BIRHER B E P BIEAECE D, REHBESAREANEERR
BB E BN E R IR SR AR A R P T SRR R SR TN
1248, B Hour. Type. Event fEAXBEM, B User ‘VF%J*%‘E@

3 LR BIRAT LA T T AT R
ﬁ{ouFZZ, Type=kM(H#%, Event=529, User=X) (Hour=22, Type=4W##%,
Event=529, User=X)— (Hour=22, Type=kMF &, Event=529, User=X) [0.87,
0.002, 15s]

3. BERRETARKFEALECE, FENSALELSVR, HkHFE
SEARHER TR AT CR AR AR, S RUCAR B3 AT SR R

XH, Wit ERRETARRMABE S ST RN E LS, 7854
FEA TR DAHHMESH.

522 ERWHE

BT ERAAORE, XEREFIRBBERR. BR, A LTRR
{17 BLAA S5 DL T LA

Bk, WREEEERBAEATANGE, ROTHER, BRANVEE,
W A EE BT ST .

W, RETHEEMNBAELHBRGRENELRS, ATIRHAR
BRI RSB I E A R SR 8 ST, T,
TE ST E R 0 A 2 S SR o R AT 0, B R

K, R BN I R RS R R R RS, ARSI T
FIXHE. AEERBBEOFEAN, FROERORRE TS ZE, RE
PR B DR AR R B

B, BIRORE A T T bR AR, BERTT LRGSR
EUUEEE SRS,

BIE, BIEERAREET LAMA BRI RE OB AT LHE. BEEH
B, mBAERATT H TN, BN TRER T RIER L T .
5.3 KFENG

AERAX DLW HHINE 5 2H, PR T RIS 0 IS
BRI, WA SRR R R AR ALET T 40,
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HREAX —FET RS ELNTR

BAE GRENREZE

6.1 EXBG

AL EEMT T LA

1. HENETRE—FERSE, SEES. . NEEESIRENS,
SR T THNEERFRGE T B,

2, 2N BT RE—FERGOIR, OERERE. k. RE4RES
%, FERREM EXN—FERRNME LM T 2mOM, R T
— AR T EA, ~

3. MENMETRSZL, BENSRLSMEN. BRMEARSKS, H1T
SR F RIHA A T R XFRANEREAR, ARARRNEARMBGE ST
| ARE, BENMATREREEREASRASROTRIK, HRHFRTHE
BT ERKIBREAR R, |

4, MR T M ERE—FERSI R ET TIWABRI RS,
M T —HERBAES, RARFIY, SRRRRTCMEM, THEE
REMERGREE S TERT BRANE M EREE THERE, GE5RTLE
B, BIEOE. E84RRANREHRAESRRR BRGNS,

5. SEEFNEHEEEENMAT XHEE, FHEE, XBREUES
ZRAS, LUCHERGBRE T —A ey SiaN iR ks EEE, e
T ARG NI B B0, 3B P T BTGP oP AR S 0 A SR
A

6. BMSTHhE, W T ARGHTRNSEAAR QI L3,
SRR AT T A9 518,

6.2 T RuEE

HTHEEEMNER, AXHHRTEFE—ENRRE.
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RREE—FETREEL MR

EWE, BTFRAERSRETEGRRE, MECTEE, §ia
NIHEEHENEERTE2 L,

ENL, BT ER TR EAA—HEIMEES, U OELH T —
AMET BN R R GRS 7 R — MBS R 5, BB EATE
EREWEALRE BB RANNEES B TR, R ERET
T B AT .

63 SRI{ERE

L. B E—FAEHERE XPREOETENMARREMERN BT
FREEE—FERCRRA R E I L, MR R M R AR
Akt

2. FXFRIHARRIMASRA X E K% —RURNEH, HTENE
FRETRIZAER, TR RS SR ZHEEAREAATET EHNMARBRF, 24
HIR RISt R B4 Windows EHEERTHEHEETEN, 2T

HERTHER TSR ARERTEEEATETRENABRMAL, &

e —

3. REPRUMEHEEERR AR TRARE 2% L Windows RIERL
REMF I ER. AT RS EREGRRLSG, S5 S EEEIEERS BT
KRBYARIE Oracle RGEAR ALy A1 1 A AL o THR AR 4 B T SR — 384,
RAATRNIZI

4 FXHRAMARRURERETRE T ENMARBIRL, a5k
SERMRNS ERIYE TR — & NARS R L, SRR H T RERATE
i, SR DEEEREH D ARET ENMARRARS, XEEBRNE
FEEEH.

5. BERKE-FERLERRKRMBEH YR, RELZSMEHEANNE,
EXFUMEREF-FEREEARAER, EFHRHHABRRURERTR
RIER THARBRN —FERE, FEAKEHERIMT.
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AEEX—FEFRERENA

B

ERITRZER, FARXRLEFRIZNN. RE. RFEFXABUETRN
B

B, Bl MERREZEE MRS, Blha —EHURX ¥4
R R UL R A AR M RIF I I AR AL B L& FIP) R ERRI AR
MIEZWEN R ERFEFREEINGE.

B BB R R OT A B TR RE B, (WS 2 0RF IR
ABRES—FEMENERYEE, FREE YR TERGE BT R LE.

GG E AE, B, BER. X TESSZIME=SFHNHR
2 BA TR, (59 IA R 72 B M B 3

- R RATILERAR, RAR. JrK AR, KA. ST PEAIME AR,
RE. REHE, BRONEED LSRG ERD, =58%, KKXEEH]
FI%¥3, $AhTH, Htids, AERE, KRN, RWLFHK, KT
HSX N RHEE.

B EEPEEEMRFERE. B55. BRE, T8 XHBFALTE
ARIFEBY SmiE, ST HRARGL KR B R EE T EXRALHT, ¥l b
ARCE RN, ERB BB ML ST B R R sE Sl

BiE, BEROGRER, RAOIILTE0— BB, SRmsHE,
FRR—HERS Bt BEERNEEH.

BURRBEHATEROIFROA, B!
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