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Design and Implementation of Mobile-Commerce Payment Gateway

Abstract

The thesis is devoted to design and implement an In-commerce payment
gateway to solve the problem of electronic payment in the process of m-commerce
transaction and provide a secure payment platform for m-commerce. It contains the
architecture, algorithms and protocols of the gateway as followed.

Firstly, in chapter 1 the thesis makes an introduction and classification of
m-commerce in mass. On the base of WAP application model, an m-commerce
solution scheme for current mobile network is brought forward in chapter 2.
Secondly, the thesis makes a complete introduction of electrnﬁic payment theory
and related cryptography technology in chapter 3. In chapter 4 a simple but secure
electronic payment protocol designed by myself is described mn details. In the end,
the description of key part of design and implementition of payment gateway is
presented in chapter 5 and chapter 6. In chapter 7, the prospect of WAP application

and m-commerce 1s discussed.

Key Word: m-commerce payment protocol gateway
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2, W EREARAYEN L&A TR, SFEETF R (BT FEHF.
mFHSEAT. EFERAEMN , ATEEXAM (HRFEXEIT. BTFILR
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Mo+ B A E R X

) LEETEE L BT F R SRS,
3.2 BTN FE

T 5 B LRV LIS 2Rl b, IR A S RIT £ T AP EF 6 A it
B 2 A M . SR R &M S, B8R ReKd
BRI R . e M 7E 5 4 7 T 7 B A vt T3 4 (- 7 o R B TR
LN R, FPOAE. SRR nRg . w2 . RETREESSE.
B2, BHESLHReHETHALERT AL BECSIXSRERE.

S RETHSEHNEL. BFETRR EZHTAREA TR EEFE
FEEM, BTFRE. BFESURBTFESEE. BEH%, K7 RABLR
BB BRI

3.2. 1 fg B =32 fHhs#E (SET)

SET £ —# AT HRMEFET. UEHEAEMNRER A RRN
i, T T —Eh TS RN, Bt SET X—ERENELRTES
WA DA T 7S 405 R INEE . IENLE, EEEBIHE, RIEEFKR
R L F S AT EE RS2 . T SET SR ALR ORI B AT 0 IAE,
RRTXBEENZS. SRURATEHFTEBE, HHREATRPHRE
SRS FEERATRSMA, FHRE RN H A NSRS R
55 10 E PR AT«

mp

3.2.1. 1 SET thiX B {F#HIE

SET ME T BT HE XN RS HWEMIAHBEZNTFE. B 19 SET
PHYEmFEE., TR, BRTRASIARENZE=THh: FEA BERAXH

WX, EHTEAN:

- FEARERE, RIEXEDETIEK;

- BEREIREIXITEER

FFEARITHRSS, ﬁ%%ﬁ%ﬁiﬁf@ﬁéﬁ%@ﬁ% B3 AHE B
HES V8 SN B F

B FEBIE AT XS4, TEXAHE B S STRMEK, EXBPIE%’FAE‘J}:HF
BREEX:

AR ERTEERSE, BAAOSTREIERITRESFANIMER
BERAMN, HIBGSFIEREZK;

j: Bk i



M £ B HOE e X

» BHREME BREFFF A, B

» T 2K SE B ST IR RIEEKAE R, ATPREM BTN, FRERE
iR, LHER.

3.2. 1.2 SET thil P HIZFE R ZHA

SET WA SCRA T X e RE i, R FEHRRE. KEAEN
ENHREANERESSE K, DRPETFRME EARNNARR, RIEX
55 BRIBE# M . S0 R o] O 1 ORI 3038 RO SH FAT 0 S DAIE AN aT 38
pitk, HEREM2ZFLZMIET AL (Non-repudiation) , HFAH KK
AAFE X 500 BFIEPIFESHESL A (Digital Signature)  MIXFHE.
WrEs. WNELLEFHAR. MEAHFIEBNREZETHUEEEHITRIE:
AR FELBEARREEZEEAAE N FARESAEARY SET ZHTE
FEBEN T ERNEEFEELNESR, THBEEAIXAEE, ReexH
FRNTE BRT, TIE&RHUA RN ANk EE8E, ROREHRER
EPfERERMEEYE. SET #dHERENER &R RATE, BRT—
HERERETHSRBNZENE, BSEBYSIHEENRER. a8
f. SGEAERAA B, RIS ERMET EANEEHE. BB
THER. ERNRANMEDSZRERTTRENE.

3.2.2 BFIE TN

742 (e-cash B¢ digital currency) ;%Uﬁ?ﬁ%ﬁﬁ&ﬂﬁﬂ.ﬁﬁfﬁ,
X%, RigHH. EAE. ERENES TRERSGHRITERWERHE
H, EAFIFxE. EXBFLRTLIRRSE, FERAFEH. Ber—28
FHREEMFLXABERM, TH ENFEFEHF-FEEERF NERT
SR RANTH RREFZHRORE . BTRAREHRRRA Mondex
£HERHFR. HR2FEHE—-IEENHE, AFRTEEAER. ERER
FH%, AEXAMHEFETHEAEELEECHE. BTHRE. HERRNRITS
7 A AR g .. BN AERRESRG-ETREITRLA, AE N
" BB IAF AT
3.2.3 BT HE

i F %= (e—check 8% e—cheque) T HA—MREBITHML. & &
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HE—EZENEPREL AR SR RIE SR B thBGE e fEm. A
Mgkl AR CEBRAITE. EFXEINNERRNIERBES
FHZE L TER AL BEBRMNE ERITER. B THES% K (Electronic Fund
Transfer , T&#F EFT) B L#R4TARE (Internet Banking) 3. RE¥ES
FHRITHR KN AR AN F TR &K —RET A ML LA R R
HIRES (it SWIFT RED) ; ARG EMBRTREBKNELRZP.
3. 2.4 AT

W3 At” (micropayments) FJIFIERAEBLBLERPENE, E&5THEM
E AT (non-tangible) WM. —HE, MEAERARNERES
YRHEBELFARNREERERFMN L, 50, BAHE. LESEHEHR
HEFRAEERE THEB. MEFS M ENEREERERNE, HETFERS
T BESCH T RERR B X B $F SET 1 SSL AT ARAESRF AT A3, HPZ
— B i R (Micro Payment Transport Protocol, faiff MPTP) , 1%
PR IETF IR TEER. "R H— N ERATRH € XBEEX R
i, BUWEREFPHRE HEM", AFIHDTHERHTEHMEE.
IBM I8 89 " Micro Payments” .Compaq 5 Digital FRBI"Millicent” .CyberCoin
H & "CyberCash”%. BEHETTEME JEPI (Joint Electronic Payment
Initiative) :2 g3 World Wide Web {r&#i CommerceNet SRS HI— 1B, By
2 G R TR, X F % (F/H) , JEPL & WEB JUki«840
wallet EEAARRMNMEND, EL£E—F REHT7 , JEPI ANSHERE
Z 8], T EEEAHE RS LHMERAN ST PMX.
3.3 BENREXMAHR

ERDREEDRBRDHBERT, X iﬁﬁ@ﬁ%ﬁmﬁiﬁfﬂﬁgﬂﬁ%
RETHCOH—EBERDRFHERTE.
3.3.1 Ericsson Mobile e-Pay BIIHWEME AR

Mobile e-Pay XFABIBERTREBMELFERRNAHARGHEE.
Mobile e-Pay BUEEARINEEEBEHERLEIR—FR THE MBI TRK
ENBILRMIIEE, DAEE. EEAE (OAWM) IhRe. Mobile e-Pay HY

E25 W



Mo MR OAE R X

Al A T R BLAE R BE S A 77 BRI Sh R S AW BT BE

FIMAZ AT Mobile e-Pay BRI RBEIEEFEWE. Internet, FHAX
fTRZEEARAFIMEEE—R, ABBTHRFRLET I EENBRTR.
THEADREFERSEERERERTEH SERAGHEKR, BAEE.
BEEAES (OAM) THEE. '

Mobile e-Pay HIEIH M. XML L=KERIIEE, VR THRESTR &M
BRI E, BREBITB R FRESNEM. XITREEERTHXT RS R
AR RERRS N R KETHERAE 5 HIRAAE. g, BFEL2M
EFZARSE, AUMGEBSETHELSNRE. XERERRMBT —1 5%
BRBNETFRSFE.

Mobile e-Pay T/ ATHEERIE: “Hr” k. “#” iFk. BahMe,
e . |

Mobile e-Pay MZAERAVFREHRMTBHING R, AR /RET
BT s A% Y ) M R T A, Hitk, B3hA Al LHER IR s g 1EA
TR RS R B R % . Mobile e-Pay THLLUF LRI A&, FRiESCAT
B, Jalda 4t . fSHFEXAT « Mobile e-Pay FifTHE /. #BITHS, . EIZF
AT o

Mobile e-Pay 4T /LM &2 R: PIN %42, 3DES SAT 4. W3l
¥ WPKI &Z45%.

3.3.2 EHET wallet 5 VIM B AR

ERTEMNHREEsERREE LTS, B WAP Rl ERE TR
Ar BIRE T %A, R ARAILEERRFHZEREIATIRE. B
WEATHRAS A TERS: BETIFREES. BEREE Kallet) NHERF
s W HEELEHNEANHEEFFEEAOTARKERFHERM, BUET
WIM G5 WAPL. 2 TS ERM M X B RXRBENE—EINTR-

BRI EET I HRACEN—RIIEERSE, FTLMRA BB IR
HAEFITFE, BRATFRZIIRE WM KFY, HRIESNTRFERET
WIM #FE L ThReR L E LR,

2



W B R B X
FIE & B SAT IR

4. 1 AT T &

AN AT S A EE R T —ASE I AT 5 A5 6 ATE
%%, ALCELEASITU T SFREEA S R/ ML AR ARR S E,
B i Y — P LT A LS MR S A A 7 AN BB T S A I B AT IR
4.1. 1 BETHEHBEHBHZEATI

EEAERE. B, BRRARESHA, CHSERITIERERE.

B 81K 2 $UR SR G % B R A SR B N T AR SEBU/ B AT RL A « ARV
EZHWHEE, ETEHBBEAFRNDMCAEREFUT=ME:

4.1.1.1 Fa®wE

JERF RN RES BB M P REZESHNZEHLHERS, BmE
ZEAFGANAFBEEHA, TLHANEREEHEMBREMN. TTHRA
2R LB B, BT LB, MAFANBHLRRELEEERER, A/ A
FEMRERESERREEEANTHER. ERLFERNEZEH REETHPNTF
PSS O ATE, BEEREN T2V, TEHUER S THRES,
BRELMEEFNEXENLENA, ATFEEHENENTEEARRS, B
KB EEENEREARN RS R RAEEK. B 4-1 pETEERFEN/NG
775

» | Ef= /N p RF
F 4fE HL AT B =4t
#l CBASO) (FH =) [
< 253) <
l A
BEKRE g

] 4-1 HEEFEATR

¥2TH



Mm Lt 8 " E i X

4.1.1.2 STK &

MA LU T BB Em L 2ViE, BT 3DES %1 MAC 1
RAFFEA R, MARFENRASHERLEE A STK &4

SR E RHIEF R B S .

R, RA
PR S T FETLEe
WHATHER T REHA B LR GRAMF

B, FFHEBTFYUET, FPUEHFESENA. A-ERZIRSEHEESEA
SIM F3#erk STK RATT LU ATHBRBEAE S, B THWE L KXER STK £
WMARS OTA BHR AR, AP ARRIBHEEMTIRS, XEEIRAME, 18

AR 55 AR MRS A AR R R BN BB E R E

S AR HAPFREFERE

M, AaedhFREKRER, FINIREAEHHFBHERERREE, TREX
B &% G2 H EFHMEY S EE AT AR FES RE R . FItE

1T STK FRZEF MBI/ NIRRT RIGRRFRBE AR B4-2 4
BT STK FW)/pECAT AR
» | Fi5 ZAY i p 0. f# AR %
F | 4515 IDES+MAC ARG A D] IDES+MAC| 2 ft
#l < CEHL = y ( ® <

l

EREL |g

|

& 4-2 STK BEA T

4.1.1.3 WPKI k£

FEFREHUHMERITRMEL, WMTENEENZ 2V, REXAT

3DES pn#E A RSA B2 HH:, HWET STK F5<S K@ 288 0TA =9
Be, R— 1 TENBILEBRITR, B2 BRrHE—7I L

FEEFL

R o Biin & 238 & 1Y

FE. AT 0TA EH TERERFEHFILA A EmEMRRMNESEE HTAR

&, A AL E RN Z RZ LA S AT RFREREEA

B, BENMRGERABHER, ]

. H

W EIE LS

g

- AR A X ]

AR E CA GIE]

3 R TR )

FI2| . P SIM EAaI{EATRS, B HEa7 SIM R ThREfMALE g
F28 W
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HH—ERMK.

4-3 % WPKI £/ MR AT A

¥ 1z 3DE5+R5A_"

.‘_

CA
mE || B _p| w2 5
e 3 i 3DES+RS 5.5 B
(FHL & ( IR fié]
5 ) | B Hm
HIKRL | g T

FER, BREIRALTH T LMBH FHh 5t B 3T F42 3
AR EGHEZSNEEZL KBTI ETEENRSE. REBRTFRGETH

& 4-3 WPKI A T A
4.1. 2 ZT LB AT I

HHEKIENFLRACLIEE LR, CRETEAEM A, RERENTE
E1E, BEMEHEBRE. ENB3IEERRFTNRERLSSEE TR
LR . Bl RSB AERMEN RS, REJLVEN A/ BRI

FAWTER P R BVAR S

BT E, BRSOBRERER, BIHRK, ERREATER. & T

B 29 7

LN R NE 4-4 B,

» | BEE R AR5
F i ZH AT Wy | Rt

i CBA3T) R = P

< <
l A
BRRE g
4-4 MY e AT T



e

4.1.3 EF WAP A FTR
MEBDEERMENREURBIAR BEAKNARETSE, WAP 3AE

B RS LEE W LR HR G - 50

A SRR 2 ALH . SR RIEW

W ERABB L RE] WAP MK BLE WILS REfFmylalfR AR, RRR

FL AT LAEE & WIM K

R AR B RIER R M 2 e FHLA Al

RET I E R RGNS I AR S .. BERREEHBEARS, WAPRMXS
REBEBZRNEOFEEXA SSL &R, AN B AN SEEHERS

BT FE ST H ey WAP FHL{EH;

+-i8w. BT VAP RIEA S B 4-5 .

T T WAP

e IX7

EREAR T FTE, MR FMGLEEEA

ENTARAT REFRRARFEENZEME, FRXT
5 A A B S B F AT RATEBITH R,

PKI (2) CA R IGE
iEfiER AR > ™ FaE
(3) AHHIES r 3
q
D)EERE ENEE
15 AV LR v
WAP “ WAP XARX
ot s . RE 5 2%
|
_{B)SignText __ (CY&2Z HHEF (F)L:E LEUF

4. 2 B3

4.2.1 B®

4-5 WAP AT &

BB TFHESAAE —MUBSHAEMEAERREN R RS, Kok
SCER LT 8 R ST RUR S R RIS, HBLRBTFIMNRE. B3Il
TR B R F TR LI, ARBRHMNESHEETH 2R (BRETER

=, BIEFREES) , BUT —HBOAEERNETXAN.

HE3I0HW




Mo WK R X

A BTl E AR, AERRIEERR FRA) ©  BX D M
RIT (6) ZEITHRZENBRT T
4. 2.2 W%

BHBEEAESTBAT AR ‘s . “EBY . “BW” . “XPEKE
R, AT M CZTHSAT” FrEt. MEP&ET “WIR” . “ERE”
F1 «EM” EMUHUAIGBANERE, A EERHBFERAA BBORTEH “ TR
RKAERK” . AR YRR E.

CREAF (BEEA) , MEBREFR, ¢ RARMX (FXRITRERNSH
HIMARSRESZAEEF) ; ID o, ID c RAER. BENSOFIRFT, 0d
FRATH, Pd EFRFIZATMK ¥, Purchamt R HEE; H(x) ¥~ Hash iR, Td

73

CAAAHE C. M. (ID.m, ID_c). Purchamt. H(Od}. H(Pd);

RD RARMATIAZ & AIEF

FEkETEE R, (RD, H(TA))Kg" S TESFE, MXAHR

M FK B FIERA AT 5 DL TEM: T Kn. Kn AR ZHEBAF

-FNRLE . K,

K" AEP A TRBEEH, Ko Kg' AKX TR HAFFMIBEEH.
AT AW F -
 ¥IEE4L
C—M : (C M)
- XHERA R
C—>M : (0d)Kc' ,0d
M—>G : (ID)Km', (TD)Kg, (Pd)Km"', (Pd)Kg
- Z{TE
G—>C : Pd
C—>6 : {(Pdkc'
- BRI |
G—>M : (RD, H(ID))Kg"
G—>C : (RD, H{TD))Xg"
B 46 BFIHHY

Bt “WaiL” MBE, BRMAFCE4HNRE TS aRR 1D, X
Bk BT AT S T8 BT, fE “SUNERER” BB, P
MEE (0d) RELHR., AXREMAPBINEREFE (0d) £HEMER

(Pd) FIRHIEE (D) HWHREELFRK. £ RN i, XN

EIINH



£ B A& B X

X SAHE R EAE R FER P ZE, P33 AHE BB LR EEBGUTMRT
CAREATEEIRAT R . 78 “BFE3A” R, TR BE4 4 3GRT A MExRD
A, I ER AR N A RANELIAHEREUE, MR URITRERN S
AT IR AT g, TEATAT ARIISE RS, AT R BER G RURRERTAR
R AREE, MERF (FRA) MRRNARFERIAM <N S8 AT

4. 3 AT LAt
4.3.1 Kailar JB8BHE4

4.3.1.1 Kailar EEER

Kailar B# K Rajashekar Kailar IBHK—HENEEITEETE, %
HAMSELEME, I ER BN “SitE” (RE—EHHIE) LIRS
ZHAFU R . 5 BAN BEARNRE, EARMAHLFH “RFIE” XFK,
ORI “AIiERR” (CanProve) MIX R, EM4 A @IEHFISHIE . BFRESH]
BirelLiFd A (CERAP, MEBZO .

* C CanProve (MW Z|T {13K)
* M CanProve (CJBAT T 55
» C CanProve (FRGSEUEEREARIER)
« M CanProve (RRGEAEER RER)

4.3.1.2 Kailar ZEHWCS. &XEE

B A BRE (BPHEEFRMN EH, KEEH, n 2HE
(1)A CanProv x : AW] (3&) UERH x

(2)A CanProv x to B : AW LAMm BiEBA x

(3)A IsTrustedOn x: TR ALY x Bof{EN

(4)4 IsTrustedOn x by B:BiAN A x BOI{GH
(5)K Authencates A: F/<®] BLEEAH K RN A
(B)x inm : xEAEFEHEHE P
(7)A say x: A#idx

2|



o+ Bf WOE W X

(8)A Receives m signed With K™: AWBITH K'ZEL41HER n
Dx =>y: xHEy

(1) xAy:x 3 Hy

(11) (P; @) | R: RaF PHQ RN, MR MK

4.3.1.3 Kailar EEE LRI

K1:{A CanProve x:A CanProve y) | =A CanProve (x Ay}

K2: (A CanProve x; x=>y) | =A CanProve ¥y

K3: ({S{S ~—4HFIR) ;C CanProve y )=>{A CanProve x)} | =
((S:C CanProve y to B )=>{(A CanProve x to B))

K4:({(S;C IsTrustedOn v )=>{A CanProve x)) | =
((S;C IsTrustedOn by B )=>(A CanProve x to B))

K5: (A Receives ( m Signed With K-1 }; x in m; A CanProve (K Authenticates
B)) => (A CanProve x to B))

K6: (A CanProve (B Says x); A CanProve (B Is TrustedOn x) | =(A CanProvex)

4.3.2 izt ath

4.3.2.1 HiX B

11

T AR B SOR B F SEAH
A I, BETR] AR
(DC CanProve(RD, H(TD)), Bf M3 T HTEK;
@M CanProve(RD, H(TD)), BP A BAT T412K:

L Hir AR SEBEFIAT, A AR UK

4.3.2.2 OB (FAEL)

(1) a. M Receive 0d Signed With Kc™
b. G Receive TD Signed With Km'
c. G Receive Pd Signed With Ko™
2 G Receive Pd Signed With Kc¢™

£330
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@ M Receive (RD,H(TD)) Signed With Kg'
C Receive (RD, H(TD)) Signed With Kg'

4.3.2.3 ¥H¥EER

Pi: C,M CanProve ( Kg Authenticates G)
P2: C,G CanProve ( Km Authenticates M)
P3: M, G CanProve { Kec Authenticates ()
P4: G IsTrustedOn Pd by C

4. 3. 2.4 i

1. AQa M P3 & K5 AJ18: M CanProve(C says 0d)

2. HOc M P2 K5 A]78: G CanProve(M says Pd), H@FI P3 R K5 °[#8: G
CanProve (C says Pd), IX# ¢ A LISE K IFAFH AR,

3. @M PL B K5 A][18: M{lanProve(Gsays (RD, HCTD) ) ) F CCanProve (G
says (RD, H (TD) ) ), BHE IR EARHI M CanProve(C says 0d),
HAEREM A LA P RARSRERAET .

XM B AR “UEB” T s F A AT LA SRR E B 8 3T /Y

Hix, MRt Es RS mRREEN.

4. 4 BT ST IR

W HRE L X P ERE A ER, AT P S SXAESIE TR

E&1TH, UEABHSCREEEFERBNHAEER AN DCRESTEBH R

4. 4.1 ik

4.4.1.1 FHXFRAEA

LEE (BEA. TMF) . EBHHETES, LHEHFELHX
RS ERNEMRELE . TAERESAT
i) CA BATHIR ZAE .

0. AR AEEYSRERRSTTENAL.

I



Mot " A X

3. &l (R1T) - ATLUCAMIR SR E &K P R F AT E R E R Sk
RS HIHES.
4. MK SIAPKU AU RERN S O UIERSN R S EF, KX
AERMI AT IO RE.

4.4 1.2 P

A FEATHIEOPAT IR U A ERATER. AT EERIEM

XATRKRBEFL=APri:

1, AT R AR

OFPLH - X B WAP MutE &

@FVEFHERIELROD, HHEREEH

@ FK L FF LA/ XK E 8L (01)

@ F KM ATIEFR (PL) I F R EHE A RTLIATMXR

OX MM EREEZIHRER
@®FAfTHKIEFFIH AP EFEK (PD . #F15EERFRIZATRE
2. JTfHEBRIE '
OEFRERFIHEPLZAKE

OFVLH -~ NI RARE AT Ex (PD

BFZ A KB T TiIEF P HKIZATREER

OF VAL BRETKAEL, EFRELFER (BB signecontent)
OFHHEPRERZE RS ITRX
OXATHARIEFIEFE2E ST
OFZAAMARFFIHIERER

OF AT AT RBRPHITREFR

3. ATEREFR

OFHLHEAERAR A K

ORFRIAMXBEHLMTCFRE

QR FHEREZAM R mME R RARZL A G

DR K M REREBRFARS

BIH



o4 B R OE B X

ORI ER ANTHE £ L)

@XM BHIAMIERRE
DM R Rk 5 R AR AT & F]
@3LAT W R IB XN K PR AT AN

@AY P R B S AHE KPR SATIRA
WO FBEIFHLA - AR RER Y

4. 4. 2 PrNEIE LY
AL ASN. 1 LT3 A DS o R SR 26 MR 4 T BT B A

4.4.2.1 MHE B (0])

SCATE R R SR WAP M B ok i i o, KN R G0 4 RAR R B9
EH . MYE PN HXERSATERPKE, E3XE AT ARHEN
PR SRR MY 2 S AT F R GRS B T '

OrderInformation ::= SEQUENCE

{
orderNumber INTEGER, -—ERBSG
merchantIdentifier OCTET STRING, —-—RjzX ID

consumerldentifier OCTET STRING, -——H - ID (MSISDN)

commodi tyName OCTET STRING, -—TFdmElERF 2
Price REAL, -—T ShEE RS R

timeStamp OCTET STRING ——-H[al&kA UTCTime %3
| |

4. 4. 2. 2 ¥ £}iE sk (PaymentRequest)

BHEEARSREZFERTNITBGER, ERSUHTERREEMAMXK,
BRI AT R T e A AR . 3HER PR FEMAHTAMER
HFAELBEER, FAXMMERETITHESHSITHERE — .

PaymentRequest ::= SEQUENCE

{

W6 W
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4. 4. 2.3 ¥ 4715 B (Payment Information)

orderNumber INTEGER, ——— %8 i 5. S5
merchantldentifier OCTET STRING, — & ZFK ID

consumerldentifier OCTET STRING, ——H/ ID

totalPrice REAL,

XA

timeStamp OCTET STRING ——-HJJa]8% A UTCTime %3

AT P SARYE 7 X R PR R SR A WIS E R A R IS5 B BJE AT

P 22 R

7 LT S AH TR B I SO AR T I 30 A B FR X R R ST 5T R

AT R AHE BB T WA SBFEREAFNAREFRITRER —X

AV

Payment Information ::= SEQUENCE

{

}

orderNumber INTEGER, — BB S
merchantIdentifier OCTET STRING, — %% ID
consumerldentifier QCTET STRING, —HA P 1D

totalPrice REAL, - f} &R

timeStamp OCTET STRING -——Ft[EERA UTCTime #4535

signedContent OCTET STRING, ——XfF&H¥H, HIAH
WAP SignedContent

status StatusCode  —-BHIAT Ha0RE

StatusCode ::= ENUMERATED

{

notSet (0),
new (1),
authorizationPending (2},

authorized (3),

BITW

INTEGER, —XKE
INTEGER, —— ¥R
INTEGER, ——k%iE
INTEGER, ——#Z#Y



o B R E R X

committed (4) INTEGER, ——Z& 4

1.4.2. 4 B2 NA (SignedContent)

TATEEBENZITERLIRG, FHEAHNELAFHNI[ERER, BN
XA RBATATAL S, BANERAFARmIES N WAP thill.
signedContent ::= SEQUENCE
{

version INTEGER, —REER
signature Signature, — X
signerInfos SignerInfeo, — B ZEGR
contentInfo ContentInfo, —AHEFER

authenticated Attribute, —iAEE R

4.4.2.5 FAHE BRAE /MM X

B RN REuEIE B AT R X e X AHE BRBYSAPRE, RIGHRE ST
P X1 [A] ) B e B E AT AR E BA TR, ANTT#E— P RERE R E
RO e RS .
PaymentStatusRequest ::= SEQUENCE
{

orderNumber INTEGER, -—— IR S
merchantIdentifier OCTET STRING, — R 1D

}

PavmentStatusResponse ::= SEQUENCE
{
| orderNumber INTEGER, —SEM R B
merchantIdentifier OCTET STRING, ——-FiZK ID
statusCode StatusCode ——F AT

538 B
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}
StatusCode ::= ENUMERATED

{

notSet (07, INTEGER, ——RE
new (1), INTEGER, —BTGE
authorizationPending (2), INTEGER, ~—= R IUE
authorized (3), INTEGER, -5
committed (4) INTEGER, -—Z4t

4. 4. 2.6 FHATE K/ WY

B F N A RREBH AR R ZAHTA, AR ENARGIERE

LS RIPATE R
PaymentCommitRequest ::= SEQUENCE

{

orderNumber INTEGER, ———cE W B B
merchantIdentifier OCTET STRING, — %z ID
}
PaymentCommitResponse ::= ENUMERATED
{

notSet (0), INTEGER, -—kE
new (1), INTEGER, ———Ho X
authorizationPending {(2), INTEGER,. ———ZRI&E
authorized (3), INTEGER, ———FZ Y
committed (4) INTEGER, —&HE

|
4.4.3 REITHBE

AN WARE BT M PAT IR, AR BT ST O AT TR
HIRE TR
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SHEP (XEE) AUAXAMXRERALETESOBREN, RENY
RESBAER] LDAP U MAMBE BRERREE S CGUIHE) MEFEYE, ARG
AP (IE) (AARKIEAER L RNBFEL.

ZARXUERIERER S H2TENXNTR, ABAINENTHN
FAUS, % (TR RAE IR SR A S R AT AR FRE AR M
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FEARERINPAXRELAT R, BEIAMNAERSN. BIIEFE
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5.2. 1 FER4H7

5.2.1.1 %%

R BRI N EF VAP IR AT HIE O, it 5 RN A RRER
B, BANER, ERNRE. B, BaERnTRNZaRBM L.
KT LM, XM T R

- BEEWA VM IFANSLEHEERERAS SRS, Flin, 1024
ff RSA FEBERE 160bit B ECC &4,
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« EPEATE LI FH CRL.
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5.2.1.2 ik
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W5 Windows 2000

AR Oracle 8i for Sun Solaris
¥ARHME T H: TODA v7

T T E: Jbuilder 4

HAZIE S - JAVA

2yt H) T BR: Nokia Mobile Internet Tool v3.0
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PTD personal trusted device A{EHRI TN AFFEE
ASN.1  Abstract Syntax Notation 1 MZIEERSHR 1
B2B Business to Business EERSEE

B2C Business to Consumer ESE9a

BER Basic Encoding Rules 2 R A

DER Distinguished Encoding Rules (X 53 SR FS AR )

ECDSA Elliptic Curve Digital Signature Algorithm il SR v i
FIPS Federal Information Processing Standards B s S AL B
icc Integrated Circuit Card AT

J2EE Java 2 Enterprise Edition Java 2 kR
JoSE  Java 2 Standard Edition JAVA 2 ARMERR
LDAP Lightweight Directory Access Protocol BRFEHFG PN
NIST National Institute of Standards and Technology BZEFHESHARZTR S
PIN Personal Identification Number AR BES

PKCS Public Key Cryptography Standard NSRS Rty A
RDBMS  Relation Database Management System KERBBEEETH RS
RSA The RSA Pubic Key Cryptosystem RSA S EHE D 4%
SSL Secure Sackets Layer CEEEE

URL Universal Resource Locator A—RIREN

WAP Wireless Application Protaocol WAP Y FH thiX

WML ¥AP Mark-up language ¥AP #RidiES

WSP WAP Session Protocol WAP [B]iF R

WTLS WAP Transport Layer Security WAP fE I Z &4

PLHMN Public Land Mobile Network 3G B aEE M

225 3CHR
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[31Wireless Application Protocol Wireless Transport Layer Security Specification,
¥AP Forum

[4]Wireless Application Protocol Wireless Telephony Application Interface
Specification, WAP Forum
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[6]Wireless Application Protocol Public Key Infrastructure Definition, WAP Forum
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