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ABSTRACT

ABSTRACT

During past six decades, video surveillance systems, using closed circuit television
(CCTV), has undergone various technological advances. Indeed, the video surveillance
provides a solid physical and logical fundamental security in many fields of daily life.
Nowadays, video surveillance is increasingly based on new technologies of information
and communication. It is possible to implement a video surveillance system based on
3G networks, because the technology of 3G has been developed.

The system mainly includes three functions, which are monitoring, video
acquisition and transmission, and intrusion detection. The last one is the most important.
In this thesis, a 3G mobile phone based video surveillance system was designed and
implemented. The main contributions are as follows.

1) An Overview of surveillance systems is given

Based on analysis of existing surveillance systems, evolution of the systems is
given, and main elements of an intelligent system are listed out. An intelligent system
needs supports from technologies of communication, computer, image processing, and
even robot vision.

2) A video surveillance system based on 3G mobile phone is designed

The designed system has the features of mobility, intelligence and real time. It
contains six parts, which are management module, module of input and output, coding
and compression module, communication module, database, and intrusion detection
module.

3) An intrusion detection algorithm is proposed

After analyzing algorithms based on differences between current image and
background, an intrusion detection algorithm based on adaptive Gaussian mixture
model is proposed, and the background can be adaptively changed. According to the
experiment results, the algorithm works well.

4) A video surveillance system based on 3G mobile phone is implemented

Based on the design of a system and algorithm, a 3G mobile phone based video

surveillance system is implemented under the  developing environment of
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Microsoft .net 2003, and SQL server is used to manage relevant database. The tests
have shown that each module of the system can converge to the expected requirements

and has the performance of mobility, intelligence and real time.

Key words: Video surveillance; 3G mobile phone; Intrusion detection; Real time
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Research on Video Surveillance System with 3G Mobile Phone

Chapter 1 Introduction

1. 1Problem Description

The video surveillance began in England in 1970s; they were designed to give a
declaration when some suspicious people existed in the places under observation. At
first, the video surveillance systems were simply made up of cameras and monitors, and
of course, monitored by human called guardian. The installation of cameras had a goal
to detect dangerous situations, for example, terrorists’ sudden attacks, and once the
situation was detected, the guardians would call police and security. Usually there
would be many cameras and that meant there would be many monitors at the same time.
It was a tough job for the watchers, which made the early systems low efficiency and
high cost ones @

Later on, the technology of Computer Science and Image Processing made the
systems more and more intelligential. There might be more cameras and monitors,
however fewer guardians were needed. A computer with special software would be
enough to play the part of human’s role. They have made a great success supported by
the public, because the systems were meant to maintain the safety of public’s
possessions®I¥,

Now, people gradually care about the safety of both public and private®).
Individual possessions are also important. Therefore, a system applied to factories and
families is needed. First, the designers of the system should figure out that, well, there
are many big differences between safety in our houses and offices. For example, in the
factory, the bosses can build a team to ensure the systems’ running well. But many of us
are busy working everyday and have no extra money to build up our own safety office.
A video surveillance system that can report the situation in a style of real time, mobile

and automation will complete the mission.

1. 2Taken Approach

A decade before, scientists have already made the system smarter. All we should
do is to make the system with a higher IQ and give a wing of mobility to the system.

-1-



Chapter 1 Introduction
|

In order to update its brain, we should take approaches from the point of humans
sitting before monitors. When they are on guard to detect human intrusion, what are
they thinking about?

1) Are there any differences between normal background and images in the
monitors?

2) If there are any differences, are they brought by objects moving?

3) If the objects are moving, are they humans?

4)If they are humans, a declaration should be given out, the time of intrusion
written down, and images stored.

We can design algorithms to detect intrusion, and implement an application to act
as the observers based on above theories. One autonomous application™” should be
like the followings. When it is installed, at first, a user should configure operating
paramctcrs. When the system is working well, it responds automatically different
messages according to different situations. Autonomous system should have
autonomous algorithms for intrusion detection and declaration. Meanwhile the system
should be basically stable.

But how can we make the system mobile? Thanks to today’s technology of
mobility. 3G is a new technology that combines the wireless communication technology
with the Internet or other multimedia technology®!. 3G technology service offers more
convenience to current applications, including the needs for higher speed of data
transmission. 3G promotes the transmission bandwidth which makes wireless
communication more easily ©) 19 Dye to the development of networks, new video
applications, superior to the traditional video, are widely used in our life. And those
technologies can be used in video surveillance to make it as a more convenient system.
Compared to the design of a classical system, the specific system that we proposed is
concentrated on its mobility and automation!" 1117,

The mobility of the system is to ensure the fact that customers can visit the system
from anywhere at any time 31041151 g4 one of our tasks is to exploit the 3G network,

for transferring data between users, and design the architecture of system.
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Above all, a 3G mobile video surveillance system at least maintains three parts!'®!:
one part is to capture images as its inputs, another to detect the intrusions as its judging
part, and last one to send interesting information to users via 3G and Internet as system

outputs, and the system should be stable, accurate and real time.

1. 3Relevance

Even though we live a happy life, there are still many criminals around the world
07 Laws protect us in everyway, but it’s impossible to sentence or even catch the bad
guys without effective evidences. Cameras are very useful tools to urge strategies. Our
society needs video monitoring, and the needs breed the industry of cameras. Now,
cameras can be produced maturely, perfectly and with high resolution!'®!,

As mentioned in 1.1, Computer Science develops so fast that anyone can
implement applications with a laptop as long as they keep working on them. Besides,
the technology of Computer Vision even can rebuild 3D object from 2D photos!'®), and
that make the intrusion detection more easily to be implemented.

Today’s 3G and high speed of CPUs’ calculation guarantee the system running in
real time. All in all, no matter in theory, technical supports of data transferring or
hardware items, today, the mobile video surveillance system based on 3G can be

achieved.

1. 4Methodology

The main goal of this paper is to design a mobile video surveillance system based
on 3G by gathering useful information and analyzing the functions of the system, and
then implement the system.

The purpose of this paper is based on three questions:

1) How to acquire videos and transmit the video flow to computer?

2) How to make the computer detect intrusion like a human?

3) How to transmit alarm signals to the customers by 3G network and Internet?

To answer these questions, our work has been organized as follows.
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1) Firstly, in order to absorb some experiences from the existed video surveillance
systems, we should overview the principles and architectures of them, especially how
they detect the moving objects.

2) Then, according to the knowledge we’ve got, we propose a design of the
mobile video surveillance system based on 3G. The design includes a detail description
of functions, architecture of the system, and how the data flows among modules.

3) Thirdly, based on the design of this system, we give the implementation and
some results from experiments. ’

4) Finally, we lay out our works shortly, draw a conclusion on the research, and

identify the work in future.

1.50utl ine

In Chapter 1 Introduction, the thesis mainly gives out how the system develops in
history, and according to the existed technologies and systems, the thesis aims to
implement the system by analyzing, studying relevant knowledge and designing the
system.

In Chapter 2 Relegated Work, this paper firstly gives out an overview on different
video surveillance systems from the point of their developing history and typical
components of them. Then the thesis analyzes several kinds of methods in motion
detection.

In Chapter 3 the Design of Mobile video surveillance system, the thesis firstly
provides functions of the system, and then designs the system’s architecture and data
flow. After that, the system’s work environments, software and hardware, are stated.

In Chapter 4 Implementation, the thesis firstly gives out how the system is
implemented and then lists out the results generated by core modules.

In Chapter 5 Summary and work in future, the thesis lays out the finished works

shortly, draws a conclusion on the research, and discusses the work in future.
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1. 6Summary

In this chapter, we aim to find out how the system has developed in history, how to
implement the system based on the existed technologies, and make the readers to get an

overview of this paper.
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Chapter 2 Related Works

Nowadays, several research projects are oriented in the field of video surveillance.
That is the reason why it is more and more widely used. The interesting aspects of
reported documents, in surveillance system, include 3D object modeling, human
behavior analysis, real-time video surveillance system, motion detection and human
tracking () This chapter mainly gives out the existing style of video surveillance

systems and methods in motion detection, which is important to make the system smart.

2.10verview of Surveillance Systems

Video surveillance is to remotely monitor public and private locations, using
cameras, often motorized, which transmit the captured images to control equipment
which records or reproduces them on a screen (Figure 1). As section 1.1 says, many
systems are on guard to prevent suspicious people from the places under observation, in
order to decrease the possibility of dangers.

Due to usage of cameras, we can get as many images as we want in the system.
Cameras have done a lot for the safety of our society. There is no doubt that as the
supplier of videos, camera becomes one of the most important industry products related
to security. So cameras are basic parts of the system, acting as input items. Besides,
generally, the video surveillance systems have another three parts[m: One part to
control the video, another to show out the images transmitted from cameras, and the last
to give out declarations. Of course, there are many differences among systems in their

functions, architectures, technologies and goals.

Figure2.1 Surveillance cameras

According to different applications, there are three kinds of systems.
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1) Active systems: mostly adapted in public places in order to give emergency
calls to police or hospital when there’re accidents happening. Usually, one guardian
(may be humans or computers) monitors less than 5 sections to guarantee the accuracy,
for safety is the highest priority.

2) Passive systems: mostly adapted in factories in order to find out the hidden
dangers so that the process of manufacturing won’t be interrupted. Usually, there will be
a department to take care of it, and one guardian monitors many sections ,for the
possibility of danger is low.

3) Record systems: mostly adapted in places where there are many accidents or
illegal behaviors. They are built up to record evidences if necessary. When a criminal
appears and has something actions breaking the laws, the police will catch him
according to the record. Usually, the monitors are located in local police stations or
security rooms. In some places, one guardian (may be humans or computers) monitors

less than 5 sections to guarantee that the declarations and arrests can be in time.

2.1.1History of Video Surveillance System

According to the types of signal flow developing in video surveillance systems,
they can be separated into three generations.
2.1.1.1First Generation: Analog System

The systems in first generation were strongly limited by the undeveloped and
developing technology. In the network of CCTV, also called the traditional analog
networks, analog cameras are connected with screens by coaxial cables (one cable per
camera) for monitoring and storing data, for example, the VCRs that can record videos
into tapes. The system has limitations because, only by the connecting lines ,can the
monitor restore the image emitted by the source, and multiple cameras meant multiple
monitors and lines. However, there were multiplexers used to put multiple cameras
together so that video streams could come into a single processor, and then the data
could be transmitted to a VCR or an analog monitor. It will display 4, 9 or 16 video
signals on a single screen, or record them on the same catalogue system. At the
beginning, there was no compression during the video signals’ transferring. Under the

limitation of immature video compression technology, when a VCR was recorded,, in

2.
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order to save space on the video tapes, they had no choice but to cut down the frame
rate as long as the videos could satisfied monitors’ needs.

The first generation systems were hard to build up, not only because there were
many lines and hardwares, but also it was hard to update the systems. VCRs really cost
many tapes, but they are still used today because the data losses in tapes are the
minimal.
2.1.1.28econd Generation: the Hybrid System

As digital signal processing developed, many new chips, used to do the work of
DSP started invading the analog system’s markets. The digital video recorder (DVR)
gradually replaced VCR, which represented a change from analog to digital in recorders.
This came to a conversion in system. Appeared in 1990s, digital video recorders were
mainly used in storing videos on hard disks. Meanwhile, computers showed their great
ability on calculation. With those two hardware’s’ existence, the hybrid systems usually
had multiple analog cameras to capture analog videos as their inputs, and converted data
into digital stored in the cache area in computers. By software, DVRs could be shown
on screens. For the digital systems could be easily operated and achieved with lower
price, the hybrid systems replaced both the analog multiplexer and VCR in the first
generation.

The second generation systems were aimed to make the system easily to store and
change data into the form that could be managed quickly. As the analog cameras cost
less than digital ones, currently there are still many such systems in the world. These
systems are equipped with an Ethernet port, allowing to be connected with the network
and the digital videos can be played or downloaded by remote access. That means the
visitors who have the authority can watch videos at any time in any place, which makes
it a real time system. Of course, the video transmissions are under some network
protocols, for example TCP/IP.

Besides above, the systems represented an effective solution for upgrading a video

surveillance system while maintaining existing analog cameras in place.
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2.1.1.3Third Generation: Digital System

In recent years, the technology of DSP has developed a lot. Computers and many
chips with good performance are widely used almost in every field. Compared to the
original technologies, video compression and transition are more easily to be achieved,
and of course, with higher speed. For our system, a video surveillance in the third
generation is fully digitized, and that’s to say all its components are digital and all
transmissions are performed under the networks’ protocol. Nowadays, webcams are the
most widely used cameras. They are connected via network switchers with servers
(laptop), equipped with a video management software. The video processing is done in
the server. Recording is done on a server or in network used for video recording. This
allows the system, firstly to be able to store large amounts of images without loss of
quality, while being able to be selected quickly with processing software, and secondly,
a computerized video surveillance system can take good advantage of Internet instead of
intranet.

Because of the evolution of mobile phones, nowadays the system can exist as a
mobile video surveillance system that provides customers the possibility to get the
videos via mobile phone, based on the technology of 3G as long as the phone can be

connected with Internet.
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Figure 2.2 A digital video surveillance system
Because the digital data shows its advantages (for example, easy to be stored and

managed, etc), the third generation system is a human-free system so that the systems
can be smart and automatic. So in some way, we can call these systems smart systems.
Through software, the system can automatically identify some objects with specific
behaviors in video sequences. When it detects something wrong, it can send warning
messages to the supervisor who will then make a response.

The smart video surveillance systems use mathematical algorithms to detect
moving objects in images and filter out irrelevant movements. They can create
databases that record the attributes of all detected objects and their movements. The
decision made by the system or events of interest in archived footage is based on settled
rules (e.g.: if a person crosses a limit, send a warning) beforehand.

All in all, the systems in the third generation have the highest speed and they can
be made into smart ones. In fact, there are many smart ones in the second generation,
but as the technology develops, digital cameras have taken the place of analog ones in

the second generation.
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2.1.1.4The Evolution of Video Surveillance System

In every generation of the video surveillance systems, some equipment became the
most obvious features. For example, DVR meant the disappearance of first generation
with VCRs. When the softwares that can be used to get videos under the protocol of
TCP/IP emerged, the third generation began. Computers started to take place of the
guardians which marked the third generation had developed to a high level. Until now,
softwares to complete certain jobs are implemented one after one. The systems are more
and more intelligent. The evolution of main equipments in video surveillance systems

were shown in figure 2.3.

1980s 1990s 1998 2000 2003

Figure 2.3 Evolution of video surveillance equipments

2.1.2Components of Video Surveillance Systems

In this section, we are going to briefly present the components of video
surveillance systems in third generation, and of course, it is a smart one.
2.1.2.1Acquisition

There are a variety of camera models for different needs of monitoring. Either
analog or digital, they can be adopted by needs. More specifically, we classified
cameras into following types according to their features.

1) Fixed cameras: Fixed in one direction, they cover a defined area (one static
office, one static road or park, etc). They belong to the traditional surveillance systems.
Sometime they are excellent choices when the designers want most of the images from
cameras to be predictable.

2) PTZ (Pan-Tilt-Zoom) cameras **): they can be both operated by human and
machines (computers or some special controllers) in moving their pans tilted or zoomed
in. They are mostly used to do the jobs of objects’ tracking, for example, tracking the
individuals’ moving in the scene, or zooming in regions of interest (for example, a

registration plate), etc.

-11-
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3) Dome cameras 4. covered with a hemispherical chamber, they are usually
unobtrusive. The dome can be in different models just like lizards to hide themselves in
different environments, and the invisibility makes them do the work of criminal
resistance more easily. And of course, the domes are made them waterproof, and the
domes can be fixed and mobile. They can cover a very wide area, because they can be
rotated horizontally 360° and vertically 180°. They can be called "watchtower", and one
of them can replace 10 fixed cameras to sweep the area needed monitoring.

4) Mega pixel cameras 3. with a higher resolution than the standard ones, they
all have a resolution ranging from 1 to 16 mega pixels. It can not only capture a more
detailed image, but also cover a wider field of vision. In this way, their installation can
reduce the amount of cameras to cover the same fields. They are used with a wide
vision field angle, ranging from 140° to 360°. The softwares to control the cameras offer
the ability to control the cameras to zoom in and out. They also can be substituted by
PTZ cameras’ taking image sequences and use special softwares to do the image mosaic
job. Their high resolutions help the system in improving the performance of detection
algorithms and recognition, because the data, with a high level, would be managed in
detail, for example in the character recognition systems or face recognition systems.

5) Infrared and thermal cameras **/*): sensitive to infrared radiation (IR), they
can produce images with high quality according to the temperature of objects instcad of
lightning. Due to the feature of this kind of cameras, they are widely used in monitoring
at night or military. But they can’t generate images with real colors, which is their
common imperfection. Some infrared cameras are equipped with their own source of IR
light, and start to work when the light level drops below a certain threshold. Separated
IR projectors (light or LED) can also be used.

6) Pan cameras (28). with the help of a special lens, they can offer a vision field
angle of 360 °. The main panoramic technologies for monitoring are technologies called
fisheye. However, the resolution of these cameras is often insufficient for requirements
analysis of a high level of details. So one application to generate panoramic photos is
usually tied up with cameras.

7) Webcam 9. a5 the most widely used cameras in daily life, a webcam is a small

12-
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camera connected to a computer. It is made up of a base and lenses that uses CCD
(Charged Couple Device), electrical sensor which converts an optical image into digital
information, and then transmit data to computer via USB.

2.1.2.2Transmission

The videos captured by surveillance cameras shall be provided to our systems for
recording, processing and viewing. This transmission can be done by cable lines
(coaxial cable or optical fiber, copper twisted pair) or wireless styles (infrared signals,
radio transmission, etc).

Mostly, video are transmitted by wires. In this way, the system provides greater
bandwidth and higher reliability than wireless connections with a lower cost. However,
the wireless video transmission is sometimes necessary, for example one system needs
monitoring large areas where wiring installation would be too expensive, or when the
areas to be monitored are impossible to reach by wires. The video signal can be analog
or digital. Even today, most of the video transmissions for surveillance are analog.
However, computer networks (LAN, WAN or Internet) are increasingly used to carry
the video under the protocol of TCP/IP protocol.
2.1.2.3Coding and Compression

The digitized videos contain a large amount of data which have to be transmitted
and archived. Storing a uncompressed digital movie file which lasts an hour can take up
mote than 165 megabits in the hard disk. That is why the surveillance video must be
coded, or compressed. By coding and decoding, algorithms can reduce the amount of
data in eliminating redundancies. These methods mainly do their jobs by finding out the
relationship among images in the same sequence, and the fact that details in images are
invisible to the human’s eyes. In order to make the system with real time , these
methods are required to run the codec easily, also quickly.

The goal of coding and compression is to make the video easily to be recorded,
stored and played. Every application to record, store and play the video, in fact, is a
video coding/decoding tool. In order to uniform the world’s standards for coding and
decoding, there are two main groups of international standards to draw up image/video

compression. JPEG Y is created by Joint Photographic Experts Group, and MPEG P!!

-13-
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is developed by Moving Photographic Experts Group. In the first group, we have JPEG
format for fixed images and MJPEG for video clips. The second group includes
MPEG-1, MPEG-2, MPEG-4 and H.264 formats.

In fact, nowadays cameras usually carry one or two tools with them, some in the
form of software and some in hardware.

1) Video recorder (VR) does coding and decoding jobs in order to convert signal
into data that the system can be managed, and then store them in some standards. It is
usually a function of cameras that can’t be connected in net as an internal hard drive.
The outputs of VR usually exist as video files. Different cameras may produce different
types of files. According to the types of its inputs, there are three kinds of VRs: digital
video recorders (DVR), whose inputs are digital, analog video recorders (VCR), whose
inputs are analog, and hybrid video recorders (HVR), whose inputs can be both analog
and digital. But in IP cameras, VRs arc usually soft warcs which obcy the protocol of
TCP/IP or others. They get the data from IP cameras via the net, and complete the job in
computers.

2) Videos® storage (VS) is usually done by both hardwares, that connected
cameras with systems, and softwares that code the videos into files. For the system, on
average, organizations maintain the videos as evidence for 30 to 90 days. In fact, the
pictures taken from the cameras with high resolution still occupy much space in the
storage device though they are even compressed.

According to the storage devices’ locations, storage solutions in the systems can be
classified into two types.

(1)Internal: The Hard disks can be integrated with DVR or servers, which is the
most common form of archiving. It can provide up to four terabytes of space. Some IP
cameras even have a memory card ora USB drive that can save videos last for hours,
even days. This kind of solution is suitable for the video surveillance systems that have
less than 50 cameras.

(2)Attached: Archiving is done on external devices for recording or video servers.
NAS (Network Attached Storage) or SAN (Storage Area Network). These systems
provide a shared storage between different network clients. On a system of NAS, a file
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is stored in a single hard disk. Whereas with SAN, a file can be saved in fragments
spread across multiple storage media.

These attached storage solutions are particularly advantageous for large video
surveillance network with great numbers of cameras. Although archiving systems are
more expensive than internal,, these solutions have the merits of scalability, flexibility
and redundancy.

3) Videos’ display

Much of the video captured by surveillance cameras is never viewed. It is simply
archived in case that a viewing is required following an incident. Traditionally, video
surveillance was used primarily as an investigative tool. However, in many cases,
surveillance systems, which had security guards to view the monitor, were real time
to show images from the surveillance cameras.

Video can be viewed on different devices. In small facilities, it is possible to watch
the video directly froma recorder, meanwhile it is simultaneously recorded. More
generally, the images will be viewed remotely on a computer, in a mobile phone or a
portable device as long as the device has a software to decode the videos.

Major centers of security operations, overseeing hundreds of cameras, often use a
wall of video screens. They offer a large viewing surface and can display different video
streams.
2.1.2.4Processing

After the needed data comes into the system, the system should run the core part of
it, the processing part, to do the job of images processing mainly including videos’
analyzing and researching useful information. They usually exist as softwares, for they
can be implemented to complete different missions. This part can be updated by the

designers as long as the hardwares of the system maintain unchanged.

2.1.3Areas of Applications of Video Surveillance System

At the beginning, the video surveillance systems are no more than cameras, and all
they are designed just to capture videos. The videos captured by cameras were
firstly used for public services (police, transport, etc). The systems later was adopted

by companies in order to protect strategic assets such as refineries, power plants, dams,
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the food processing plants and pharmaceutical factories. For the purpose of earning
money, the casinos became the pioneers to install video surveillance systems.
Today, surveillance video systems can be found in both public and private places,
including shops, parking lots, airports, banks, highways, undergrounds, train

stations, etc.

2.20verview of Methods in Motion Detection

Motion detection is the basic processing for any automatic system. The tech aims
to detect moving objects by image sequences. At each moment, each pixel must be
labeled by an identifier bit (fixed/mobile). When camera is fixed, it can be detected by
temporary differences computed among continuous frames. The motion detection
algorithms can be divided into three classes: the ones based on optical flow, another
ones based on clutter and the rest based on feature points. These three kinds of methods

have been widely explored, and each of them has both advantages and disadvantages.

2.2.1Technical of Optical Flow in Motion Detection

The optical flow*? allows the implementation of a comprehensive analysis of the
movement using an equation to join the variation of intensity light at a point with the
speed of this point. This technique allows to analyze scenes that the totality of the
picture is moving, and to compare the moving objects to each other. This technique is
used in weather service (analysis and measurement of movements of clouds, cyclones),
and in helping driving cars (detection and analysis of moving objects in front of the
vehicle: other cars, pedestrians, etc). Figure 2.4 can show the results generated by the

analysis of optical flow.

This technique is not robust to the noise and requires additional treatments, such

as filtering, to operate satisfactorily.
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ann

Figure 2.4 Exam];;le of optical flow

2.2.2Technical of clutter in Motion Detection

This technique of clutter is widely used by several applications. It detects the
movement regions pixel by pixel to subtract the current image to the background image.
It is limited to cameras in a fixed position. However, the technique allows, through the
establishment and continuous ~ updating of an image ofa blank background, to
distinguish moving objects with a background different from the blank background.

There are three ways to create the background image:

1) The averaging calculation of images.

2) Choose the background image that has little change and in which, there is no
movement during a certain time.

3) Select the first image as the background in the video stream.

Similarly the technique is not robust to the noise and requires additional treatments;

£

such as filtering, to operate satisfactorily.

2.2.3Technical of feature points in Motion Detection
This technical focuses on finding feature points®*®* (corner points, SIFT points,
etc) in the images and then find the most closed to the found ones. If the points’

locations have changed in different images, there is no doubt that motion emerges.
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This kind of technique is robust to noise but the time and memory consumption

will be amazingly large.

2.2.4Motion detection and its Constraints

The challenge of detecting motion is that when the systems are made up by fixed
sensors, it’s hard to guarantee the ability to performa good segmentation of moving
objects, regardless of their size, velocities, or the complexity of background. In this
research, when designing the algorithms for motion detection in video surveillance
systems, the following constraints should be taken into account.

1) The algorithms should be stable to make the system stable. In order to make the
system an automatic one, the system must be able to be operated without human’s
intervention for a long time, and be able to take into account gradual changes, or
sudden changes such as illumination or the presence of new static objects in the scene.
The system must be temporally adaptive.

2) The algorithms should be highly robust to the noise. In order to make the
system an effective one, the system must have the ability to ignore the effects caused by
all uninteresting movements, for example, noises generated by a river waving or
grasses blowing in the wind. And of course, the system should be robustto small
movements of the sensors.

3) The algorithms shouldn’t be too complicated. In order to make the system a
real time one, there will not be much time to run the part of motion detection.
2.3Summary

In this partof our work, we presented an overview of surveillance systems,
introduced three generations of systems, listed out how they evolved. After analyzing
the components of different systems, we get the useful information to design our own
system. Thenwe brought information about the motion detectionin a sequence
of images to a video surveillance system. Lastly, we concluded some constraints in

motion detection in order to make our system smarter.
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Chapter 3 the Design of Mobile Video Surveillance System

The video surveillance systems involve monitors and remote sites (rooms,
warehouses, conference rooms, etc). Nowadays with the progress of technologies in the
areas of video surveillance and mobile telephony, we believe that we can build up a
mobile video surveillance system, which can be real time and connected with portable
terminals by the Internet and mobile telephony networks.

The mobile video surveillance offers to those who need to give a removal guard in
case of anything wrong. That’s to say when there’s a suspicious person detected by the
system, the system sends messages alarms in order to ensure the safety of commercial,
industrial or residential premises.

The remote surveillance can be controlled by a laptop or desktop computer
connected to Internet network (as showed in figure 3.1) by the means of a 3G modem,
ADSL, etc.

Figure 3.1 Mobile video surveillance systems

3. 1Preliminary Design of the System

The system, of course, should have the basic items. Cameras play the role of input
to the capture digital/analog videos. The part of data processing will do the intelligent
work to give a declaration of intrusion. Via the network, the messages can be sent to
users. The figure 3.2 shows the basic architecture of the mobile video surveillance

system.
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Cameras
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Figure 3.2 Global view of mobile video surveillance with GPRS or 3G connection

3. 2Needs of system

The system should be real time, mobile and automatic.

With the new generation of 3G mobile telephony, the operation of the bandwidth is
wider, and allows passing more data than usual (audio, video, text). It can reach
theoretical flow of 2Mbp/s, and commercial flow of 384 Kbps in mobile reception and
64 Kbps in emission. The technology guarantees the speed of data transmission. As long
as the algorithms in the part of image processing allow, the system will be a real time
one.

Indeed, the mobility of the user is to ensure users can visit the system at any place.
So our solution is to exploit the 3G connection for transferring data between the user
and the core system in order to make the system a mobile one.

The system must also be autonomous. When the system is installed, at first ,user
should do some configurations of operating parameters. When the system is working
well, it responds automatically different messages according to different situations.
Autonomous system means autonomous algorithms for intrusion detection and

declaration. Meanwhile the system should be stable basically.

3. 3Specifications functions of system

Our purpose in this work is to design a mobile video surveillance system that the
users can log the system at any time to view the current images captured by cameras via

3G networks and get messages of warning generated by the system. So, the system has
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three functions, real time monitoring, which is used to monitor the places need
monitoring, video acquisition and transmission, which is used to send data, and

intrusion detection, which is used to detect the intrusion.

3.3.1Monitoring

In fact, a monitoring system is an application to do the decoding jobs when the
coded data arrives. This function usually exists in the phone like software. As software
is decoding, this function pays more attention to the standards of videos and the
memory of the terminal. 3G mobile phones are good choices, for there are many existed
applications that can complete the mission in the platform, and usually they have got a
large memory more than 1GB.

3.3.2Video Acquisition and Transmission

After the camera captures the images, the data should be converted into the digital,
and one part to do the coding and decoding job should be in the system. It’s easy to
connect cameras with computers used as the signal processing part by USB. But how
can the data be transferred between phones and the system? Of course there should be a
communication module to identify commands from 3G terminals and send video stream

or warnings to the phone. Figure 3.3 shows the function of the part.

Commands

Videos or
Warnings

Figure 3.3 Communication Module in the system
3.3.3Intrusion Detection '
This function makes the system smart which determines the importance of it. This
function mainly does the guardians’ job. It is usually exists in the computers like
software. For example, we have a jewelry box under monitoring, and when a human

presents and the camera captures pictures showing him, the intrusion detection software
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should detect the behavior and send massages to 3G Terminal. In order to make sure we
‘ can catch the man, the less time it costs, the better. This process can be shown in figure
34.

3G Terminal

Jewelry
Box

Trigger alarm by

Human presence SMS

L - .

N

Figure 3.4 Example of intrusion detection

3. 4Architecture of the Proposed System

According to the analysis of functions in the system, the proposed system should at
least contain parts below, cameras and 3G terminal as module of input and output, the
management module to set paramcters in the system, the intrusion detection module, the
coding and compression module to convert videos, the communication module, and the

database to give record on the time of warnings and videos.

The proposed parts in the system are illustrated in figure 3.5. It brings together the

various modules that comprise the system.

| T ]
D= E@EDED EC

Module of input and output

Figure 3.5 Modules of the proposed system
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3.4.1View of each Module of the Architecture in System
The system architecture represented in the figure 3.5 is made up of four functional
modules, the database, and module of input and output with one camera the 3G

terminal,

3.4.2Management Module

In order to make the parameters can be configured easily; there is an interface for
customers. This unit represents the persons machine interface (IPM). In general, we
recognize the importance of friendly user interface, because it is clear that there is a
strong relationship between the design of the (IPM) and the internal design of
application. The design of the IPM is seen as an in-depth understanding of the
constraints, priorities and clearly identifying system concepts.

But for most projects, very few resources are mobilized to implement actually the
ergonomics (human engineering). On the other hand, the involvement of a specialist
may be too expensive; they are then often developers, architects or clients themselves to
design their own interface. For our system we need a simple interface that will help us
set our parameters as a list of numbers to call in case of intrusion or adjusting the size

and format of the video sequences to send.

3.4.3Module of Input and Output

The image acquisition module represents the input of our system; this task must be
performed via a video capture device (camera, webcam). For this category of products,
there is a variety of manufacturers that offer multiple solutions with different
technologies.

1) Objective: The objective in this part is to make a good choice of hardware and
software for video capture function in order to be faithful to the needs and constraints of
the system. We also seek to use the product that allows us to use advanced features
(synchronization, compression). Currently, cameras are becoming more advanced
digital technologies to offer professional options.

2) Different camera models: First, we must not confuse a network camera and a
webcam. A network camera connects directly to a network; it combines the functions of

an optical camera and the ability of a small computer equipped with an internal web
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server. The camera thus has a network RJ45 socket for direct connection to a HUB or
Switch, While the webcam connects to a PC via the USB port and has only the optical
features. Several options exist for selecting material for this module.

(1)Smart camera: Provides powerful optical features, it may include an intelligent
image processing. -

(2IP camera: This camera can be connected directly to an IP network (network
camera).

(3)Web camera: This camera connects to a PC via a USB port.

3) Analysis of the choices of camera: Smart cameras perform better than other
type of cameras, they offer more advanced features. Such as option, motion detection,
alarm procedures. These types of camera are relatively high priced, and they are very
useful for security applications.

For our system, an IP camera is sufficient to provide the core functionality. Many
products include an MPEG-4 (SONY SNC-M1, SNC-M1W, SNC-M3, SNC-M3W,
SNC-P1, and AXIS 207). The cameras that incorporate a compression have relatively
high prices, (The day of the test system, we will need internal use of the camera, and so
we can operate a webcam). Indeed, it is characterized by simple installation on different
operating systems. Latter simply substitute a webcam by an IP camera suitable for
application.

In order to make our system an automatic and mobile one, there is no doubt that

3G mobile phones become our terminals.

3.4.4Coding and Compression Module

There are many standards for video coding or compression. How we choose the
treatment? Video compression is an important consideration to ensure good quality of
service in new generation networks. Indeed, one of the major problems encountered in
the integration of advanced services in third generation network is the ability of mobile
devices to decode and read large data. Since there is not a compression technique that
can combine all the needs of each application, there are various types of compression
that cover different requirements. MPEG-4 is a new standard that was originally

designed for low flow rates. Today, its range of use has spread to various applications
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such as DVD, digital television, video production, mobile multimedia, gaming and
video telephony.

MPEG-4 has some advantages such as

(1)The increasing in compression performance.

(2)The scalability of a media object, i.e. instead of compressing a video sequence in
blocks of pixels, a media object can represent an image part of various shapes (e.g.
background, car), or an audio object (e.g. a voice or the sound of a musical instrument).
Finally, these objects are encoded from a set elementary stream that will be successively
fragmented and pocket size to form a stream of access units (AU, Access Unit).

(3)Robustness to errors.

(4)The encoding of multiple multimedia data.

The size of compressed video images is 176*144 pixels. Packet siz¢ MPEG4 video
is not fixed, the average is 158 bytes. MPEG4 terminal consist of three layers, layer
compression, layer synchronization and layer delivery.

The layer compression generates elementary streams (ES: Elementary Stream)
organized access units (AU: Access Unit). The AUs are transmitted to the sync layer
with time-stamping information.

The synchronization layer synchronizes the elementary stream level access units by
encapsulating each elementary stream in a separate packet stream SL (Layer
Synchronization). This layer is optional and may not be implemented. The layer
consists of DMIF (Delivery Multimedia Integration Framework), it receives the packets
through the SL interface DAI (DMIF application interface) and provides multiplexing
by offering seamless access to the transport technology used.

We can reduce the complexity of the system by choosing from the outset,a camera

module that integrates video compression.

3.4.5Communication Module

This module represents the interface input/output of system; its role is to transmit
the video stream to the user and receiving the request if it is a monitoring application.
Clearly this module has the function of bridging the gap between the requirements of

the user and system applications; the input of the system includes receiving the user
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command to enable its translation into the kernel system; the output of the system is to
access the GPRS or 3G network, and then send the video using the address of the user
terminal.

This feature requires a transfer mechanism in conjunction with the various entities
of the system:

1) Related to intrusion detection module to allow conveying data immediately
after they are analyzed in case of trouble.

2) Linked to module coding and compression to transmit data without necessarily
analyzing when monitoring the application.

3) Linked to the database, which allows users to access archived to footage.

We are going to give some detail about the technical specifications of the
communication module to make a good material choice.

(1)Objective: This module will be responsible for the transmission of data between
the system and user. It’s used for transferring data between a PC and 3G terminal. So we
need a communication modem for 3G network access from the desktop. According to
our needs, we will compare existing products on the market and select the most suitable
product for our system.

(2)Technological solutions: A user access the third generation network via its
integrated modem in his 3G terminal. However, the multitude of services and rates
offered by the network grow the business and private estates. So now there are several
ways to access 3G network through a personal computer.

® PCMCIA cards: The development of this type of card is intended primarily for
laptop, they are characterized by a simple and inexpensive installation. This card is
about some size of a credit card, simply insert it into the appropriate port and install the
drivers.

@ Adapter cards USB/PCMCIA: some companies need access to broadband
networks via their intranets and enjoy the functionality of the PCMCIA card at the same
time. In this case, the USB adapter to enable the function of the use of PCMCIA cards
in desktop by connecting the card to the PC via the USB connector.

® Adapter cards PCI/PCMCIA: This adapter also allows the use of PCMCIA
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cards by users of fixed PC.
@ Terminal modem: Certain terminals can play a role of a modem with their
USB connectivity to the desktop. Several manufacturers offer this solution.

® 3G USB Modem: Today we see many 3G modem selled by the 3G modem
manufacturers, we should know which type of 3G Modem that fit our need. 3G modem
is a device that allow computer to connect to internet via 3G mobile network. We can
separate 3G modem into three types and this type is currently available in the market,
there are: The Data Card models, the USB modem Stick, and the last one is 3G USB
dongle.

(3)The choice of modem: For our system, connectivity modem is preferably via
USB. Respecting this condition, we can either use 3G USB modem or a USB/PCMCIA
card adapted by a USB connector.

(4)Important note: For windows, all the solutions mentioned above are possible.
The decision will now depend on our environment and the availability of product to
choose. The installation of the modem requires a driver that enables communication
with the machine. The material will be detected and can exchange data between input

and output.

3.4.6Database

Storage of captured footage is useful for certain functionality. The user can request
to see a saved file. For example in America, the surveillance cameras reveal some of the
crimes and acts of violence. Sometimes filming accidents is useful for some authorities.
The sequences are then stored in a database, compression of the incoming flow reduces
the occupation of storage space. It must also release previous recordings to save space
occupation.

Where the acquisition module does not perform the task of data compression, it
becomes very cumbersome to save the footage in our PC. Faced with this problem we
can store the data in an MPEG-4 digital recorder. This device allows to back it up via
USB, which includes alarm inputs and an internal hard drive capacity (160-750 GB).

It is necessary to use management software database in order to manage the huge

amount of sequences to be recorded. It is also preferred to create reports indexed from
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video recordings. This archiving can reduce the space occupancy and facilitate the

management of database.

3.4.7Intrusion Detection Module

The name we have chosen for this module means a security’s measure to take
against a danger (e.g. monitoring a room system or equipment for detection of moving
regions in image). However, the feature may simply be an identification of areas
(monitoring sites or road segments), an analysis of the trajectories of moving objects in
the reference image or an optical zoom, etc.

So we can call it a module of analysis and calculation. This module focuses on
three key functions:

1) Detection: By comparing two successive images to locate objects in motion or
identify specific key areas.

2) Analysis: Make projections in a geographic reference; analyze a trajectory of
an object in the reference image, etc.

3) Identification: Enlarge a image or make optical zoom on parts of the image to
identify an object or person.

To detect an intrusion is to extract attributes which characterize the different
images in a sequence, such as points of interest, colors and regions, etc. Then
space-time information provided by the sequence is used to check for unwanted changes
(abnormal movement or introduction of new objects).

Algorithms for motion detection fall into two broad classes: optical flow and
correlation. These methods have been widely explored, and each has its advantages and
disadvantages.

The first and oldest of all methods is a simple frame difference, where a notable
variation of gray level is associated with a movement. Parallel algorithms are developed
based on Markov fields in many areas in image processing (edge detection,
segmentation of areas, and restoration of noisy images). If their mainly advantages are
the robustness and quality of results, their main drawback is their slow execution speed

due to the large volume of calculation.
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The motion detection method that we adopt depends primarily on the needs of our
client who offers a proper procedure with the feature of the site that wish to be
monitored. On the other hand, the constraints of our system require us to adopt the
method that requires a minimum of computing time because the response of the entire
system must be conducted in real time.

So we will proceed with the methodology for comparing the gray level between

two images.

3.9Data Flow in the System

By the diagram below, we are trying to show data flow procedure overview.

Camera
|

3G Tg__nninal

Figure 3.6 Overview about the data flow diagram of system
3.5.1Data Flow in Monitoring Application
To implement this procedure, we must find a way that allows the user to place an
order through its terminal. The system’s response to this command must be real time.

Therefore, our idea is to operate a mobile videophone mechanism.
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Figure 3.7 Monitoring application data flow diagram

Monitoring application and data flow procedure:

either real time data, or a sequence archived at a given time or for a definite duration.

Real time access means:

1) Run the query request

2) Negotiation to establish a connection between two remote devices

3) Establishment of a media session between two remote devices

4) Transfer of video stream to the user

5) End of the session and the close of connection

Access to archived data: The procedure for this mode of use is similar to the part of

Commands are messages containing requests for access by the users. They can be

output, except that the user does not need direct access to real time flows, its objectives

is to access the old archived footage in the database.

phase of the media session. Indeed, the user must include ,in this phase, the media

source to get what he wants and some parameters such as time and date of acquisition of

\
This use presents a difference case compared to the first level of establishment
|
|
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the sequence that we have desire to allow the system to identify and extract video from
the database.

The procedure is as follows:

1) Run the request

2) Negotiation to establish a connection between two remote devices

3) Establishment of the media session and indexing to the database, to identify the
parameters of the sequence and extract the required sequence

4) Transfer of video stream to the user

5) End of the session and close the connection.

3.5.2Data flow in Video Acquisition and Transmission Unit

In fact, data in this unit is just like a receiver and transmitter, so the data is flowing
clearly in the system. Images or videos come into camera, and then the coding and
compression modules compress them. After that, the data can be stored automatically

into database, or transmitted to the terminal at the same time by communication module.

3.5.3Data Flow in Declaration of Intrusion
The system must first be a motion detection module. This module can process the
received images to uncover and report intrusions that appear on these images. In

intrusion detection, a procedure for triggering an alarm shall be executed.

Commands

Camera

Un-intrusion
Video
Reference

Results of
l Detection

3G Terminal
Results of

Detection

Figure 3.8 Declaration of intrusion data flow diagram
Declaration of intrusion procedure is shown in the following.
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1) Images from the camera are analyzed using the adopted method. The goal here
is to detect the presence of strange objects or people, movements or unusual phenomena
in scroll images.

2) In case of intrusion, the system asks for a connection establishment with the
user by the module of management module.

3) Establishment of a media session.

4) Transfer video stream in real time. The video stream which is transmitted can
be accompanied by an alarm (voice, tracing trajectories, and delimitation of the
intruding object ...). Note that graphics solutions require the use of powerful tools for
image processing.

5) End of'the session and close connection.

3. 6Work Environment

To carry out our work and ensure the functioning and operation of our system, we
will create a development environment that is in fact described by the description of

provisions (hardware and software).

3.6.1Hardware Environment

In this system, these items are needed: one laptop with good hard disk capacity (at
least 320GB), used as the management module, coding and compression module, part of
communication module, intrusion detection module and database; one webcam (with a
resolution of at least 3 million pixels), used as the input module; a 3G mobile phone
(with a good CPU), used as 3G terminal; one 3G USB communication modem, used as
part of communication module; finally, wires , used to connect camera, computer and

Internet.

3.6.2Software Environment
The choice of software environment is general depends on technology directions.
Basically, the system should at least satisfy below items.
1) The operating system should be Windows XP spl/ Win7/Vista.
2) The system should have libraries of Microsoft visual .Net 2005.
3) The net agreement should be TCP/IP.
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4) There’s sql server installed in the computer.

In fact, the digital video surveillance equipment must:

1) Ensure the supervision and streaming in real time.

2) Have adequate means of image processing: compression, specific processing.

3) Manage IT resources: storage of data.

For our case, we plan to work with two sever; the web server and the video server.

The web server provides the interface of user on two sides (camera side and
surveillance side). Both sides use web browser to establish sites under surveillance. The
video server provides the function of real time audio/video stream transmission and

management.

3. 7Summary

In this part of work, we firstly analyzed the needs of the system, and then classified
the functions in the system. According to the functions, we specified the various
components of our system, and then figured out how the data flows between every
module. To make a mobile video surveillance system obeying to the specifications laid
out in this part and providing the requested features, we made some rules for the

environment of the system. After the design, we will make it a fact next.
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Chapter 4 Implementation of Mobile Video Surveillance System

Base on design of the system, implementation of our mobile video surveillance
system is really clear. But for intrusion detection module, an algorithm to detect
intrusion is needed. As long as intrusion detection module works well, system can be a
intelligent one. So in this part, we will firstly organize the development process
according to chapter 3, and secondly 3G network will be embedded into the system in
order to meet the expectations of our system, and thirdly an algorithm for intrusion
detection is proposed, and the last we will present the results already obtained with the
application experiments, used to test performance of the intrusion detection module.
Considering that we are faced with a programming problems and logistics to carry out
this realization, system uses many existing softwares and hardwares. For example,
receivers and transmitters in communication parts and applications used to display

videos in 3G mobile phones.

4. 1Module of input and output

Concerning the image acquisition, tests were performed with a Logitech webcam
Pro HD C525. We show the characteristics of this webcam below.

Figure 4.1 Webcam Logitech Pro HD C525
Technical Specifications :
1) HD video calling (1280 x 720 pixels)
2) HD video capture: Up to 1280 x 720 pixels*
3) Logitech Fluid Crystal™ Technology
4) Logitech More HD technology
5) Auto focus
6) Photos: Up to 8 mega pixels (software enhanced)
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7) Built-in mic with Logitech Right Sound™ technology

8) Hi-Speed USB 2.0 certified (recommended)

9) Universal clip fits laptops, LCD or CRT monitors

Basic requirements:

1) 1 GHz of crystal oscillators

2) 512 MB RAM or more

3) 200 MB hard drive space

4) Internet connection

5) USB 1.1 port (2.0 recommended)

General Requirements:

Windows® XP (SP2 or higher), Windows Vista® or Windows® 7 (32-bit or
64-bit)

Iphone-4s will be enough as the 3G mobile phone.

4. 2Coding and compression module

In the system, the camera we used supplied us a short way to code the video. In the
camera, there is a module for compression. The video coming out from the camera

satisfies the standard of MPEG. That’s to say, what we get is what we want.

4. 3Communication module

About the communication module, the USB modem E153 of HUAWEI plays this
role to ensure communication between System/User and User/System. Below are the

specifications of the modem.

Figure 4.2 HUAWEI USB Modem E153, CE0682

Detail Product Description:
Huawei E153 modem 3G USB sticks
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Speed: 3.6Mbps Wireless

UMTS 2100MHz HSDPA

Micro SD memory card slot

Windows 2000/XP/Vista/7, Mac

Key Features:

1) HSDPA/UMTS

2) EDGE GPRS/GSM 850/900/1800/1900MHZ

3) Equalizer

4) Micro SD card Slot

5) Data and SMS service

6) Plug and play

Systems requirements:

1) Windows 2000 SP4, Windows XP SP2/SP3;

2) Windows Vista SP1/SP2, Windows 7,

3) Mac OS X 10.4, 10.5 and 10.6 with latest upgrades;

4) Hardware system should meet the recommended requirements for the installed
OS version;

5) Display resolution 800*600 or above;

6) Standard USB interface.

4. 4Database

In our system, there are two databases.

One is used for record the evidence of intrusions, including when the intrusion is
detected, when the warning messages are sent and the pictures that show the intrusion.
There is one table in the database, and the key value is generated by the detected time.
For example, the time of intrusion detected is 2012-06-12 14:23:33, and the key value
will be 20120622142333. And the table should contain the time column, the warning
messages column to record the warning messages sent, and the files' path column to
record the images showing the intrusion.

Another one is used for managing the recorded videos from cameras. There is one

table in the database too. Besides the key value column, in the table, there are one
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column to record the date, one column to mark whether the intrusion happens in the

video, and one column to record the videos’ path in the server.

4. 5Intrusion detection module

This module should be implemented by software, and this software can be
embedded into the system.
In order to analyze and compare the image, we will focus on the levels of Red,

Green and Blue (RGB) to each pixel of image.

4.5.1Algorithm of Intrusion Detection

The invasion of the object detection algorithm in video images is divided into five
steps to detect objects. The first step is background initialization and foreground
detection. An online adaptive Gaussian mixture model is used to establish background
template ©**! B The foreground pixels can be detected by using the background
template and the current video image. The test process relies on the use of the
background template, and can update the background template, in order to adapt to the
dynamic scene change. Because of the camera noise and environmental impact, the
foreground image must contain noises. So the second step is to eliminate noises through
the image post-processing operations, and the filtered image can be got. The third step
is to find the target area by labeling the connection areas, and then the rectangle
boundary is calculated. The fourth step is to remove the remaining small areas through
the relevant rules. The final step is to extract the target features such as center of mass
and so on. The detailed descriptions are as follows:

1) Background initialization and foreground detection

A foreground pixel map is created and object features at every video frame are
extracted by using a combination of a background model and image post-processing
methods. Background models generally have two stages: initialization and update. An
online adaptive Gaussian mixture model is used to detect foreground in this step. The

basic algorithm is as follows:
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Each pixel is characterized by its intensity in the RGB color space. Then, the
probability of observing the current pixel value is considered given by the following

formula (4.1) in the multidimensional case:
X
P(X)=Y 00X 0, ) (4.1)
i=]

Where the parameters are K is the number of distributions, @ is a weight
associated to the 1" Gaussian at time t with mean y,and standard deviation .,.7isa

Gaussian probability density function as formula (4.2):

1 Y M (E )
n(Xnﬂsz )=We 2 (42)

K determined the multimodality of the background and by the available memory

and computational power. It is proposed to set K from 3 to 5.

The initialization of the weight, the mean and the covariance matrix is made using
an EM algorithm (Expectation maximization Algorithm). Stauffer and Grimson used the
K-mean algorithm for real time consideration.

Once the parameters initialization is made, a first foreground detection can be

made and then the parameters are updated. Firstly, Stauffer and Grimson used as

criterion the ratio '’ w% and ordered the K Gaussians following this ratio.

This ordering supposes that a background pixel corresponds to a high weight with
a weak variance due to the fact that the background is more present than moving objects
and that its value is practically constant. The first B Gaussian distributions which
exceed certain threshold T are retained for a background distribution, as formula (4.3):

. b
B=argmin,(}’ o, >T) (4.3)

The other distributions are considered to represent a foreground distribution. Then,
when the new frame incomes at times t+1, a match test is made for each pixel. A pixel ‘

matches a Gaussian distribution if the Mahalanobis distance, as formula (4.4).
-1
sqrt((XHl - luu )T 21} (XHI - .ui,t )) < ko-u (44)

Where k is a constant threshold, then two cases can occur:
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Case 1: A match is found with one of the K Gaussians. In this case, if the Gaussian
distribution is identified as a background one, the pixel is classified as background else
the pixel is classified as foreground.

Case 2: No match is found with any of the K Gaussians. In this case, the pixel is
classified as foreground.

At this step, a binary mask is obtained. Then, to make the next foreground
detection, the parameters must be updated. Using the match test, two cases can occur
like in the foreground detection:

Case 1: A match is found with one of the K Gaussians. For the matched component

t

the update is done as follows as formula (4.5):
0, =(1-a)o, +a 4.5)
Where, o is a constant learning rate
Py =A=p)p, + pX,,,
o = (U= POy, + P(X s = 1y Xy = ) (4.6)
p=an(X,..1,3, )
For the unmatched components, 4 and are unchanged, only the weight is
replaced by formula (4.6):
@,,=(1-a),, 4.7)
Case 2: No match is found with any of the K Gaussians. In this case, the least
probable distribution k is replaced with a new one with parameters. Once the parameters
maintenance is made, foreground detection can be made and so on.
2)Image post-processing operations
The outputs of foreground region detection algorithms explained in previous

generally contain noises, and therefore it is necessary to conduct special post-processing.

There are various noises in foreground detection such as camera noise, reflectance noise,

and background colored object noise, shadows and sudden illumination change and so
on. Morphological operations are applied to the foreground pixel map in order to
remove noise that is caused by the first three kinds of noises. In this paper, the last kind

of noise is neglected.
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3)Connected regions detection

After detecting foreground regions and applying post-processing operations to
remove noise and shadow regions, the filtered foreground pixels are labeled by
connected regions, then the bounding boxes of these regions are calculated.

4)Region level post-processing

After removing noise, some small regions remain due to inaccurate object
segmentation. In order to eliminate these regions, the average region size (n)in terms
of pixels is calculated for each frame and regions that have smaller sizes than a fraction
(a) of the average region size ( Size(region) <a*y ) are deleted from the foreground
pixel map. Due to segmentation errors, some parts of the objects are found as
disconnected from the main body. In order to correct this defect, the bounding boxes of
regions that are close to each other are merged together and the region labels are
adjusted.

5)Extracting object features

Once regions have been segmented, features of the corresponding objects from the

current image can be extracted. These features are size (), center of mass (C,, ), and so
on. The definition of C,, is as follows:
C,(xC,,yC,), of an objectO, using the following equation (4.7), the center of

mass can be calculated:

xC, = Z, i Z : 4.8)

n

s YCp =

Where n is the number of pixels inO.

4.5.2Management of Intrusion Detection

The intrusion detection management is working in two steps, the processing of
video sequence and the sending SMS alert.

1) The processing of video sequence

Here the most important thing is to be able to keep track of what s going on during
an intrusion effectively happened. And at the same time, the module should be able to |

save sequence of video footages that can be used as evidence in case of theft. At a
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Figure 4.12 Background image chosen
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Figure 4.13 Motion detection procedure result i
ﬁv l

Figure 4.14Background image chosen
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moment of a movement detected, the images are captured and sent across the network
and at the same time the image in a directory is saved automatically for a certain period
of time.

2) The sending SMS alert: About sending SMS, it will be enough that the user

may have a subscription with a mobile phone operator providing the receiving SMS

service.

4.5.3Experiment results of intrusion detection module
Here we have chosen a background image on what the motion detection algorithm

will make its calculations, to see if a change has occurred in the surveillance zone.

&% ":, ve b N . N \‘ > v“:
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Figure 4.8 Background image chosen
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Fichler ~ Confireet A propos

Figure 4.9 Declaration of intrusion and triggering alarm
As the figure 4.9 shows, we can see the intrusion of a person in the monitored site

and automatically triggering an alarm that will be followed by sending SMS to the user.

Figure 4.10-4.19 are the same results.
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Figure 4.10 Background image chosen
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Figure 4.15Motion detection procedure result
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Figure 4.16 Background image chosen
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Figure 4.17 Motion detection procedure result

The first image of each couple respective images shows, the motion detection
taking place in the same environments but with different sceneries. The second image of
each couple image shows the motion masks generated from the first images in case of

motion detection.
4. 6Presentation of management module

4.6.1Software environment
1) Operating system Windows XP SP2
2) Development environment |
(1)Microsoft visual .Net 2005;
(2)The Microsoft office XP 2003,
(3)Power designer 12.1, for modeling UML.
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4.6.2Choice of programming language

The programming language of this mobile video surveillance system was
implemented with C# on the platform Dot.Net 2005.

This platform was chosen because:

1) It allows object-oriented programming

2) It is known for the optimization of its code and also its speed running
availability

3) It has a compiler for C#

4) It offers advanced tools for new technologies v

5) It provides the C# language, a language derived from C++ but more powerful,
flexible and easy to be used.

4.6.3Main interface of application

Figure 4.4 Interface of application
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Tapetla commande AT et chquet le bouton Entrée
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Figure 4.6 Terminal interface
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Figure 4.7 Sending SMS interface
4. 7Summary

This chapter showed the implementation of every part in the system, including
module of input and output, which are built by existing hardware, coding and
compression module, which is supplied in the camera, communication module, which
determines the style of communication, the database, which is built by sql server 2003,
intrusion detection module, which is implemented into a software, and as the core of the
system, we firstly designed an intrusion detection algorithm based on the adaptive
Gaussian mixture model, secondly tested its function by several experiments. After that,
we showed the video surveillance interface, and the system is proved work well. We
remember that, there are several ways to achieve the same results obtained in this part of
the work, and we choose the simplest and most detailed to describe the outcome of

realization.
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Chapter 5 Summary and Work in Future

In this work that we called: Research on a video surveillance system with 3G
mobile phone, we had the main purpose to design a system that can provide real time
video surveillance of a place or any object by means of a mobile phone.

The proposed system allows the user, for example being able to keep an eye out for
a precious object despite of the constraints of distance that often arises when we are
moving. The system also allows the user access to the internet provided through mobile
phone operators, to be able to receive a SMS alerts on its mobile phone in case of
intrusion under surveillance in real time.

We built this system from design to its implementation. We analyzed nowadays
video surveillance systems and designed one. After obtaining the functions of the
system, we divided the system into 6 parts: input module and output module,
management module, coding and compression module, communication module,
database, intrusion detection module. We built them from one to another. As the core of
the system, we designed the intrusion detection algorithm and tested it. According to the
results we got, the system can work well.

Looking toward the future, with technological advances in the fields of information,
communication and mobile telephony, the exploitation of this kind of system with
several image acquisition sources could bring something more to the resolution of the
some conflicts of interests.

Because of the limitation of time and material and financial resources that we met
for the realization of this research, our future research may be focused on a system that
can handle several images acquisition sources with more complicated backgrounds and

more moving objects.
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