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ABSTRACT

With the further popularization of WLAN, the security of WLAN has been becoming
a hot topic in the research field of computer networks. There are two ways to insure
the security of WLAN, one is to improve the technology of Authentication, the other
is to use the Encryption. In this article, we discuss the security of WLAN from the
angle of enhancing the IEEE802.1x Authentication by combining with the technology
of Radius Server and the Authentication of EAP-TLS to improve the security in
WLAN.

This article makes a further exploration on the security of WLAN by enhancing the
security of IEEE802.1x protocol, basing on the summarization of the former
researcher’s hard work in this field. And it puts forward to a software solution on
security authentication and key management of WLAN, including the functions of
security authentication, key management and data protection, and it supports the
clients to log in the networks by authentication, which effectively improves the
security and reliability of data access in WLAN.

First of all, this article makes the summarization and positioning of the research topic.
Then it introduces the related knowledge of WLAN and the IEEE 802.11 protocol,
which provides an important basis for our research of security in WLAN.
Furthermore, it summarizes the former research on the security of WLAN, analyzes
various of intimidations which lie in the mobile communication systems of WLAN,
introduces the bugs and improvement of the major secure measures in WLAN and
puts forward to the major solutions to solve the security in WLAN.,

Moreover, the emphasis of this article analyzes TEEES02.1x protocol and the
authentication of EAP-TLS, mainly describes the protocol of EAP and TLS, which
provide a further preparation of the model and software solutions in the later chapters.
Then it summarizes the key management in WLAN, including the intention of key
management and the styles of key, puts forward to the key management system of
WLAN. And it also puts forward to the model of secure authentication system of
WLAN, including the implementation of authenticator and STA, at the end of this

article, we describe the future of security in WLAN, focusing on the IEEE802.11i
protocol.

Keywords:WLAN, Network security, IEEE802.1x, EAP-TLS Authentication
IEEES02.11.
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R, BHIAE LT L

(1) Identity——F R EWXT HHIE 4

(2) Notification——HIAIUEHE FH R RN 77 1E% — 4T B rm A,

(3) Nak (Response only) —— (UM EEAEN, 1EAREZIERIAIFR
ichppial oI

(4) MD5-Challenge——32%{LL T PPP CHAP MY, BA A,

(5) One-Time Password——i# s fth &4 —4 OTP JRRNER, NZEH
73 OTP 8§ Nak.

(62 Generic Token Card——F T Esk ] P \ S Fh 2ot i A bk,

R TUALBJUMSEEARRR, A TRUESHSRRS, BEenTE2H
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¥ =7 I[EEE802.1x thiX & EAP-TLS AiF

KRB X, Hinm EAP-TLS WM HiF K/ E SR AUEAARN 5 EAP-TLS. %5
24 (TLS) UMM HRMEAETAUE. BRI I M0 R B R B3R AR
#. {¥H EAP-TLS, ®IPASIF—™ PPP 3 Sl TLS MM Sk E
2 BFIAGENLH

3.2.2 EAP BIAILETEE

AT RMIEEMY EAP # PPP (Point-to-Point Protocol) TAJIEHH f—Nil Fil
PR, HeRe R EAP 7ERERBR#HIHMY (Link Control Protocol , LCP) ByER
ETE—FHAIENLE], X — B HERBAUF B, W32, EAP iJLliE
FOATENLR], WA — “JE5” ARSS- 28k Sk hR SEBL S A ENLE, AR
NHRBBEEINUEE R BAP UhA S B RIFHRT B, XEEERNEN
WIENUBIR 2 R AL A W 4k (E . 1998 4F, IETF % BEAP #HT T
PriELL, B RFC2284, “PPP Extensible Authentication Protocol (EAP)”,

EAP AUEIEFR TR an Y,

(1) R TMESERE, AIFE RILE— DLk (Request) %%
FEERIT T BATINE, 28R — R iE R g2,

(2) X7 RIE DU (Response) HBELM G — MR HRZ, WY
B RIS REE R A A Y

(30 IEEKIE AT (Success) BYIM (Faiture) #4045 5 JEM,

B

3.2.3 EAP thiXa9 £ E4F S

AT IR EAP $R UL T RIGHEEE B2 vk, 54 Sy i),
(1) TR B E MEHT IP. ACK/NAK TEIBEHBIZEM, AR 44E,
bR IEET 8,
(2) WILLEATHEALMEE#% /22 = (PPP, IEEE 802.3, IEEE 8025, [EEE
802.11 35), HERIFAERM.
(3) EAP KAIREMEREAR, 3FHIEFLF IETF 2oWURH (TLS,
IKE, GSS-API=<F), MMFMHE T HEMEIZERIEE 24 FRITRY,

oF
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IR TV RS T 2 2 A0 3

(4) W@ BT R R A UMY (W1 DIAMETER), B RIFHIA]
7Lk

(5) ATLLB T TFAMECCE G b, miE i,

EAP AJLLHBLHTLAT JLANA . EAP/PPP, EAPOL, EAP/RADIUS,
EAP/Diameter, COPS ] PIB.

3.24 EAP 7 IEEE802.1X HHIN FF

1. EAP U3Y7E IEEE 802.1x PV A HE IR EHIMnE 3-1 iR

EAP-Cisco Wireless

(Cisco LEAP EAP-TLS EAP-PEAP NMethod
Password Authent i caion PKI Authentication Hybird Authenticaion Layar
| I oy I
.' JEEE 802. 1X
L EAP over LANs (EAPOL) IEEE802. 1x Layor
IEEE 802. 3 FEEE 802, 5 |EEE 802. 11 _Link Laysr
Ethernet Token Ring Wirsless Etharnat

%] 3-1 EAP W7 IEEE 802.1x F 5 IR 2 W 4544

2. EAPOL {H B HIZZ B it
EAP /H B4 E347E IEFE 802.1x {58+, F# EAPOL.
EAPOL H®&H —MEEMNZEEN. FTEUSIEEREN—REO4A
uEAH], ERA KL EIE LR A EAPOL 7 B3 H I FE,
i 3-2 FroR, FERIEEFALEE 2 [BfEHIY EAPOL 7 Bk %R, &
BT REDN EAP BB FR, WEE5EH EAP 8 M HE%E
(re-packaging) SRAFHIAUEIH R . ARERIEIRFAUE A%, B8 (challenge)
HENMENNESEHIARF. AFRSSZEATFSE R, RADIUS-ACCEPT
2% RADIUS-REJECT BERXEABAL, BASHEF S EAP-Success 5t
EAP-Failure {H B4 FFiEE . HHIEE US| EAP-Success 14 8., 8B TH T
LIEEA LAN T .
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=% JEEES02.1x ¥ X EAP-TLS AiF

HiEE W AIEAR 55 7%

- EAP-Request/Identity

EAP-Response/Identity(MylDy————— - - - = = = >
EAP-Request/OTP
% —————

OTP Chanllenge

EAP-Response/OTP —— - o — —— — »

OTPpw

AUERRT) EAP -Success
R
i 1 2424

K 3-2 HiEERBR—IE DS UGE
3.3 TLS FHMBE=EWMY

SSL (Secure Socket Layer, LEEHEFEWHL) & Netscape A 51%H# 1
LT Web B2 20, RETFEEPYIARS S MR 215
[RBIERIPIL, B7E Web LI Z A, BRTH 2.0 71 3. 0 Bi/MEA, 1999
., IETF % SSL BHTHRAELL, Bl RFC2246, R % TLS(Transport Layer Security,
feE ). MEAR L, TLSLO 5 SST3.0 (2535515 ),

TLS OB FTZINTT, 7E OSI B BLEME LT TCP IR BE MY

(HTTP, SMTP, FIP) Z[i]. T LLAZ A HAFIES 3L (server-side
authentication), tH7]ELRARSFSHAIEZE L (client-side authentication), — 3%
2 T NI (Public Key Infrastructure, PKI) [f, b client-side authentication
2 A[IEHT (EAP-TLS HER{HHD.

TLS Upll 5 AR EESY: #2FHHY (Handshake Protocol) FIE MY (Record
Protocol) . 24" Handshake Protocol %Ewﬁ%ﬁr“ﬂﬁﬁnﬁ IR S e 1N
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I73R Tk kst T 224738 50

tH—4#1%%H. Record Protocol W5 X T 455884 2L,

3.3.1 EFIMY

X TLS WP ERNI—5, thrthiliRA . InER MAC Hi%:LL Sk
{RAPTE TLS B3RP RIE BRI FH, ARG SME YIS HEE SR
MRS, HP XEHFE=AFHMY (sub-protocols): BFUMY. B o
LI RSP,

I, #EFHN

BF UM BR—RIEE YIRS A3 2 RSB SC AR, HR oL
.,

Type Length Data
Type —3tf 10 FhSHL,
0 hello request
1 client_hello
2 server_hello
11 Certificate
12 server key exchange
3 certificate_request
14 server_hello done
15 certificate verify
16 client key exchange
20 Finished

BPHLE BRss 88 2 AT BT BRI 4 AN GBI E4ARr
¥ 773 RSA. [ EM Diffe-Hellman. %5 % ) Diffe-Hellman. E 4 [
Diffe-Hellman 1 Fortezza). "FHEILL RSA SF4AAHski5 01,

FrEL I B 4ehE

XY T RSB B L AX A BB 2e R . & HL
REIX DA, K& client_hello 1830, BERRA. M. 217 D. R
EHTT RS, HPBENER & MUV INENIEE R, B 32 A ial Bz
SRV AERBEMN 28 THEMEMNE, 22 32 F4H, 0
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B =% IEEER02.1x WX EAP-TLS iAilF

client_hellorandom . # 3C J& i& # TLS _RSA WITH RC4 128 MD5 i
TLS_RSA_WITH RC4 128 SHA. [FEIRf, 7ERX/MrBFc4 48 £ X
b4 pre_master_secret; RIXZJ5, BFHPELY client hello 3T EEFERSE
I server_hello R3C. BANIENFE FELUEARS 38 4E ST 18 PN RIBEH 2
B, 10 server_hello.random. B IRF B RS2 ST HRF ) Fe
BB — A EIOR, EFHTFEROE TIREGBMNE BR335SR e—4
HAaHE

BB 2: ARS-2AE R ZEEHAT e,

AR 35 2310 X B CHRIETS certificate FRUGIXAMNNER, by & —Avak —
NHEET x.509 EFS. RF-2RBUEIGINE RSA ATHAAHBERT, I H 4
server_key_exchange IR SCRAIEIZNATEH, WMILABRETE TG RSA
EHHUAANZ2H, MEXESHNEL, F—S AR ERITS,
certificate_request I CELTE T W B4L: certificate_type A1 certificate_authorities,
WEPRETEH T AFFHAEEMEHEE, B S8R TS iEBE
MAFHFIR. SMEBRMBE— MR server_hello_done, HIARS38% 1%,
TR 2R H hello MARSHRSURIBTR, 10X2IE, IS SIGpm iy,
LIRS FEATSHL.

B 3: &P BRI

—EHCR) T BR324 done 3T, & WIS AR 45 28 2 7 DR AL T AL
B, KBRS hello BER T R ATB, IR XEA R, 2L —
PRS- MRICKIBL RS 2. RS R certificate RO AGIX M B,
MREAEERUEBTH, FFHLEE no alert HEEABR, BT kR
client_key_exchange 30, f#/IR & server_key exchange 3R 3CHIGHT RSA Z4H
X] pre_master_secret HTINE . X MNEERE, RAHLAL certificate verify
RICKXT 2 P E B A B R R, 7 handshake message [i1# MD5 Al
SHA-1 {41, F+H RSA AT S5 BR AER#IT e, BTFHROCIRIIRAM
& hello FHAMPTE RIEFHEEA RTINS, HIEIEZS hello 17
EIROCH) B IR A T BAE R 0 TR P IER AT BN A A, BEH AR
TZEPRIET, tAREREX AR,

BrEt 4: 455
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0 WY = 2 e L YA

XM B SRR S IETERE L., B RIE change cipher spec RICHEK
FEEEMT Cipher spec BHIF2H0H) Cipher_spec, FEXTRXAEBETFIIH]
—&45r, TR AGENECGRAMICERIER .. Ra, 257 K12 finished 3L,
WREITEWT

PRF(master secret,finished label, MD5(handshake messages)tSHA-1(handsha
ke messages))[0...11], HH EF Y master secret F£AR3E pre  master secret 11 H
B,

master secret=PRF  ( pre master secret ,

L

master secret ’

111

ClientHello.random+ServerHello.random) [0...47];

L5t finished_label X-F& AR “BF 4R (client finished)”, #fT
iRGas i “HRSFARGEIR (server finished)”. BFIRLEHATHLIK BIRFMRL
(HAEIZMOCHRITERE . AR XAHR N, RESBEETHD
i) change_cipher_spec #30, DRI 2 AT Cipher Spec, 3 H &i%
SRR, IXEHEFII R K.

HER AR FYIRTHR M TR AEASIEE RPN 48 T3 E. G
LTS ER: B, RIS EER: £, WritEHEFE. % T RSA
EALWITE, FHUER 48 FATHITHE R BN, [HFRRSAG AT RSA %54
HATINE, RIERIEEGRS R, REBMH A CHAE BN S TR L
TR B TSEERS . BB X7 F RIFERIA S0 E 3 master_secret Ll 2B a4,
PRF(master secret,

“clientEAPencryptionClientHello.random+ServerHello.random)[0. .. 127]; ¥ 4iF

# Master_Session_key HU_FIR%E BATRT 32 =R TR RS S IR,

. X B ROHBEHLEREL PRF 2% RFC2246 “The TLS Protocol Vesrsion
.07 HHIE X

PRF (secret,label,seed) =P MDS5(S1,label+seed)XOP R SHA-1(S2,label+seed)
ZEH) S, S2 Z#idiF secret 73 A H 15T,

2. BUCE TR Y

B STRA MR R F N, PHUAZRAMRCER, % hER
I MR, R EAERRSHE R LIRS, BT ER
R B4 T B SR
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=3 IEEER02.1x tHiX X EAP-TLS iAiF

3. EHEMY

FHRA TLS 7 7B B AL 5 00 7 SR XM S MRS B 2 454
2581l HE
FBFIEAES (D B () FAREEINTHRI=EEY]. nER
HMAEBETRT, TLS SEZHP EiZER . FoF a4 TS & S8 a/e6,

3.3.2 RN

RPN SEREARIE R BN RIN FROC, S8R B ol B s, 3t
ITRLERIRAERE, N MAC, BI%, HHEHES, 75 TCP HMrBUEHL Ry
JCo FELE R M AEF A TLS Bri%, WK PR H Bl e wmieiE, B
2 XARHEE, M —ANEE8, R Record Header.

0 1 2 3,4
Type [ Major Version | Minor Version | Length

Type: WAL, REALBIXMEIEMEEE K 1S B L.
20 change cipher spec 528 SCEIZ Y
21 Alert HEHHY
22 Handshake {21y
23 application data
Major Version: FEERRA, Xf TLSv3.0 FE{E R 3.
Minor Version: {REERRAS, X TLSv2.0 FBHEN 1.
Length: ZGHi8 A LAZT7 0 BAT O,

3.3.3 TLS iAiEZ#E

TLS MBI EMNBFI BT 45,
(1) F YRR 2SE R IALE;
(2) IRFAEIEE I B ML
(3) Z LB O 2 A 3 CA F B 3RUT AR 55581 5 4
(4) ARFAFERIGUFF T G4
(3) BEPHLRIEBFIEBERS 32,

(6) HRS-A$IIEEF B4,
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IR KZE TEH LR

(7> & FPYLFNARS 23V B R B se L)
(8) FiRiTfRseis, LIt Tl s, Bl RO,

3.34 TLS MrieI==2%

BT ER P ALRIARS 25 < B E AT UGE, IR EEME,
BFEEREREET S REF LT = A

(1) Bn5ik: X ek n] UAFR e R ILE S (Flin RSA, DSS)
BTG

(2) FKEHHANMRAREN, MFERGERERREDMARDL, il
P R ST F KIS

(3) MERAIEEMN, BHEEREENE AR TELHRBEEA.,

3.3.5 EAP-TLS #UiEEI4&=0

RFC2716 PPP EAP TLS Authentication Protocol E X T EAP if
TLS AIEHI A . EAP TLS Request/Response k&S INE 3-3 Ao,

0 1 2 4 5-N
Code Identifier Length Type Data
53-3  EAP TLS HidgE ot

Code: 1—Request;
2—Response.
Identifier: 4HBhH#1T Response 1 Request HJULHL.
Length: EAP R, 3 Code, Identifier, Length F1 Data 1438 A 28,
PLE=/MEEI B 4 F35, #7145 EAP Header.
Type: 13, fREAA EAP-TLS AJE.
Data: 0 | 5-N

Flags TLS Message Length TLS Data
Flags: 012345678 bit.

et ettt
LMSRRRRR
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W= [EEER02.1x tHi¥ & EAP-TLS iAiF

ettt et

L=Length included, EA7X/~E 3 /5HEH TLS message Length 12

M=More fragments, BR7T &5, HREEEFA

S=EAP-TLS start, EAP-TLS Start message & &4/

R=Reserved

TLS Message Length: 4 F77, 58] TLS Data FHSE

TLS Data: MRIEWCREBETEER) TLS &, —4 TLS idFMBAKEL
16384 17, {H2— TLS {HEWREEF L TLS idF, A T#h—RiEEmN
EAP-TLS /HE/&@H PPPMTU KSR E K RADIUS S KFEE, % E TLS 1A
HIBRIE A 1398 45,

3.3.6 EAP-TLS iAEIHFE

EAP-TLS tAiEiTF2 WA 3-4 Fiors.

(1) BFYL& U EAP start 1§ 515 RINIE

(2) AP K HERM, BREFWMAHFL,

(3) FPHMENIER, % H KA P25 SRS EIRNURIES AP,

(4) AP BRI 415 BEHEE RADIUS Access Request £ R IXFR
%%gi

(5) RADIUS fRG#F5EF F 2 8B E PHLER A S irS,

(6) B P HUEIHIEPIEAR & 331K 5 473

(7 BPPERFRILE CHIBEIE T,

(8) Mr=siEidiE PEAER S NS4y, X B T HEIME

(9 FEMBENEMERY, FPHVAMREBBIB T L2 iEm
Master Session Key;

(10) AubfY), RADIUS AR458%(7 AP %% RADIUS ACCEPT M54, K
FRIFEHAGEL,

(11D AP [M% ' HLEE K EAP Success 4.8, NIFFRTY.
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IR RSE TEM L EM R

—— e _ .

e —

GClient }4—» Accesspoint [«—» g:':lgf t;uul;;thi:ritciatt:
Start > .
BEARBEITBIERHF
Requast A 2%
* Identity
identity > Identity >
: BEBIES —— WESES
AR — ﬁﬂﬁhﬁqu _ »
IR PR EEHRER
ii*g g o >
EREA ¥
Key - * Koy
X13-4  EAP-TLS RJIALELFE

3.3.7 EAPOLEEHXZE

A2

5| A TLS AIEY LSS F EAPOL JH ERAS BT UL B 3-5 sk %5,
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B

IEEE802.1x #pif A2

HRiFE
EAPOL-Start

AER

— EAP-Request/ldantity

EAP-Response/|dent ity (My|D)

e

EAP-Response (TLS ciient heiio)

EAP-TLS i
IAMERR %5 2%

EAP-Response
(TLS certificate
TLS client_key_exchange
TLS certificate _verify
TLS change_cipher_spec
TLS finished)

EAP-Response
(TLS ACK)

--------------------------

EAP-Request
(TLS server hello
TLS certificate
TLS server_Key_exchange
TLS certificate_request
TLS server_hello_done

EAP-Request
(TLS_change
cipher_spec
TLS finished)

e EADL G ccacs

P 3-5 EAP-TLS AiF EAPOL i B i3S 1 i
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PRI TR AA

FNE TL&BEN T 2IA R EHE

4.1 TEBEM R EIAEER TR

4.1.1 |EEE802.1x BE\EHE S

FRGEHIAIET 52 75 IEEES02.11 WLAN 3145 5 A IEEES02. 1x BHAIE 1%
EZmgty (BdfEsE8=5), ThRUT%2RE.

(1) 802.1x & MR, ERAMEEIHE -, MARERS%
HIFIEE. B, BrehEaEas T P i S 2 MRS, BnE ‘A’ [
AOABIR P MEGERN S 2 S REER, SHhE AL,

(2) BRI R S 2 MR G SR A S 4k, —ANhEd
REE ARSI P TR U 6] . Foln, Mas T A Bt — N T FRIERE "8 80211
BEWT, JFUA AP SMYRIRE THs, (BEREE P IOMEEENTT, 2w,
WAHERTRERM “Shis” SERUH P RIMBIER, SRS P MAC TTEUES
EESTARLL eI

(3) TFEBFELERS (Ddos) BbH M ATAERRLE, MBS
BRI IR E AR
4.1.2 FeiR/St MR SIAEEE AR

TEARBETIR, REMIELEFIR 2a AR BN T, 7
[EEEBO2. 1x B A BINL, MAEREERE AS GAFRE),
WATE (AC) RO 73 (STA) 3 M5y (FIERIGHM M ILED 4-1), %z oot ians
TERARZEYM, ACHSE0IL AP (O HIBEREE AP, NELEITH
T EAP-TLS, TAIERR %3358 A1 H aULLRR B RADIUS ARS8, 353543 BAP-TLS
Wi,

HATHERSET [EEES0211 TEMXT RSN GERANE) MEx,
RAMZEFHEYIENSE, S £ mmEY.
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SRUUE TCEE RN f2 AT AE R

HHy REFIHES I 4—2 BOR.

| 7 - i

Wiralaun NIZ LR WANEER [T P LT
AP .l.c

B 4-1 LeTsk R e

o
][] JFI
||Prmi Ill"fm

3[ I

| 802 3 WAC
‘ il

i h
1|

G0z, 3P |
B

4

STA AP AG AS

P 4—2 TH R & ATEEE
KPATT R A
B BATE EAP #) LRSI S MESUS], £3082H TH8 TLS
PR 4R EAP-TLS BEE5A 2008 (S S HIEt:. B3 EAP AR
D3 B SHE BT AR R M. B TLS MY, 45912 TLS
MV T RPN NLE, A S 2 S AU AT . ZC2 408 BAP
LR SRR RE A RO . Fefl TSRATET TLS WM Beug ik sk
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JoHR IR F L Em i X

FHFABXZ [aHE5I EAP $8 C BsE B AR B, Wb AR ek B
HEHEREY . FHEH, KA EAP-TLS BEHAESIRE T
PN R (B AR AE . I Th R R A S RS . IXFR L RE Rt
%mei%%ﬁmmﬁkﬁﬁ R AR STA B AP HMTe] — 5
Uk, BMAFTRERIE SR, Bl BIME{hEEmS B3k T 1Esi 51k ) 82 18]k
3, A TR E AR
HiR: ZEAIPIRIN B A AR T IR R s B RS . $UBIEAF
AR F AR REARS 5 XTEIR R AR 802.1x RIKLEIT BTN, 802.1x
KHIFIR SNMPv2 Him D B TiAFERBNG, BN7ERIF SNMPv2 SCHEE I
HIFASE R, W8 TR 58 IR &R BSOS A fa] se R R 3 1)
w¥, ERFRFERE—AFNE, REHNERREHTHENRERE,
BT D3 E IR O, LA EEERRE . 818 &4 SNMP
community t}/ {E&R& W B RR public, 1Tl SNMPv2 & 3104 —4 18 5 43 % B
fil, BREEHAEERNZGEEANAE, MERBANZLRAE. mE
TEA R K FSTE M) B A RO B5 IE BRI . Boh, B Mek
(RSND HUHIEHRA, HEFEIN AP ) STA (248828 A ERLE], SR
FHEETR, S8 ECFHSE, [FIT RSN AR A 3 R B i 3 0
SENLEIRVE BRI S BOIR .,

4.2 Jeik e M= A TE
421 BHEERM BB ML

EHEEAHEH B S BRA MR NI RRR N LA, RS
HWiaate, BRI, /765 SOKE. A, S8, S0, TE. #5545,
ZR. MENEREAR. FHERFRESDRRI G S8 TR,

%iﬁmﬁﬂﬁﬁﬂﬁ%‘ﬁﬁﬁ?%*%%@ZIﬂ PR R, LABIE& AT aeH
B, fF AR,

(1) FAFERRIMERR .

(2) MBI AT ARBRAERE R, WA AEL S — A2
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HE LR AR iR

SEAR S A TN HEL AT URSEE .
(3) MEFHSATFHAZITFRER .

FHEHRETLEERETEHNES 25N AIERS, 0 CA GIF
BB .

EHRFRIRS, (EABEN—BNHERE, FLLT LR
(1) EAHY (BaseKey) BUNEHEE] (Primary Key).

AAPIZESH RS AL, AIERKITE H TS558 AW —3 A
F B & AR, SO 3548 (User Key), ER T2 Y@ TE R,
M EHRE RSN BTSN AR R, kT

(2) &1E%4H (Session Key).

S IEE R PIANE S 2 F P i — RS BT R BT I 4. Y
BRI AT IR R BRI #4H (Data Encrypting Key), %4
T ORI FR A SCHE4T (File Key). 23EB4AM0/E B RATRATRT LI LA
WEMEHEAREH, GRTEANTLEE, XL H R P X5 Tl
SETE, T R F MGG A R FBENT, Tl AEX
AR, XM ER®ES (Private Key ).

(3) EHHMF S (Key Encrypting Key)

TR RIERN SR ROUAT I N RS, SBEME A5 S84
Ao —MXREH,

R 7L EJLR2ERY, AR B B A A I A b B (R R4

422 BREME RSN MR SIELEHRC

2P (Robust Securit Network, RSN) £ IEEES02.11 T/E4E TGi /%
FARH IR 2o A PIRER, RSN 124 T 7L A [REES02 11
BRTRGRO 2, I EARE,

(D) 22 tEfer i,

(2) 2 AP 1 STA {2 B8R AN L),

(3) SHFFHEETER,
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IR TAb KRS T 22 F A 3
et ——— e S ————

(4) &R EH
(5) 395RBEEE & LS,
(6) EEFEEHMIHIRI

HFEEASZFF RSN (non-RSN) &, TGi #lFE T ZatReE R BILE.
ZEMEIEIRTIHEARZEER STA ZHZ VSR EREE, S AIE
i BHHERDNCI B/ AIRN I EHE.

WIS RSN, AP 4 472K RSN AP 1 WEP AP, RSN AP 37 #F IEEE
802.1x ANERAHE ML, I HREMEFEMHEH TKIP f1 AES; WEP AP
SFFMASMERNE AP FrRA KA S, BIBMFEEAR 40 Eifak 104 B
FFH WEP i,

FRE 2 32K RSN A2 5 304F IEEES02. 1x AIFIL, STA AJ L4y h =3,
RSN STA. A3Z#F IEEE802.1x AUFEMMESCRE IEEES02. 1x ZHEHE BN
WEP STA. RSN STA 3Z#F [EEES02.1x IAIERVEEIETRIMY, I+ HeknEE
fH>KH TKIP A1 AES: WEPSTA JCig &1 37 ¥F IEEES02. 1x FHE TN, H
BIHEMEFEMKH 40 LhFER 104 LRI WEP &k

AP WRPEACE LT STA B8R BRI S E BR AR AR v 8 41 4% s
Eff. MEBEEHMES BEBEKIK S WEP, TKIP, AES.

TGi 7£ IEEE802.11 #r#ERBHBFIMIMIA+PIMAT RSN FEEB T

(Information Element, [E) LLpgET#& AP A STA H28A S22 2 EEHIAL B S
Ol. STA MK HE AP FHEFRIT (Beacon) MIHEREMT (Probe) H78%) RSN IE,
LI ER T AP #9&4tERe. BB STA HXBE (Association) FEHFEEE

(Re-association) iF=K/HEHH) RSN IE &4 T STA, HIE AP HIBCE M EHF
RERHIZBMERE. BHIL, STA 1 AP SERR T ZAMERERIHNFT. Bh4b, 78 IBSS
T STA [FI##iEId Beacon M Probe NZ 7 B+ RSN [E, M 52 gt
BRI STA B2 MEgE,

423 %A

X

Nill

WIERRINZ 5, A AL AR % 888 B 4= 32 FIAIATE %47 (Pairwise
Master Key, PMK). LS IAET AR, &% EAP MEFE HiAdF
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FWE TREEMNZ 2 AERE R

WAEPEEIEREH, BIREENFEFH, WHEKH RADIUS 1E4 RS- 23R
B, MIEA A Vendor-Specific ' #1+F /B 4 MS-MPPE-Recv-Key(vendor-id=17)
5 PMK ARELAIEE

HIEEFHAIESE ES 31 32 #9700 PMK, XIFESi5#4H (Master Session
Key), & T3 HEREIHE 2, 1BIE PMK 8324340 (Pairwise Transient
Key, PTK) 4xTM75 2005 B 85 FhE e .

TCEK SRy ) SR I B8 FE TKIP (. Temporal Key Integrity Protocol )
A1 AES (Advanced Encryption Standard) Fift.

4231 TKIP #{ABX

TKIP P& H R IR UK 4-3 R 8 AIE G , 85 X7 #3548 PMK,
AJEMRIEL PMK DL B BRI E S, A A 512 HURER PRE-512
BRELFH PTK, BUPTK HI3 1~128 HUA$1E4 EAPOL-Key MIC Key, 55 129~256
ELHF1ES EAPOL-Key Encr.Key, 2 257-384 ik Milait hnass54g ( Temporal
Encryption Key), 3 385-448 LUEF#E Temporal Key Owner TX MIC Key (Fi%
i), 5 449-512 HERFAER] A Temporal Key Owner RX MIC Key sk
). &5, Temporal Encryption Key 283 PR IR S HE S L RCA a4,

PiBA:

4 4-3 HIHE PTK B4 AA (Authenticator Address) 1 SA (Supplicant
Address) 7 Al AUEEFTHHEH ) MAC Hilik; SNonce F1 ANonce 451 £ B15
BHOAEE R BB . FE 5330 F: PRF-256 (Random-number, “Tnit
Counter”, Local Mac Address||Time), X}F HiEHHIAILEE, Local Mac Address
377 SA 1 AA; Random number AN 32 4 MR ATEERENLAIEE Time
2 2R G0HIT AT E]
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PR Tl A2

Master Key {(PMK)

Pairwisse

PRF-512

(PMK “Pairwise key expansion”

Min (AA, SA) | [Max (AA, SA) | |Snence| |

ANonca
. e~
Pairwise Transient Key(PTK)
512 LL¥ |
EAPOL-Key EAPOL—Key EAPOL-Key EAPOL~Key EAPOL~Key
) Key Owner Key Owner
MIC Key Encr. Key Encryption Key TX MIC Key RX MIG Key

|

IAIERERT S, Min SR Max bR B0 BB 1 kAot

FHFIER) ol PERRE.

Per—packet
Encr. Key
RC4 Michael Michael
% 4-3 TKIP XS EHZIX
&5 W itk (LA
IR L N EEEY

LERFL (I, F, L) BRELEE 411 MEE F P EEIFA

TGi =R PRF FREERE T SHA| BHAEEN HMAC i), HEX

H-SHA-1 (K, A, B, X) =HMAC-SHA-1 (K, A[Y|B|X)
PRF-128 (K, A, B) =PRF (K, A, B, 128)
PRF-256 (K, A, B) =PRF (K, A, B, 256)
PRF-384 (K, A, B) =PRF (K, A, B,
PRF-512 (K, A, B) =PRF (K, A, B,

PRF(K,A,B,Len)
{

octet 1;
tor(I=0;I<(Len+159)/160;I++) {
R=R|H-SHA-(K,A,B,D)

44

384)
512)



B kR M A uE @R p i

}
L(R,0,Len)

f

DB, A HNNAEINAK PRF BEAFRRE, ¥ A—4
{Ei} 0 H9779, X A—PMESEHFET.

PRF pR &St B H T LR P AR GZKERIE S 128, 192, 256,
384, 512, AL ALEEY, TG R NAIRE > Ddr42 4 PRF-128, PRF-192,
PRF-256, PRF-384, PRF-512) HA I,

4232 AES ZHHERX

AES HEH SRR IR INE 4-4 Bizs. FEINERRDIE, BE5$ 548 PMK
(Pairwise Master Key), RGHREN PMK LK E G RIS, A
PRF-384 bR (Hirth oy 384 LLAF) il PTK (Pairwise transient Key), HX PTK
58 1~128 tLRFYEA EAPOL-Key MIC Key, 25 129256 L% 4 EAPOL-Key
Encr. Key, 5 257~384 LUASHERIGAT 25 %548 (Temporal Encryption Key), 5
J5. HIEAMA %4 (Temporal Encryption Key), &5, ik % % 4R
(Temporal Encryption Key) #33 CBC-MAC %75 ! AES INEHEH,

Pairwisse
Mastar Key (PMK)

PRF-384
(PMK “Pairwise key expansion”
Min (KOA, NOA} | | Max (RA, TA) | |Snonce
| | XONonce)
S .
Pairwise Transient Kay (PTK)
384 tL4F
EAPOL—Key EAPQOL~Key Temporal
BIC Key Encr. Kay Encryption Key
L (TSK, O, 128) L (TSK, 128, 12B) L {TSK, 256, 128)
‘ AES {

%l 4-4 AES HIFHFHEWR
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J7HR T RT3

4.3 MPEFEREINSH

NS RFRIPPRETIH, fERA PO I 22X IAUE. EE4[] EAP
P eh, SRR 5 A RRUARAE . RATRAR TLS P iIuSsRT
HI RN LIRE R (RIUEIE SR B FTAEIX 2 (S5 51 BAP RIS ss L R 2,
Gl DB AR R B RS RRANS. BN, Be iR A e B /N A
Z R B FIAIE . N P R RS R R4

ENERERRETRETENSE, BHEHEBIFE AL B3
PMK RAHFEIR, 3 HE2EHH, UMRIETLEEER PTK. A, idpus
B4 OB 5 PGS BB LN I35/ A PR A 41059 (0],

—

4.3.1 MSRFEBRVEN

gn3R IEEE802. 1x AUERL), AIEH 7] BHiE& 5% EAP-Success, ${JSAIT
AV DB E TR F AR .
H4-3 H EAPOL-Key(S,M,A,T, N,K, KeyRSC, ANonce/SN once,(GNonce MIC,GTK)
FIE NS 8RS LT,
® S: XN EAPOL-Key Information f] Secure 7 »
M: X5 EAPOL-Key Information 59 MIC £7.
A: Xth EAPOL-Key Information # Ack {i7.
T: X% EAPOL-Key Information ] Key usage #5847 .
N: X¥R EAPOL-Key Information {] Key index 7.
K: XThY EAPOL-Key Information ] Key Type {37
KeyRSC: XThY EAPOL-Key FJ Key RSC 1.
ANonce/SNonce: %f EAPOL-Key Key Nonce 12,
GNonce: ZH#£HH] Nonce.
MIC: Xfhv EAPOL-Key MIC 1,
GTK: %{¥ EAPOL-Key Data 3.
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FIE L2 RBMESAEER MR

-

502. 11 T 4Eul

802, 1xE &

-

802 11EEAS
802. 1xIAIEE

EAP-Success

SNonce=T —KeyiTH2H{E

‘ ANonce=T—Keyit# #R{R

HFlANonce and SNonce iT3PTK

-

EAPOL-Key (0.0, 1,0, 0, P, 0, ANonce, 0, D)

EAPOL-Key (0,1, 0,0, 0, P, 0, SNonce, MiC, 8SN !E)

™

. FHlAnonce and SnonceitMPTK

4.3.2

EAPDL—Kéy(U.I.1.1.G,P.KeylV.ANonce,MIG,SSN e}
*Eﬁ'PTKiQiTK/RK ‘ HRIEPTKiZ M Tx/Rx
I ATEKFIMIC Keys % 3| BOTEKFOMIC Keys
EAPOL-Key (0, 1,0,0,0,P, 0,0, #I1C, 0) &
N EAPOC-Key {1, T, T, U, Key (ndex, Key |V, GNonce, MIC. GTK)
EAPOL-Key (0, 1,0, 0, 0, G, 0, 0, MIC. 0) "

JL

THES

K 4-5 HEHYIELL

oL

VPR FHRAAEE M RIEEEHAMERR PMK, F4HN PTK,
F 1 FH ROE 1 A S M B MRS R k. TRt R

(1) Auk# &% EAPOL-Key /5 B, H
Authenticator->Supplicant: ANonce
(2> HiEH H ANonce #1 SNonce F&4

% SNonce Hl MIC.
Supplicant->Authenticator: SNonce, RSN IE,

MIC (EAPOL-Key MIC Key( PTK (ANonce, SNonce)), EAPOL-Key message)

(3) Ak ANonce FT SNonce =4 PTK, 4 MIC Kofiis, %%

47
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IR 1R ZE T M AR

EAPOL-Key /88, HPH.E ANonce, MIC SR HIE &/ EM %4,
Authenticator->Supplicant; Install, KeyRSC, ANonce, RSN IE,
MIC (EAPOL-Key MIC Key (PTK (ANonce, SNonce)), EAPOL-Key

message )

(4) HiEFHKIX EAPOL-Key HE, HINFHCDETE.
Supplicant->Authenticator:

MIC (EAPOL-Key MIC Key (PTK (ANonce SNonce)), EAPOL-Key

message )

JiRH:

v B EAPOL-Key i B33,

MIC ZiH 5284 E (Message Integrity Check) , MIC(X,Y), X &
#HH, Y RMMGEBEERRNEIE. Y 2 EAPOLKey A, X £
EAPOL-Key MIC Key, HH PTK =4,

ANonce zihil#E AR ENEE X HOFELE R THEE, BiE
FHHAFWRIE =N BRI ANonce R~ IER .

SNonce 7= FHiEA F=A4 T .

Key RSC B SFFHY Lrirslit2as, @ Ho0.

FRIFEEIT ZIX EAPOL-Key /8 B., Request 78 | B2 INHRT 1,
WHEE X BHHE ACK [V E 1, HIHEE K LEEE ACK A&y
AR ZES AN RN Ri%E EAPOL-Key 4B MIBIENAMNAEE, th 2%
ACK EfIH) EAPOL-Key 4 8.

WIEEWRINSBFOE _REE, BHFH RSN E Flk3©
associate K RSN [E AHHLE, iAW SRTHE =AM A,
FHH [ RSN IE FIHEIH) Beacon B probe response Jirh ] REN IE
AR, WIRRIUAR, TR, RINTE L TR,

4.3.3 H#EEAEH

HEHEFHKMA FEERIEFAESE, RELE RS BER T A
REITHERAVIGAML, AT,
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BT LEREMIEINERE P MHE

(1) AIEFEAHT GTK, INEME, 857 EAPOL-Key HEH %

.

Authenticator->Supplicant; Key Index, KeyRSC, Enc (GTK).
MIC( EAPOL-Key MIC Key (PTK (ANonce, SNonce)), EAPOL-Key

message)

(2) HIFAIWEIFE S MIC 25, 8% GTK 323 is ik
LR,

Supplicant->Authenticator:
MIC (EAPOL-Key MIC Key ( PTK ( ANonce, SNonce)),

EAPOL-Key message)
(3) HiE& KIS EAPOL-Key 58, STAIEZBEITHEIA.
(4) NEAXTWRIFTE B MIC 8%, FHH3S GTK %0535 /# i

ALl

A

Key Index z= AL 25K S E M NS/ s iy =],
KeyRSC BRI ARIFFIHEES, R TIEshE R T a4
Rk, BABEARNE,

Enc( GTK): A% GTK H//l
EAPOL-Key encryption key /% .
MIC (X, Y) ERATEAEHHE.

FIEE B &% EAPOL-Key #§5, Request (¥ B | R4 B HEE
2,

SNIEE RIS BTE N E SR ATAE RN, S5 s
BFILH. |

H

b

—

TEFEAE~ER PTK 4K

ACEAFS, secure T BRL, WREAGEHHTEIRIER,

4.3. 4

AR F LS ERSHL

L. HIEERESH

an

4-6 Fron, BHIEHEIUEEFE, W) EAPOL-Key /HE, #HA
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FTHRINM R ETEMREEAMR T

STAKEYSTAT R%, AW BIRE BT, TP BFRE —REE T MIC
Kk, HeHBEFEERE. StaProcessEAPOL-Key R HUR 7 & B0t B2l B i
EAPOL-Key /HE#1T MIC 2%, #3E3H) EAPOL-Key /§ B3 Ri%.

il

TALEiE K

L 4

AUTHENT ICATION

FEYEAPOL Koy {

4

STAKEYSTAT FEUWEAPOL-Key
S SEMICRETS

StaProcessEAPOL-Key

K46 HIFEHREN

2. IEERAHL
FEARBHLIIR TS SIS BTSN B, S4ERE
EAPOL-Key {H.8., MM SERFANVIEAL. S5 LLF 8 4IRS DISCONNECT,
AUTHENTICATION.INITPMK, INITPSK, PTKSTART, PTKINITNEGOTIATING,

PTKINITDONE, INTEGRITYFAILURE.

WIESETE TEEE 802.1x AU /S, PMK E0% Fise /M PSK. (Pre-shared
Key) 1EAFHME—ZX, N\ PTKSTART M, W EHEE RIEE—4&
EAPOL-Key /HE, WEIRFHMEINY 5, HEA PTKINITNEGOTIATING &
& WHPTK, HEEEMK% T 4% EAPOL-Key #8, WEIHHEZMEA Y
Ja, REAPTKINITDONE. Z M PTK MIMhiE DA, Bk st
¥ N\ PTKSTART EHHEHTHHRT

TELERZ,  anSRAETRE I IR P S B B MR, AT LS Rk, it
LA B R LA R AR IR SRR A S v A TR 5.
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RNEF L2 kM w2 A IR R Ay

435 T1ER#E

VPR TR EEIGR TR IR —5 7, BRI AIEE e
v EHMFEIR PMK, P=A87RY PTK;  [R)ES th F Sieal & e i o sk i s / #8 4k
PRI,

E 47 B, TP EFAEHEHDEYIHE S, BEERAES 2 RIES
VR R RIETHRIN 4 %% EAPOL-Key .8, XHIE RSB FE LRI Bk,
JBIAUE, WTEE| PMK, FEEHE, B EHEEN PTK, B2
i ) PR A

FRif&E IAEH

EAPOL-Key (0,0, 1, 0, 0, P, 0, Anonce, 0, 0)

EAPOL-Key (0, 1,0, 0, 0, P, 0, SNonce, MIC, RSN |E)

EAPOL—Key (0, 1, 1,1, 0, P, Key IV, ANonice, MIC, RSN {E)

.‘_

EAPOL-Key (0, 1,0,0,0,P, 0, 0, MIC, 0)

S 47 TSR T-HE AL

4.4 TNEE RIS

TEASCHRHEH ) WLAN Z A E MBS BB R, S T 6544
ik CEYIEEL RS RRTEE, SRA B SRR, SR T
TG SR T B AT e Iy e A PR ] 3

4.4.1 ERERIERIT

EERBE (LB 4-8) I0F: BIFHGMAE P REREAGAEES R, K5
FAER, HEINT FRER Rl e . RN SR A T4 e, pipsy
RARENERIH P RIEMIERK EAP-Start, FH AP 4 F25bRIAA, MEEAH P
ﬁﬁﬁ%ﬁmﬂﬁﬁ:EMW%MHwﬂﬁWEUﬁ%FEEﬁﬁMﬁLﬂ%ﬂ

1—!
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I I T NGl Bt T i

% Logoft, M P It — it (A B HET S bt BRI EEE 5.2 EAP-Logof £
KA, FoRE PALRINGS, MR SRR P, B R
R DRI P, T3 R S TSl 2R T 2 S U L I 55 5 S S
R, YR PIE AEI TR T, T DURIIERNG, SAhS
R RIRAE, BN, ST S M, TETIE g T 2 4]
KL B, ST EAER, BT IR P S Bk
RIS, B SR EGR L RE, MIZE R IR R A . e
ERT OB AR 5%, SR A PN LR, SRR T AR T
R HET R P AR AR o, IOt AT A R LA R P 1 204 B,

Igolr, NG

l

,34 B

T -
It T - T

o e : - T o cisroL s . \ ll

- ay e i - . T i TR o8 9y SRR R A b I
<7 EAP-StarcREFHS > - ow<? EAP-logelf o LI A T4k . M EL! e RE
e e e e A ] LAZERE ACER :
e e . - i

T ""-.__“_ - -
l/& l 2

///// -“‘"\ﬁ'--'-'--““-
- A R 2 -

< ] /J::;; MERF, ESHHPTERE

. ——
—— ——

IE
¥

l AR S T A B ‘ Fl%Logot [ J

l

o
_".,__..-" \_“\
——
T
= o
T -

< NERIIISER B T >

-~ e

Mg, EH~ R
7%
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AT LR R A uE S R f fg it

442 TAMEAEREGSEIT

4421 TAERRAGIHGTRE

KH EAP AIEA AT, AP —RIFABHIFE BB BAP (58, LTAiLg
EAP AUEPMX, RFEEMN GRS BHEEARACE, iR amiss
RADIUS k%85, tMXENAFEWE 4-9 i,

4422 A EEREYIRFIGIT

XTFNIEE, 28 TEEE802. 1x WML AEZ RGNS HR S SR ANk
TR

FIRBBEATFHGEH, AEZ RSN T RE B TR, =
PRI 4-9 FiR. ¥IHE462 S, #EA Disconnect, £F Connecting R&TF
WEEARRINR R EAP-Start, WA S IERIT FAP UGE, X E AT A
& H B IEE ROE. R ERE ID 25, BEAAEYER, =i IR sh /5 YRR 4
wnZef®, 5 RADIUS RS- 3GIATINGE . ZEWCBRAEL BEIRE Y 5, UGERTIN)
ATV SR FR BN, FTNEEIEA End, S5k,

‘ Initialize

l

‘ Disconnect .
{ Connecting _}

o 4

Timeout]| |re rxRespld
AuthCount<=reAuthMax
Authenticating
| reAuthCount>reAuthMax
Authenticated
AuthSucceqq AuthFail

d-way— handshake }———~———ﬁ End

% 4-9 ANFHRFRME
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RN RS TEM T E M

QIR —ERIR R AR R, BEERVLPIESF—ERNE, EHE
BRI, MR URIAIE,

M 4-10 foR, SEREFFSEI T A imAR G2 RS, AEEE BHiFHE HA
UEAE B BT B8 T8 R4S RADIUS IR%5-38, [EIRPIURENN) RADIUS ARE- 2814k
LR REEHIEE
FHEGAIEZ JE#E A RESPONSE (MRY) SR, AR BiEE RiLF 5
FERE B BRI RADIUS 4830, MRS 854K .. W MRS B RI Bm Ry 2
aReq, TR, ZREEEITIAIE, #EA REQUEST GER) KA, MEIFEHEE
ZEYECL, FHERRIEFENIER, WRKERIR RN R e A, W e
THEESCOMESSR, BEN SUCCESS (ARN) ERFAIL (kMO RE, AFTiss
Ko MRE—E I IB PR FIIRS BB (aWhiles =0) RATHKER
AMEIZ Fim PR, JIEEAN TIMEOUT GREBRY) R7S. ARZ-S2[81%) IDLE (Z5pH)
R, BXRERIAE.

RADIUS thilf£H UDP 1E AEEE TN, FH Socket 4RFRskscil. AFE
M RE B TERERR R A THUR G RIS TR, SOFF EAPOL M. B/ Sk
5RZEBERESCEHEIETY B8, AEE SRS SRR > A RH
2R TAHE A

|

54




PUUE Lk =ik % A IERE RS 14 2
- e — e —— ]

- ]
| INITIALIZE [
l autuStart
' 1l
|DLE ’4
RESPGNSE
aReq 'FIREBP
l RE{]UEST J——‘

rhtlijjitffﬁf,fffxffflx
Whi | e==0) 4& (reCcount>=

axRaq)

_ T

,ffﬂ‘“huﬁih
aSuccess Te—o aFat | :::

| |

“—*—-—~—+ TIMEQUT

J SUCCESS 1 ‘ FAIL

4.5 STA igpyraEs

B HL IEEEBO2. 1x FHPRAHLLL RS S B iR AHL, R

ﬁﬂ g’ 4—11 Eﬁ}]\.

451 HEFRIEE

5 4-10 EARE ST

STHEXT TEEES02. 1x 4 T Bk, PP EPIRENUR A H S 2 5AGTE,
BIRKHRRYE, e seoiat 47 T ALl 52 B A UGE. AP TFIRER,

REH I REINEFR, BT
FPERAE, B4

BR—UGAIE: AP IEZEANE— M B, 54T

ARIZ T Logoff, P KBIZAEERS, S5

JREHRARNEER, X~ EHRESEEF - —JOAEH 554 20s, FTLUR
EARBPRESIX — R E. iXHE, KA SR SERINTT 20 A AE ISRt T
SRHE, NEE LSRN P AE, HRSMTE A R TEE
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PRI K% LE 2283

PR

SHEALES 3 ANTFER4Y, IEEES02. 1x tANME. TLS IAEMIZEEHEH, F

PRI T E R, BHORE, B AR, SCBll IEEEBO2. 1x HPRAS

Pl, EXIT

UEEE AR5 S

EPEERER; JAUERRDD, A FIEERE

A T

FIERRER, HEAT

]

oo 0 RSB & RS R T RE 20 B e BUSE B,

Authenticating RECEAE TLS TAiFEEEL, 1577 2], JRERA

SRTE R

CLRE, VOB AR AT UINE & / S PRI L], ARG ATEE 54, 1

FINEREER, AUEREE D

—AILE.

—

4

802. 1xhf ThtiE

’ InitPMK

l

DRFRM, BHHAE, BPWATLLEFRARE T

Fj PTKStart
TimeoutEv
l EAPOL—-KeyRocvd

ating

PTKINITN egoti
TimeoutEvt

TimeoutCtr>N

h 4 v

EAPQOL—KeyRscvd

PTKD one

TimeoutCtr>

Hﬂﬂl

i)

411 B RFENEERER

452 MFiEFEHAE?

RS

L1

P

J

56
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HIE e R ML S IR A iy

vaa AR PMK, P47 PTK:  [R]IH-Ha F SR8 40 B i e n s fn 3 / gk
HRBLE] & SEBLR S T 4% FAPOL—Key H B RIRIEFHER .. AEE M)
HIRERIAE—. Z4HE, BiEERAEEREE . IMLHE.

LU 25 2590 VH B P 2 R T B 1 BH

0 1 3 5 13 45 61 68 77 93 95

‘TYPE i Key | Ksy | Replay Key Key Key Kay | Key |Key Data
‘Infurmtim Length | Counter { Nonce A RSC ID } MIC | Length

%] 4-12 EAPOL-Key B EHE

Ksy Data

(1) WIEE M HIEH REE—RKIBE, GFT ANonce, A HITEAAMERIG .
EAPOL-Key (0, 0, 1, 0, 0, P, 0, Anonce, 0,0)

Descriptor Type: OxFE

Key Information: 0x0089

Key Length: 0x0040

Replay Counter: 0x00 (8 &%)

Key Nonce: HI PRF-256 (Random number, “Init Counter”, Local Mac Address
| Time) THHEZH

Key IV: 0x00 (16 F3%)

Key RSC: 0x00 (8 %)

Key ID: 0x00 (8 F¥)

Key MIC: 0x00 (16 %)

Key Data Length: 0x000

Key Data: NULL

Gﬂ$%%ﬁ%%:%ﬁEN@§TWMWﬂME,ﬁ@SMm&WMMwP:
£ PTK.

EAPOL-Key (0, 1, 0, 0, 0, P, 0, Snonce, MIC, RSNIE)
Descriptor: OxFE
Key Information: 0109 (Ack & 0, MIC &1,
Key Length: 0x40

Replay Counter: MEE-—4474 8 8%

(REAFE—HRIHER)
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FARTWAY L¥MERET

Key Nonce: &#EZE—4&H B RITHE /7723 3)] SNonce

EAPOL-Key IV:0x00(16 F=71)

Key RSC: 0x00 (8 &)

Key ID: 0x00 (8 F)

Key MIC: M EAPOL—Key HJ Protocol Version BJF45— EHE| EAPOL-Key BLZER
THFEHE MIC H. FE, THEREE Key MIC 824 0, (HHTEEE
o5 ST MIC B ELE A EAPOLKey MIC Key fEAZHL, M
BUTH R FELZ KA LLE L EAPOL—Key MIC Key B/ PTK HIET 16 47X
7o

Key Data Length: 0x0004

Key Data: 0x25 0x02 0x01 0x00 GXEIEHR T H{EEF—H RSN IE £&:0)

(3> JAEF B SNonce #1 ANonce F=4 PTK, FHHXMIC ks, KiEFE=%
HE, HPEH ANonce, MIC KRB LFME/ BAETEER.
EAPOLKey (0, 1, 1, 1, 0, P, KeyIV, MIC, RSNIE)
Descriptor Type: OxFE

Key Information: 0x01c9

Key Length: 0x0020

Replay Counter: increase 1
Key Nonce: ANonce

Key IV: 0x00 (16 &)

Key RSC: A TH=4HE
Key ID: 0x00 (8 %&9)

Key MIC: $+&IH L

Key Data Length: 0x0004

Key Data: 0x25 0x02 0x01 0x00

(4) HIFE RIEBIAHEE, AT ISR,
EAPOL_KGY (Or I: O, 0: 09 P, 0, 0: MIC, 0)
Descriptor Type: OxFE
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BV AU R AR s

Key Information: Ack B0, MICE 1, F

Key Length: 0x0040

Replay Counter: M =4iHEFHHE|
Key Nonce: SNonce

EAPOL—Key TV: 0x00 (16 F719)

Key RSC: 0x00 (8 %)

Key ID: 0x00 (8 =)

Key MIC: &L

Key Data Length: 0x0000

Key Data: NULL

59
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TR T R F L FM A R
W

Initializa();
startWhen, authWhen;
he | dWhan, kayWhen;

l

Disconnacted () ;
iR NS Tpermit, newpkt;
FT T M B4R #ERacveapol ;

l

Connecting () ;
TR ER WstartWhen;

Newpkt&& 5
At
Startlount>= i -
maxStart
il agd:of
write_recvpkt
Exit
AuthSuppResul t=FAILURE
Rﬂq l d=y
E 4
Logoff
v
#F—R l
MR
AP is busy '
Sleep (30)

% 4-13  ZE PR ARAE
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HME TR L MERETEE

L0

l

Acquired() J<

ReqAuth? >

y

Authenticating () -

e B
4wayhandshake R I} !
arthSuppResul t=Success

WA MBE A, TR

eapSuccess? 2]
[ Keymanagement - eapFail?
State~ LTINS A2
Unknown = Ex it' .
authSuppResul t=FAILURE
Stata=m} "
ﬂ State=Failed ;&
E !

v ] by
MR MR
dwayhandshakeff D! 4way handshakek R !

authSuppResuit=Success Eit
AL, TR authSuppResu | t=FAILURE

AR 413 B PIREERA TS
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)TER AL RS LM A X

46 IZ&BEIMNEEIARFK —IEEES02.11i
T BB IR MG N e, TEEES02.11 TIRA FAEF KL

brtfE IEEER02.11i, A R FEA A TKIP (IR 588 0130 . AES (5%
FHIINEFRAE) IEE B IEEES02. 1x AUEHHMN.

[EEE 8021 I TGI{EFA DEREDEHIT T G FH 2B (TKIP),
TEATIERR TR, TKIP B WEP —#FE:TF RC4 i, {BLLS M7 A500,
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