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Abstract

With the growing recognition of inner network security in the field of
information security, the trusted computing technology which introduces trusted
platform module (TPM) on the mainboard as the root of trust has become the hotspot
of endpoint security. The paper studies the trusted computing technology, and depicts
a prospect of peripheral TPM by realizing main TPM security function with USBKey,
since most of the computers used in the e-government can not be replaced by the
computers with TPM recently.

The peripheral TPM is achieved on the basis of analysis and reform of BIOS as
well as careful study on the details of implementation of TPM. Therefore, this paper
studies the fundamental theories of the trusted computing, the main components and
functions of TPM and analyzes the main security mechanism of trusted computing
technology.

On the basis of studies on the fundamental theories of the trusted computing, this
paper studies and analyzes the security problems on the root of trust for measurement
BIOS. These problems have been ignored all the time. The studies on BIOS security
belong to a new field of information security. And the advent of relative theories and
products has rarely been found. On the basis of detailed analysis on BIOS, this paper
introduces the design and implementation of BIOS security examination system,
which realizes the examination of hidden trouble in BIOS, and thus ensures the
security and reliability of the root of trust fro measurement.This paper also analyzes
the security problems of the 64-bit EFI BIOS released recently, puts forward an EFI
BIOS security enhancement solution, which reinforces the security of the root of trust
for measurement.

To achieve the prospect of realizing main TPM security function with USBKey,
the implementation details of TPM must be made clear. For this purpose, the structure
and function of IBM’s open software TPM_emulator 0.5 are studied here, which has
been modified, improved and tested the TPM commands after compilation and
debugging. The authentication of trusted platform in TPM_emulator 0.5 has been
especially analyzed in detail. The data structure and implementation process of the
primary function related with trusted platform authentication are introduced and the
TPM authentication function may be attained by transplantation of these emulation
program to USBKey after some appropriate modifications.

With the study and analysis of BIOS, BIOS security examination system has
been achieved and the security of root of trust for measurement BIOS improved. In
addition, the means of modification of the root of trust for measurement BIOS has
been attained and the implementation details of TPM made clear after the analysis and
debugging of IBM’s open source TPM emulator 0.5. The research of the topic has
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basically attained the expected goal of study and emulation of the key technology in
trusted computing.

Keywords Trusted computing; BIOS; EFIBIOS; TPM; TPM emulation

m



e % = B

ENEFRFEXHRIRBENMAERNER THITOHA LERRBHHF
FER. RERETH, BT XPRIMUSFERBUS T4, RXFAEEEMD
ABERRRBEELHHARR, EAEEARGAR TV RSN ETHENY
RSO SUE B TUE AT AR 5R—F TR R EX A ST EE Tk
EERXFETHRMEAFRTTHE.

%Z ‘/@}; 21 B #. }"“'2 . ?. 3o

KT IR IER R RA

EANTETRILRIWREFXRE ., EALARIHNE, B FREN
REBTRIXMEENM, AFRIREAMEERE; FRTUAM ST LTRE
TRE, ATUXARH. BORACERFRRFL.

(RE B CTER T G MR T AR E )

B, 'X?MF BIT%4. m At > . .30



% 4R

1.1 REERIR

FRBREAEFERMEZRSEMOGE (ABEHEEREHHAR)
(60573003) At B FRIFF R TRERMAESIE (HEHL BIOS Z&RE) .
(AIE T EAREGMFA) T EERE TCG HREMAEHHENERE WA
ZATGHBILRAGETESERNARE, (iHEN BIOS Z&RERSK) HH
BIA BIOS Z2FH, RitFRX—EHHEN BIOS XERERGEX ERITEN
BIOS P T RARBREF T LA, FIEHENEEREARINNEE, A
TR FERR L.

12 BEMARE=
121 AEHEARE=S

FRAGFELZANENEERER VK. BHEHEERIER, X4
BRI AP EREFTERAAERREES, SEREHRER, SEEFRARSA
FEBREITHR. YRR ENERER BN REBAMENEFEF L, X
ZHEABMBABBAELGHNEES, BLEREBENBHEHBRBREHRE
WMALEMEIKK. MREBNNELRREFERIIBZENGFHR, B4
ZERZENELEHIE, BLAFEMIE LBRKZEZL2HEE.

KTk, 1999 £E( IBM. Intel. AMD. HP MK S4TSR EL K RA/R
BT {5 7+ & 8K B (Trusted Computing Group, TCO)MEEFETFTNHBEFEURE
M ESEREZEHN. ENEERREETENNESGTFE LIIAZETHEE
F, Bd&eThAENKERENZEFERMEE LRERENZ2HE.

122 AEHEEERRAESHAIAR

BT ERRERERE, TCG 2 2001 ZERAG TETEHRSEH T
EFEMTE 1.0°L3k, F 2003 FEHEH TTPM MG V1.27, JEREHW AL
WMARAFEMB LA T —RFITEMOATE, AlaEE R, TERER. T
RFEH. UTENKEESME, BUEFENIERET KKE.

il IBM. HP. Inter &/ B#8HH% KM T RAHE TPM LhEEH PC Hl, Intel
AMD HRIET—R=RPFINTEHEER. THEKY Vista RERGDLE



T KRE T HER LB X

LT AETHE IR,

REETEHENAASTFROESER EEXRRPH, RIGHEAT
2004 EEH TEARER B XV RKESE TPM ThEEM {5 22BN BEAR 2005
FRETETIEERANZLT R, KB, B, P+E. REESAFHLET
B EITHEHRT T KEWA.

ERXRNAFEHEEARMAARAEFRUEEEN, 2005 FEREBLEHRE
ZRSFITRALT AEHEIEN, FRBT 5 EEEirERTR A,
Ft—HHEBAGEHEIANEREARBEELEET, “863 " tLE3T
WEVWEER, AFERBEIF. PEMERNTEEERLEREALEE
SRR AT RRIT T oS v R I AN BB 9T

BB A E T H R R M TE PC FEFHN, BREH RETIRFNA
SEHAE ZBZ. IEHENER. XBEANNAEMANES.

WEHES REINXBERE: EHENRAEH. TPM HRZKLEH.
AEHEPHEBEAR, FEEER. FENEER. TERME. TENE.

AETENERERMARE. EEER, TEENEEERR. SEEER.
AE AR,

R REK G EHRE— B CER LY BAETEHHEERSURE R
MNERFREEEN, ZESRFAOANTGETEEREER. ANTEEELT
FHERERM, BEBINNRORGENSIETEHNEERR S TE W,

R T EHEONAEERE, TRETENNARTEITERRNREAE
#. ERIA{E PC #l. TPM THECELBRILIFNA, 1BRHMRENE ST
BEHERE, BRANERE, FH- B iTRKH4 P BN L% TPM Bk,
XAKHPER T W 57 E N AR

1.3 REZTZMREFS BINERES

B ERETRET R ERNAIE TR, BOFNERETHENE
WAL E—, HEFEHER. BHEAE. EPREMEFEE. b THEOER
BALEHENERE, HENERRAZLEENRERTEE, FREOEH
5#&EHAMELR; ATROFEHERBANETENER L, EFEAKER.
FHEENESLET, AEERETFRESOME, ZRENEF RS ZIRK
Rl THE TPM BAMFHHEFEHEER, TERNAETEIBICRATER
RS R, PERRE R LACRA P ERES: 55 BiNEFREREANER,
AP & vt EHER R B & A ERER, Tixt T AMAP REL—FH - &t E
PLE R RS FHE.

MAMEEIRAE THEHER LA RE B ETFHRELRE? BITER



Cm-w s

BAHKE G, HLERNZE MR RFIH USBkey SERIMERS ZE IR, B
FELHAEHE RN, X2 HiTHE B S REAE.

USBkey & B#II ENAMNEHEZEER, USBkey X5 EFEHEEZHFE
FEEMEIEE, AE CPU BHRCH EFEEYE: CHPERIHRMIERK. B
FETWLELE; NE. LLERRPHT. DETENLRAFH#T; USBKey
PERBAEREXT N, B ITEASMRFRERNR:; AEREAHEASY
Bk, EHRPEEABKES. TENKSREBRX—FHEE TPM RETE TR
REL—3H. BEE R EFET A USBkey B SN ZFBEENGRFEREZLE
4, BB TPM1.2 BLVE7E USBkey 558 TPM I EEhEE, S —FE T USBkey
ISR fEF BBtk

XF SR TPM B8R, NMEMRRTERAFHENEELXH T EFXEER
BNA] R AT HERAR M 8, T EMR T RO ERERSHENERREE—
Bk EHEEE . FHEFEE. FRREEPRETMESHE. HFH,
TPM REEHETFEREER, PENTEHENLAXATERRGR, &
ET USBKey WSMERTF P E P, FTUHAREN B X HEEE %, LEME
AfE R A E A5,

& 77 USBKey L3280 TPM X ETNREX—a R Hix, BB HHEEF
SRBATZAFTEMHAREGER: —. AUEHEEEZSNHNHR; =, 7
FE 2R BIOS Z&RBHHA; =. A FEERTEREST.

1.4 BXEH

233t 5 E, HEMUT:

B1E, 418, NMAFERBESHANE:

F2E, (FHEFEFIETLIHEHR. AERHIRAENA{EFEEER
MM, AIE P AT A EHEENE. REEEVE. TTENENEIET
R RE 3T

F3E, EEERNZEENR. FAST T AEHMERRBLRATE
EER BIOS KEWEEN, NMETRETE BIOS &5 7548 BIOS
RAEEBRFHANBERHA S LR,

B4E, (MEFEERGESI . METEEX TPM T EREWFRZE,
BEGERERENBBR ST ERANEM T SAE T & IAEERS

BSE, GRE. MEUHTEE, T —HIENEE.



F2R AEHETAEEERENHTR

25 AETEFREERSNHMR

—AAGEHENRRETER. TEREFE. TRRERK. TENAR
RN (A 2-1 iR « TRETENERRER. YENE— MR, B
BV —FEEE, MMEERTHIEGTS, BRERSE BRNA, —&IAE
—R, —REER, BXMEET RIEMNMIENRSE, NTHEENHTEN
REMTIR.

BIREIAEE

T
AR RIER S

T
EE R &
T

GIEE

2-1 AR T E N R SR %
Figure 2-1 Architecture of Trusted Computer

TCG K B R EAENF REEM, W X509 FFIEH. [PSec RFITHL.
VPN. PKI. EEFENEM EFEI—NMFEHEER. TCG iRHEME, X4
BAERB R TS T E AR O R TPM(Trusted Platform Module, A[{5F &1
).

21 AEHEEEREMN

AEHEPEFHRNEERG, EIRTEFARRTPMR AT &R
BAR(TSS) -

2.1.1 TPM KR LEH5ThEE

TPM RAETHEEARKEL, B— 1 EFEBEEBERNEEBANE
FERS. HAEHEFE EPTARSRERTERR, BER TPM HTE
BHEARBIS, XERESTAFETEFENTEE. TPM HEFERARD
B 22 Fios, B AR, TR, BEHBIAER HMAC 31%44
HHEP. '



FERIARZFT 2183

|
1/0
Z AR EE AR FEHE(KG)
- HMACS| % FEHLZF =425 (RNG)
SHA-15]%  ERIEA
_ Opt-in - - PATSIEE
Ik B R EAS S RIS

B22 TPM GHEAGREH
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Figure 2-4 Measurement Mechanism of Trusted Chain
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HATHR, FF7E BIOS IR BRI _EXT BIOS #HATREM T, MBRLER
iR G HE BIOS BB %4, X TX4M BIOS Ri%i#{T SHA1 BH, Bl
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B U HEES PR ERAEEEA.

3) OS loader SR ERGHITEE
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Rtk BRSO S TR & . B2 windows EARFFBUERBR RS, STHITE
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4) BERGEHNARGHEER

RUHBETEERFERZENEERS. B, RAEIERTERESERIE
MENZEME. U LENAREMNEERT TBERNEEZS, EFERS
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FEERARR I DI R BREEE, RAERBMAEDERBREX, FEEE
MEEERETIE, FENREEFARIEICLHTERESRE. BB RSV
%, RATgesy 6L MaMEEA T, HFTELEeN NN ERE, UHE
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HXA N AR FATIEZERR S, S FREERTEFEUREEERAK
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REFEH (Bind Key) FIRE—FE LMEBNREE (Hm—3t5HHREH)
MERSI—NMFELRE: BEEHRRATREZNNAEFTREN,
FHEA. FFEL (Authentication Key) & FREIFERSIERNXTHREH.

£ TPM P BREBEF=ZAFHLE: KiEF4 EK(Endorsement Key), 5447
AIK (Attestation identity Key) FIFFfEHR % 4H SRK (Stored Root Key).

EK £ —/MEKN 2048 LLRFH) RSA AREAX, FAEHZE TPM WEFF=4E, KiT
AR RTAE TPM ISMB. F— TPM UE—AFETE, EK 2ME—/, HE
—H7E TPM AHERYF, EHEREEMER.

AIK AiXRERFREERGEFEOSMIER. EK HEE AR RS HE
BA % £ AIK FIE 37 TPM Owner, B TPM 8 Owner 3R 4E FAFE4R 2 4 SRK (Stored
Root Key), {#H SRK Rm#. AL EEH.

SRK 7EES TPM KHHEEN=4E, ZEFHNFHRETE TPM HEF X
F, BERERNEEATUEM. SRK MAPERGEHESH, BEERNEH
HEEREEN R ZFANE, & TPM BHEME RN . 2iEHR TPM K7
FHE, SRK L FENBER, A # SRK HEREENF RN EE B LEMEH,
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Figure 2-5 Root of Trust for Storage (RTS) Architecture
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R pME—E 4R
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AEHEFEPREEN—MESHRE TPM K SH, BEFEREE. F
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AK B—IMELEH, TPM £/ AK KRiFEHACKH S, ARZT AKK
LRMLE, HBRACELLETT TPM KLE., AKK FHERBRFERT EK, B
RERK AK FHREEEMTRTFEREK KHBAER. XHER AIK 7L
I TPM M B EASHBEAMERER, BE T AL TS, Bt AIK
PRFEALBRFANENXE. 5 4 EVETFEHEMT, B3 AIKiE
BRERERE & ERFRIT AN .

2.5 KE/NEG

FEIHERUVEHENELAE R, SETFFENELRHR. TEEEHE
R TPM AR fE5AFER TSS G M5 ThEE, RSN EETFEHH—T

- EEENE. TRAEISIMTEMENSFR ST, AEATRRIES

PR SLEKEM . EHATETHEFSTELSRLRET, EARATRFETE
BASEARINFE, BEAARE TEAMGETERIATHELEERRNATE
MR, H7E 2006 FFREGFEBREFEWERGRIEBE B LRREH (T
R E R EARE AR M3
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#3FE W{5E SR BIOS MLl

$3E W{EEER BIOS MREMHMR

3.1 BIOS R&WMRMENX

BIOS (Basic Input/Output System) BUHEHNREHN—PNEBHRES, EL
BUEHENER L ROM S ENRERSE. —RTE, £EERELEBHE
ZERPERMRZ L, T2 T HEN BIOS BN ZLXK. B BIOS A
FIRMF XM BIOS TiReHIT B, BIOS ZEff ARA S AR ELHEMN,
EFENZEREHENIES . BIOS FRUEMZ LRI FENEZLEE,
N THRETER BT TRERZIHREREKYE . RENZERFRY,
BEARGHER. R REMEEE RS,

EFFEFERLEF, BIOS BIEEAHNEER, REE ERJE:X, Bl BIOS
MZETENTFEFEHNAREXEEN. AICETST BIOS HREHRIDHT
A BIOS frUEIBFEAMIZEL, LILT BIOS E¥HUHEER, BETUFHEEER
Ry =2tk

3.2 BIOS 2 ERIE

R4t BIOS #ITRERENEEZET BIOS XK BN EHLEAR
FET BIOS ARt EE, MildE BIOS 4K S A IRTE,
KB BIOS KWZ4RE; Eilh BIOS prEAEMEARERIEEIE Y S HEM
bk, HERBrEEt. E3-1 2R4%M BIOS Z2REREEA.

ZERBERZHK BIOS SCHEITHE SR 55T BIOS BB BEATHNT, B3]
BIOS # A5 B BIOS £#{5 8, BIOS £&#i{5 BEE4AL BIOS M5 MESRK)
B BAER . ZERBERSM BIOS X2 B HHEEHR F BIOS #4&Kk B
BEPHE—IREBRE, BBHIFEN, 76 BIOS FriE kP TR EMSHHIT
B, ¥ %€ BIOS FEEMZ AR &, RS TIZ M BIOS TR B EE IR BIOS
RIRTHATRIS B, HAERZRBERHEERRE, MrERBREEERER X
BHXT NIRRT ER 0 — & B B R BT HR, FE R RS i se Rtk .
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3 T K% T 2L

BIOS R&H A G
A
BIOS R«
) = =
w = @] O
= 8 17 7!
? = £ i
= . Z Bl i
% B 7t [V A
f2 = f 24 i
ICA }‘g l& ﬁ
E & 3 I
- + = B
BIOS 22 ERE
A 4
RFPy

B 3-1 BIOS R ERBERER

Figure 3-1 Principle of BIOS Secure Examination

3.3 BIOS & ERRAN

THHEYL BIOS Z2RE RGRA C/S 81, B4 MNFRAWR: XFETRE,
RS TRE, ZE2MTRE, Z2EETARR (WE32HR) .

BIOS X# |, Tceap .| BIOS fAfiifR% | TCP/IP | BIOS ®&4r |, 44 REEE
TRE i’ FHRY WFEL REI FES

EEED s o le—%-
CEREE BIOS BIOS géﬁ}

BB EA frx

K] 3-2 wHEHLBIOS e BEARLLEME

Figure 3-2 Computer’s BIOS Secure Examination System Framework

KT ARG TR EYL LEIT, ATLAZE Win98/Win2000/WinXP R4 T
BT, REVHCRAE T ENLE BIOS #4305, it TCPIP M4 F&EEAZH



®B3E T{SEER BIOS HIEEMNBIH

EREF RS

FRE T RGET TCP/IP MW H B RAETHE N BIOS KA, Xt
AL .

RENSMFREWEER DLL F, HEBETREATEN: EBFEREN
RESNTFRGIRE BIOS HE, HREMTTRALH R LT HERI TR

H
o

ZLERTRRATAREMTESHER., EHRIEREAATELSE.
ZEEBETRGEL TCPIP NEMFFERE T RERICKEEH 547 BIOS #¥
x, HREHERTEREMTTRAHT N, RERSIERERGHF,
FATER M TIR G

34 FHTREMEITEERH

KT RGBT EN EE1T, KEBCRA BN E A EF BIOS
MBI, Bid TCP/IP MK A ELEBIFHRE F RS RETRSH A C+
FR, FTLAZE in98/Win2000/WinXP RA FEfT. RETFRENKER RERE
BIOS # 45 B R AR BIOS KHERKA.

S F4#4 SMBIOS (System Management BIOS, BIOS 5#4E R4 K HIERE
O KFHERL, TLUELhE SMBIOS HZEHHRBRAZ R, HEFHH
HEAT AV ) . — B8 B #E B0 A Sh Rk B2 O 18] SMBIOS 45#, iXAM#E SMBIOS2.0
PRERE T, M SMBIOS 2.1 FIEX MR AR FHIESRFH; —BRETX
G, RAAR Table Entry Point BI3E, XAM5iE M SMBIOS 2.1
AUEFFEAEER, $THia LitEHa2ysk SMBIOS2.3 171, BTl kA
TREWMWTTRE .

A T3 BIOS MESH, HEEV A SMBIOS EPS ¥, NYEAF
0xF0000-0xFFFFF [al 3 #xEF«_SM_”; HBEHME 16 MNFH, HES5@E S A
BYTE &E£XEF“ DML ”, WHE 2, EPS REIHKEI.

M EPS % 18h 47T LA78 5] SMBIOS HIERMWEL RN E, XHEBEFEE
B5F BIOS E4{5 B # TYPEO FIERFTHHHER. @S ELL EPS R,
W33 TYPEO BE %, BABF BIOS WEAE R AT EEM AL TYPEO
9 09h ) BIOS ROM K/ME.

3.5 REHSMFREMRITEELH

RESWF RGN BIOS A H#THR, RIGHRIE BIOS 2K BEN
FRHERSZE R BETASFERD A FIICAD, B BIOS fEEEMIZ 2 ®,; RIEHERK
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R T KRBT EM AR

BARMREREHEZLERTFRAMLH.

BIOS Z& TR B BIOS ThAE ARk EIRERIEE —E ML WA
BREK . BN RERBEREEER RSB E e LS, kBEH
FEERETE: KIS MEF. HHRER . BRESKE. BEIREFKE. BRE
GEEE. RYST BIOS BEXFHIEITIERE, AT BIOS BB 4T FER
XL AAFEF, RERELBENPHERKE., EREEEGER, BERA
BRI 1 Gk IR ST B 3B S

BB RS, KEBSr BIOS MR L4768, BEXT BIOS #TRER &
A, BAURIX L R 66 AR SR R 40 5 7 BB AT B BAFE R M s UL AT .
BIOS #SRESE — KA MARESREE, FER LZSS M LZINT Hik.

BIOS Z&RBETHFMERINKEN BIOS Z#2RE. REBRFTEN
BIOS &R BIHE K 4 FrKA, B: BIOS IhfEMEmRI& 2. BIOS EEERFR 2.
BIOS ¥E KK &, BIOS KGR &,

BIOS RIBHIERHER, MAERE BIOS HkFHRIBETHFBRMH
BN T BRI TIAE. R4 P BIOS KBMERHEE, BT bERAERR
PEERANXS RARAE RS ER T B B R SE L

BIOS Z&MT5I B EREMZLPITE. B 3-3 & BIOS R&4HT5%
THENEREE.

4

BIOSEAF R

BIOSE 48 St : BIOS A AR AT

BIOS%'E%E%%W—‘—H BIOSK B335 BIOSZ I R

A

BIOSSTER XK E

g

BIOSHRHEA DA EE

| BIOSZ 2457315 -

K& 3-3 BIOS Z&H5 BTN EREE
Figure 3-3 Principle of BIOS Secure Analysis Engnieer

BENEIERPITERA:

HH— EEBIOS A, HE BIOS RH,

HB FRIE BIOS K H, HRIEISLEREFMEH, M BIOS A
J FP FRATT H AR R 45 8 A 4 A R 17 i BB ST  — BE R SO

SB= MEERBEETHE—NRERBER, EERMFAERGE
FILHCR RS RS, HE BIOS RIEEM L LRKE,

SERIN STAERPATHATRIEER, HEERKEERNE, FE5nERE
FEAEE T % RO BR A9 B BT HO, B BIOS REBHEHRA e
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B3IE AEEER BIOS HRSMWIHA

SBH BESB=MISBNKNER, £ BIOS &R B RRE.
3.6 RGOE(TIRE R
3.6.1 BIOS #HAEIE

BIOS Z&RBEEFEIGE, BENFEERATEFHERES FRAER,
{§ ] FTP hiURBUR % 28 L 75 RIFTE BIOS M EHEA, G B ARBH EN O
RBESEVINEER, FARAFPRENTFHERSTFRELAFEERNNERRR
%.

- RS TRIBIOSHARTR ————
FS [BI0SHERZIR | A
Wit [BToS 14 |
Oz BIOS_iS
O3 BIos_is
[J¢ BI0S_18

105  BIos_19
s B1os2
07  BIos_3
{08  s10s5 ~i

3-4 R5HHTRY BIOS #451%
Figure 3-4 List of unanalyzed BIOS Samples

Xt T RAHTH) BIOS #A, B AT LUEFERTHZAE A BT 20047 o

- B THRIBIOSHERRER

S |srosHEREw |
[J: BI0S_0
Oz s10s_t a

| BIOS 10
O¢) =zwmss |
s : Lo
Os| =% L
Os  Bios_t7 v

3-5 ©4H#t BIOS #£4%1%
Figure 3-5 List of analyzed BIOS Samples
X F BRI BIOS HEAT LIEE 1% BIOS HIVEA 20 A 53 .
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AU Tk R 5 T2 2418 3

3.6.2 BIOS R&KTEL

BIOS & B4 R E/RNAEIE: BIOS #4/5 E. BIOS 4#15 8. BIOS
TERBEELER.

BIOS ZA(E Bid B E BIOS MEXE LR, BFEUTEBI: BIOS ] H.
BIOS (K& . BIOS #4115 BIOS K#aff(E. BIOS A S . BIOS RFUE R .

BIOS 4#{5 BICEM K E BIOS HIMERIENTE R, FIH BTa AT i s sk
ER. BMEHRERELLITE BTN BB, ﬁij%?ézi_zﬂ RERAF i SCAF
BIRSER KT . MREFKE . MRIEZFHLER, EMERIfEH

K 3-6 Z7r%f BIOS i&ﬁ%#ﬁﬁ}%ﬂﬁ%ﬁiﬁ%%ﬂ%W‘%EE@ﬁﬂﬁ%s‘ﬁo

3-7 £75 BIOS #&RE, LHEKE BIOS FEMNZERE, SR
ERZ2REBCOEREREBLR. RERERE, RESTNER, E2IBRTE.
TERBEHA,
-HMTER

- [B0sEAER]

T0S] 7 - Phoenix Award

BIOSICE & 262144 Bytes (256KB)

I0SFAIS :  07/05/2002-1845-183627-6A58VR16C-00
BIOSKEAMATE: 2002 1A o5H

T0SMA2 . Phoenix-Award BIOS v6. 00PG

BIOSHRAZZR ¢ Copyright (C) 2002, Phoenix Technologies, LID

[BIOS&HIER]
1. EZERICES 50000000 (Hex)
NREZR SYSTEM BIOS
o RRERE R D:\_BIOS\eFTP\Release\resul t \PTB_V12C. BIN
o] SRR 131072 Bytes (128. 00KB)
B 3-6 BIOS A {E BEMEME B E R
Figure 3-6 Output of Analyzed BIOS Basic Information and Sructure
|59 | RABREH ﬂﬁﬁx& Fﬁiﬁ&ﬁﬂ gam xﬁﬁﬁ% :
I NBREERNRARE nsEaReRE JRISHTHT ;’rﬁﬂfﬁmusﬁéﬂﬁxﬁﬁ&&ﬁw}]% mm»ﬁm

¢ SERTFIES sEAReER FRUSTTAT HEREEBOSRE T ERFIIR, I ENRE THERIE |

3-7BIOS Z2&RBRELER
Figure 3-7 Output of Scanning BIOS Secure Hidden Trouble
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#3 % AEEER BIOS MEANTIT

3.7 BIOS &2 BEMIRERBEAELTE

FETRAZRUEREEMTHRE 2, NZRE % ESRLES BIOS &
258 B EERbR AR RE R EE N T RE .

ERTRERUMI IR, F BIOS Z2HAE WA R HE#RT BIOS &4
B B EEARHECRDRE A BEREAT N, MR, HmEBSE RN, HRNFEIIIT
gL, HEAEN BIOS ZERBERENWAF TENEY.

THEHLBIOS ZERERLMES, TEREIREEMBIEN BIOS 2
RE B EER BIOS #ruE RIS HEAE M H . BIOS %4/ BEEM BIOS WRHEARBE A
BEREEES, TEBIOS Z2ETWARMKBNEERERE. SR,
75k, $t3f BIOS ZEREL R R BUETH—SRIEANM T, AL Rz
# BIOS Z2&KREBEM BIOS IRHERBEHRE; Ridk, BHMENIENTER
#—{EH T BIOS RARE S R ME = T EAMEm .

BREREN X HT H BLAY BIOS B2 M, AW M EE BIOS 4K B R
BIOS #REACROREARE, MWHAMEMEGERITEY, HETMEHITEN BIOS
ZERNBRENAF ANRMAREFNMENNEELEFGN TR, FETET
HRmEL.

3.8 EFI BIOS R& MMM SR

BIOS X E 4 ABF, —FERTEV8H 16 AL 545 BIOS, F—FF
ERTHILEELEH EFI (Extensible Firmware Interface, # 4 BREAED)
BIOS, 4 BIOS AMYAFREZ4KH, MAEH 16 M LEXSITHREL™
EEBFE BN ENTIRIE. 25 EFI BIOS BANMUA R R T £
% BIOS L0 &, RINHFEES B SNEEE. EFIBIOS R4 B M
R, BEBEETEINEGEE R, FERERKNIFRME 4K F &AL
EFI BIOS XA ®EAET IR, HEFKFHISALIEE: EFIBIOS MEHMEFK
e, REEEERAR, FHEEMES FHIE; EFIBIOS 4% NE KK
F¥, 3 TCP/IP thildR4A%T T4 BIOS EE T/, RUFBANTERLE.
BEHIMSHERE.

EFI BIOS AR A MAHEVREFEF O AN, HNREATENTFRW
RAREHE. MIEAEFEMIE, EFIBIOS RETHERNRERTMR:
1. RER®YEViial, B7E EFI BIOS it i EFI BIOS Shell 2/, BT/
BEEREERBHXR, FAEEEHNRIERAR T ABAER FRZ R 2.
BB ER, BIZE EFI BIOS 0] AR E N SUS 3h 30, 8 &8 5 /3 5070
P IMARIER Agent KRR, B LHNREERERBENREKENRE
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R T RETRRL LT

Rk,

A AR HFIA USBKey LM ME—IRIR TR E S8 BB EVE RS FHLES
R Z2EHIAE, 833 EFIBIOS KEZR2, LT FNHKBREHAENZE
BHEHE, METUEEERNZEME.

3.9 XE/NG

TEA BIOS fEA TR EEMETFHIYEL, BIOS ZeMASLRAFE
EEN. FEFEEREALE BIOS XEFEAMMHFRELE. BIOS 2K
BREZINT X BIOS ZERBRENR BTN, AEXENF BIOS &
£ EREMN BIOS Z2RE RS EERNE T BANLIAXLERA, A
X B FTRAME 64 AL EFI BIOS MR & ME, R T 2B FE, HE (55
REGREBEE) 2007 F 11 BRERELHN (—FET USBKEY i EFI Z41835
BIFHRY MR,
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F4T AEFRERTENM

B4E  ARETEBRAESH

AT 7 USBkey L8 TPM FEIEEM T & B A7, XA Xt IBM £ A # TPM
{7 ¥4 TPM-simulator0.5 #1T 4w 1%¥ iR, 447 TPM-simulator0.5 #4344,
FXTH EE R RIE SRR RERITO, FiE TPM ThEESEILN
M, AEHEBHEB USBKey FLHL TPM ThESHT F XAk,

TPM-simulator0.5 & IBM &A1 i) — M FFERE TPM FER A48, (iEEF
FIEELE AR APl REE 2B TPM1.2 MR E . TPM-simulator0.5 2514
BEWUMBRIAZTETT, TTLMAELIARS TPM KShEE, R— et
BeEN TPM I EA.

4.1 FEEMHFER

TPM_emulator-0.5 ff EBET Linux #ERAHEIH AL H Linux A%
BA, ZERIZHFIFRARGN TR TRNEEERNTEENE, XBEHEH
B)P7 EFF B4 Linux Debian &1 Ubuntu Dapper (6.06)f% .

BERNE ARMTAR, FAREXFRTHEAHNHEERRTE, FFL
4 TPM_emulator-0.5 REU T INFELE:

1. 3L TPM_emulator-0.5 4Ri¥IFE

AT REHITHAZN T EEARGE, BATERLERGE THIFE
UMEAS BB EF AR KRG 0. RELERFHTN gec H make Z4miET
BA, FTE LI fakeroot(th R /) T A B UMEF FH fE4E fakeroot TEHFITH
k.

2. WIRBERGEA

£ Ubuntu Dapper (6.06)#1F % 4t L4 ¥ tpm-emulator0.5, & ¢ NRE L A%
W (ABEXHEBRERTR) 41, REXAXEF TPM emulator-0.5 (iEMKA
BESE 8 linux_kernel v2.6.18_rcS5.tar.tar EH 4ii% W .

3. RREMIEHEE

FE4%1F tpm_emultor0.5 B Y B, FEEMRCELERLETRE T GNU
MP library, XANEFEETHEGHITEECENTENOEE.

4. %wi¥ R % TPM-simulator0.5

T ERIBHELEITZ S, ¥ tpm_emulator-0.5.tar.tar fFEABREIEERR
F» AT make ST RIFREE.

IR BEELERFPAMEREZANER, EHFFAALIBRPEETE
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R TS TETHEE R

(1) ZEFBRERSEE, FAGEEBEN TPM _emulator-0.5 15 EBHT RN
B, BARSERERENARIIE TPM, BRENTEABRIRZENAER (B
BN AZHNBRE T XGRAGER) , RAEXAXEF TPM FAZEZHEERT
REEFHFEUB A BREITHEARENBENRENEMEN. ZRARE
4 1F TPM_emulator-0.5 HE A, TN %ZHE%HF TPM_emulator-0.5 (i HEH L
ERETRRE S, HEER.

() BELE tddl (GiFETAHITH test_tddl) R4 BT WAL 50
HOBRFAEGSESE. ELEIF TPM emulator-0.5 (FEARE, ME LTI
— N EFORGSETRNLREDE, ANFTF—MEREHITES
SRR AT B AT PAT SCHF test_tddl SREA R BT ML & 0 RIZEARLH tpm 74,
MAPITERTERSSITRMLHETOFEE.

42 (FEBHEESTH

TPM_emulator-0.5 E4EEFH /M B AN NMEBI A, APMXHFE R
435K crypto, tddl, tpm, tpm_dev, tpmd F1 tpmd dev, PUANEEBHISCHEST 514
AUTHORS, README, Makefile f1 ChangeLog. T EFiR:

TPM_emulator—0.5

crypto

tpm

tpm_dev tpm

/

AUTHORS README Makefile ChangeLog

4-1 PiRBKNE XA

Figure 4-1 Structure of Directory in Emulator software

BN BRI AERTT

crypto

B F TPM 40 Fr AR BR B 2 B S A3 4E, BRI crypto 1424 T SHAL
Hash B3, HMAC, rc4, RSA FHINERRE L.

tddl
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Fa4F UEFEEIGEM

1 TPM R4t T —/MEjB& B TCG Device Drive Library (TDDL, TCG # %K
HE) , FERERBIEOMIIEE.

tpm

BET—RFEI TPM TR R 5.

tpm_dev

E 2 EF K B2 8] TPM emulator,

tpmd

—AMHAPANE T, FRMIT TPM i E, BT unix socket Riff5.

tpmd_dev

— AR, XS —F TPM IEMHFR, RETREFSNRLIN,
Wk B L B 1% & /devitpm RN TPM, HEBET K& RBERTRNESE. ©
RETEAGZ RS, FURGERFEENRSE.

TPM_emulator-0.5 E4 8] H R AR WA 4-2 Fi7w, tpmd B S&E1T
ML E D, B e UMM A TPM fr S HIIAT 4 RIE 0, test_tddl & TPM
MAMALWE D, NZEOTUMAENRN®S, BANE0Z BT socket
HATHSE.

TPM 4 Egggf § s
WmAEDO
<socket> l tpm
K——>
test_tddl <:> tddl <> tpmd
(tddl B &) o crypto

42 AR BERZBERXR
Figure 4-2 Relationship of Emulator’s Directories

Xt TPM (i EFREFHHAEELFPLZ tddl, tpmd, tpm F crypto X JLAMH
FH. B tddl, tpmd REMIEFEFE Makefile #7017, &1 %iFRE
B85

AT ETFREFRH Makefile UL EARNERFHFTE.c Bh HBETHRE, =
SN ABEFTREFER. '

tdd] ¥ f] Makefile 44 7% tddl.c fl tddLh BN B, GRIEST 5 .c U EAE /ust/lib/
BZET, hXHEETE/ usr/include/ HFE T o T test_tddl.c 3043 AR tddl ()
NAEF.

tpmd ] Makefile 7% tpm F crypto KX, HiIFBEN tpmd FAEAE
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Jbm Tk K& T W28 X
Jusr/sbin HX T,
A3 FEGEFIERESH

43.1 Tpmd BRIEFLEFEES

tpmd FE 5 A 4-3 BiR i =304

tpmd

tpm_emulator_ tpmd.c
config.h

B 43 tpmd BRER

Figure 4-3 Struct of Diretory in Tpmd

tpmd.c & P R HEERF, E7LUED unix socket 5 tddl B, mlbEEl
BERERAY, RIEEAGIFHRE tpm BHHAT A E, 18 3R m 57 SUE T socket

££[E] tddl.

BRI, tpmd.c MHREEWE 4-4 FioR:

LERANEFAEHA tpmd £ clear W%, BFFHEF. BEHAN
parse_options () ER¥Y, WMIBAHMSE () WE opt_foreground I (£ TR
EREFENEE) HFARERIER. RS FFEHLE&/deviurandom, #]14
A5 5HIMW, BIEEZ R opt_foreground HITHWIE, HEAGMSHBHFLE
(main_loop()) . main_loop()ZZIEFHIXEZ &b, B 4-5 ZXF main_loop()ek %k

WK
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F 4T AETEERGEM

main(int argc, char **argv)

Fra&

\ 4

parse_options ()

EHTRAZH

y

init_random()

¥TFFBENL % &/ dev/urandom

A

init_signal_handler()
VIS SR

NO
opt_foreground = 1

daemonize ()

BRI EEHRE
|

A 4

main_loop()

Fria e A EFER

44 tpmd.c BFHER
Figure 4-4 Flow Chart of tpmd.c

main_loopQE M FEELH T M ESHMEXIIAE. RBOET socket B HIE
B, #H readQF writeQRH, EHURBASIE, THE tddl HEE.
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FEHE TR TR AR

main_loop (void)

FFoh

init_socket ()
¥4k UNIX socket

A 4

tpm_emulator_init ()
YI454L tpn emulator

l >
write()

i out A KR

A

tpm_handle_command ()
HEMS, ERFE out
A

read()
BEEREIE S in A

T

accept ()
it socket B IEEE

Stopflag ?2=0

&l 4-5 main_loop() & $ 2 B
Figure 4-5 Flow Chart of main_loop() Fuction
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BA4E TETFEERIESN

432 tddl BREFILERESH

tddl B3RP EEWE 4-6 FrRm LA -

tddl

tddl.c tddLh test_tddl.c Makefile

4-6 tddl EFARK
Figure 4-6 Structure of Diretory in Tddl

Hep test_tddl.c RARMAREZHEINE (tdd) BECELFELF, AAEE
BUEZ 5 AT#1T TPM 2 R 5% . 7% tpmd F2FF E2E1T, MRS
BWF:

# make test_tddl.c

# Jtest_tddl

test_tddl.c MRFEFFHR N E 4-7 FoR:

FERF7E Tddli_Open(Q R EF AT T open_socket()F! open_deviceOBI k3L, 1
BFS5 tpmdec BFBIM T HE#. T# Tddli TransmitData() 88 3 # 31T
send_to_tpm()F! receive_from_tpm()eK $3k K %X FEMCHIE . ‘
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FH TALRE T W A3

main()

Fria

Tddli_Open()
B35 TPM & REhHES:

v

Tddli_GetStatus()
HEIE ., REVRE

3

Tddli_GetCapability ()
EEBEKz. TPM KRREER
WEEER. BERMER

v

Tddli_TransmitData()
Rikd4E TPM & & IKEh

;

Tdd1i_Close ()
X5 TPM R & W ER

B 4-7 test_tdd! BT FFULIZE
Figure 4-7 Flow Chart of test_tdd! Test Program

433 tpm BREBEFILEFRES

1. TPM #¥I4A{L

TPM ¥IE54L 24 tpm_startup.c, tpm_testing.c, tpm_data.c. tpm_startup.c £
‘% tpm_emulator.h, tpm_commands.h, tpm_datah A1 tpm_handles.h, tpm_testing.c
434 tpm_emulator.h, tpm_commandsh, tpm_datah, crypto/shal.h, crypto/hmac.h
A crypto/rsah , tpm_datac f & tpm_emulatorh , tpm_structures.h ,
tpm_marshalling.h.

TPM ¥4 =4S BAT -

1) tpm_data.c F KRS tpm_init_dataQ#ERAT, TPM FHIK A BEE#E¥II81L
HRAEE;

2) ZEBAT tpm_startup.c FHIEE TPM InitOF, BHERE—AIATER,
BN5EM tpm_testing.c % ] TPM_SelfTestFull), T H U T U EMK: a. HHBE
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4% AETLEURGTIE AR

PIBUR £ b A AR ER N SHAT Hi5; o HAZ MR ER N HMAC
Fik; d. BEFEFHF AN ARIT L IMRFIEE R RSA B ERETFS
.

MR ERAE—TERKKT, TPM HEBRLSFAT—MRMBER, 3H#
HERAGSNSRE—MERER. EEMIS, TPM_ GetTestResult()F F 3k
BHEVIFHERER,

3 MREREL, TPM HEARSTERENER, FARFLHATE
BEESHEMBL, EHRENEBETERT, TLEL tpm datac FHRH
tpm_restore_permanent_data()/{R 7% H ¥k K A BB 4.

FEXH TPM B, 5% tpm_startup.c * i786 % TPM_SaveState()2 8 F k(%
TERABIEE, F KA tpm_data.c FEIRS tpm_release_data)RBHSE I E
#, LLUIAREMGHE. TEN TPM K8 5h &5 H .
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LNk

tpm_init_data()
YIRILKAE

v

TPM_Init ()
LI

v

TPM_SelfTestFull()
ZE =k

v

TPM_Startup ()
VIR T A ER SR

TPM_SaveState ()
RFAKABIEME

v

tpm_release_data()

BRI AR

| B 48 TPM MEZI KX AR
Figure 4-8 Flow Chart TPM Start and Close

2. TPM fn S 43R :

TPM 4 4 # X E R tpm_cmd handlerc, tpm cmd handlerc & &
tpm_commands.h, tpm_datah, crypto/shal.h, crypto/hmac.h, tpm_marshalling.h,
tpm_handles.h.

TPM #r 2 HIPITRMFE R — TPM a4 9A (nFWH4) Faai. @it
socket £ 1%, 0 /5181218 A tpm_cmd_handler.c PHIEE 2L tpm_handle_command()
L% TPM I EF.

EHREAS, fSPPITHAZANATER: G2 EERBRES, 25K
wREKL, @45, ALR (%K) . ZEREMSERAHFELH TPM R
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AWITE, HHEMASHNORE, FERBREN TPM et E— S 4ES5H.

PATLRr a4 ERBIRBINSH . ERATHT, WERBRRRRIERS
BLTMBAS HZEE.

T EENEIGAMEHF SREISHENMNAARE—R. &5, WNAHAANE
MFFRRTRIFRELARE.

PUF A dr&iT S R AREE:

tpm_unmarshal TPM REQUEST ()
4341 $ & ¥ X TPM_REQUEST

v
tpm_update_ticks()
EHEEEE O

v
tpm_audit_request ()
HEBAIER

!

tpm_execute_command ()
PATHS
v

tpm_audit_response()

o 2 0 e
v

tpm_marshal_TPM_RESPONSE ()
XA T R A

B 4-9 tpm_handle_command() & 12
Figure 4-9 Flow Chart of tpm_handle_command() Function

4.4 TPM & S${HEIEITMR

B REEARNSH, X ANEFHTTEINEE, ¥aUEFE

BOAh BB TPM fr & #HTRIBEARE, XEL TPM 4L OIAP &4 441, Bk
WAL TR R R A -
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1. I &AETRNAmER:

tpmd —f clear

M AU clear R EF tpm » BFE tpmd HATEAME T E3IG L ERIF
B % TPM Startup(), FHEFFH B L HHIAT.

2. 3TJF TPM fn AL IRE L :

L TPM_OIAP #r4 h#il, 7E test_tddl.c ABRIEZ A TPM_OIAP &%
R (B Ay 44488 {0, 193, 0, 0,0, 10, 0,0, 0, 10}, FEL ¥ FIEAT test_tddl
B, fEARAEITBNLHE QP EREMSHIITER. BIEPRA:

cd tddl
R fr 4T i N B4 TPM_emulator-0.5 %36 #42 F ) tddl Hk.
vi test_tddl.c
B vi BE B testtdde HITHE (WME 44 FFx)
<3 mmaE 2e #a @' ) ﬁ = i i i o=k L o za -;-iﬂ.nﬂ:llﬁuz E]

2!'5 «lu R MWL HEQ W

m ug aln nek ap: —.n):unDM sirmulaterpe @ |[rost@ecobn-deskiop: @ |roct@cchin.desktiop: —/CataToM_simulatarn
o dahu it |

}

int maini)

{
TS5_RESULT res;
UINTIZ status;
BYTE buf([256];

UINTIZ buf_size = slzeof(buf);
| BYTE reseti] = {0, 193, 0, 0, ©, 10, 0, O, O, 10};
| unsigned int i;

res = Tddl|_Open();

It {res I= TODL_SUCCESS) { i
printf({“Error: Tddli_Opan() falled: %s (%D4x)\n", get_arrorires), res);
return -1;

| 1% get driver and device status *f

| res = Tddli GatsStatus(TDOL_DRIVER STATUS, &status):

| If (res 1= TDDL _SUCCESS)
printf("Error: Tadl| _GetStatus(}) failed: % (%4x)\n", get_error{res), res);
Tddli_Closel];
return +1;

rintf("Driver status: %sin”, get_status(status));
rns = Tdd!li_GetStatus(TDOL DEVIC! STATUS, &status);
il (res 1= TDDI. SUCCESS)
printf(“Error: Tddli_GetStatus(] talled: % (%ax)in®, get_errar{res), res}):
Tddi|_Closel);
return -1;

]
printf{“Device status: %s&\n", get_statusistatus));
e A ==

75,38 s52% |2
3 @ rect@coin ceskiop: —O-- || B coln - 2HAANE I[5) ltem_smulator-0.5 FiRE. | W [Serot - ubumtutinue Fo. E_ el ls, J

M 4-10 HEBNEET
Figure 4-10 Emulator Software Test Program

make test_tddl
Z4T make SCHER % test_tddlc SCHFAE ARARRLRTHRAT ST test_tddl, i8I E/Z

tddl BT A TR BRI, ATTPRAT AR RL ar- 2R 4E
Jtest_tddl

IZAT AT AT A test_tddle
PRI FE A A B AT A 405 & O b a] W, TPM_OIAP a2 Ih AT, ik 4-11
FiR:
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0 s sefzEsnsE zo 1]
Laagups Do oy e

FeE wHE EEY ERD MIg $hy

2 [roct@cslin-desktop: —/DataPM_simulatertp-~ @ |
root@cal in-desktop:~/Data/TPM simulator/tpmemilator-0.5/tpm enulator-0.5# tpmd -f clear
tprd.c:380: Info: MBI M FHH B (besti)

tprd.c:381: Info: starting TPM Enulator daermon

|tprmd.c:145: Info: parsing options

tpmd.c:187: Info: openening random device /dev/urandem

ltprd.€:203: Info: installing signal handlers

tpmd.c:290: Info: staring main loop

|tpmd.c:263: Info: initializing socket /var/tpnytpmd_socket:0

.o/ tpmitpm startup.c:30: Info: TPM Init(]

../ tpmitpm testing.c:242: Info: TPM Sel fTestFull()

..ftpmitpm testing.c:260: Info: Self-Test succeeded

«oftpm/ tpm startup.c:46: Info: TPM Startup(l)

./ tpm/tpm capability.c:605: Info: TPM GetCapability() (not fully inplemented yet)
.oftpmitpm cmd_handler.c:3125: Info: TPM commnd succeeded

../ tpny tpm authorization.c:181: Info: TPM_DIAP()

«oftpmitpm crd_handler.c:4125: Info: TPM commnd succeeded

roct@colin-desktop: ~/DataTPM_simulatorftp+ @ root@colin-desitop: -

X (B rcot@coin-deskiop: —/0- | B cobn - X2ATE 3@ tpm_emulstor-0.5 FREE.. || & [Serat - ubuntufinux F... | S 0] 000 00 o5
B 4-11 (i EANR R FETS R
Figure 4-11 Output of Emulator Software Test Program

MR FFRZEIT 4 RATUE S, MR 3AT T R S L
#r4 TPM_OIAP(), BIh#bEE T TPM HIFALTMYL, K75 TPM FALEIIT TPM
Heoheen3at.

4.5 AIEE&INEREFS T

TEFEANEMEREESE W T JLA M 4 TPM_Makeldentity,
TPM_Activateldentity, TPM_LoadKey2, TPM Extend LA & TPM Quote .
TPM_Makeldentity £ B% 5 4 % 49, TPM_Activateldentity 3k 78 & 4 iF 3,
TPM_LoadKey2 # AIK i $5/n%%) TPM #, TPM_Extend [i] PCR fm#E&1H,
TPM_Quote K AIK X EBEHITESL . AT T BER:
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TPM_Makeldentity
24 AR By EEHAIK

v

TPM_Activateldentity
WIE S, WREZIGIES

v

TPM_LoadKey2
In#EAIK

v

TPM_Extend
TEFEEHIPCR P 75 b0 BT 60 U R AE

y

TPM_Quote
P AIKXY B % BFIPCRE 58 42

4-12 EEVHEFE G INEARH TPY &4 PATIUF
Figure 4-12 Exective Squence of TPM Command
Related With Trusted Computing Platform Authentication

TPM_emulator-0.5 i E&F XEANREESTEFEAEEIMAR, Hp
TPM_Makeldentity, TPM_Activateldentity, TPM_LoadKey2 = & 2 X @M S.
BE M X =AM A AR BOE S MRS BLIREHAT TR T, A5 RHE
USBkey 5231 TPM BRI {5 ALEFT T 2Rk,

4.5.1 TPM_Makeldentity B3I

1. TPM_Makeldentity L&

TPM_Makeldentity FIEERERFEFMHANEER AK, HHPAHBIF
M7= TPM_PUBKEY %3tk , TifA43 884> & L TPM_STORE_ ASYMKEY £
B X H AR E TPM RIE AR E.

2. TPM_Makeldentity i % Bl 8 = EHIZ 5

TPM_Makeldentity #4060 F 07 K tpm/tpm_identity.c F, WRBIKER
BRI aE.

1) typedef struct tdTPM_KEY{

TPM_STRUCT _VER ver; /4RI AS

TPM_KEY USAGE keyUsage; //Z4AKE

TPM_KEY FLAGS keyFlags; //#4HBHEFRENL

TPM_AUTH_DATA_USAGE authDataUsage; // 78 #ALRZAE (never Bk
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BAw TETLERGEN

always R7)

TPM_KEY_PARMS algorithmParms; //Z4IE LS

UINT32 PCRInfoSize; //PCR K&, WEFHARHEEI —/ PCR Lk, W
XAMER 0.

BYTE* PCRInfo; / PCR Z#I2K%!, WMEFHRLEES PCR £, WE—A
aline|

TPM_STORE_PUBKEY pubKey; ///A4H&8 4

UINT32 encDataSize; //encData Sk /)

[size_is(encDataSize)] BYTE* encData; // FASHEE4)

} TPM_KEY;

TPM KEY SHENSMHHFH AIK HWEH, AK RANKELHE
TPM_STORE_PRIVKEY, A$AR%HEKEE TPM_STORE_PUBKEY.

2) typedef strut tdTPM_IDENTITY CONTENTS{

TPM_STRUCT VER ver; 1185 ¥ I RR A

UINT32 ordinal, //TPM_Makeidentity #4155

TPM CHOSENID_HASH labefvCADigest;// identityLabel 1 privacyCA B3 %515
HE

TPM_PUBKEY identityPubKey; I/AIK 2%

} TPM_IDENTITY_CONTENTS;

TPM_IDENTITY_CONTENTS %5# /i F# 6% TPM M 545 B, 4% AIK 2
A BHIFAEBNER CA MBREHE.

3) typedef struct tdTPM PUBKEY{
TPM KEY PARMS algorithmParms; IFREESEER
TPM STORE_PUBKEY pubKey; IAHAE
}TPM_PUBKEY;

TPM_PUBKEY %02 TPM A4%EE, SEAANERESEEZER
AREE.

3.TPM_Makeldentity 5 2 LI 712

TPM_Makeldentity g4 2B E 4-13 FiR:

idKeyParams & TPM_Makeldentity ff & FIHMIASH, B85 G HFHKP— L
{58, TPM_Makeldentity #4425 X RiF S HUR A ERYE, SRS authHandle
ZREFTANRASERETEL A HN, A sskAuthHandle :RF 5T (95
ASERBET SRK FiEEHEN, 3 BRiF idKeyParams 3548 KR FI AT
B,

#%&, TPM_Makeldentity fr X M# [ AuthData TR, BERLH
AuthData {§7E idKey /4 usageAuth F76i%, N FEHF BRI H TPM_OSAP
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LR T A TETA 2R

B 5E . 15 idKeyParms FIBHEA B —ANIEXIFRZEHN, AIK 4 TPM_PT_ASYM
FAAKAY, SRK 1E AR EHAST AIK AR #4T N, FI A labelPrivCADigest
1 idKey K15 B0 TPM_IDENTITY_CONTENTS #£#), #7424 idContentse.
H AIK #A43%} idContents &4, %4 % HITFHE7E identityBinding IRFEI S ¥ F .

By #EidKeyParamsf) B iEHE
YES ’

L J& EITPK_BAD_KEY_PROPERTY I-——‘

RiE
idK eyParams->keyUsage &
[PM_KEY_IDENTITY %4

NO

YE

(]

J& [EI TPY_BINVALIDKEYUSAGE_KEY_PROPERTY

S
%iE NO
idKeyParams & HI R AT B
YES

( A2E AuthData 4‘

Y
L i EidKeyParmsf) 4543 J

4
[ R ERBRE HIRE J

'

I M E S PAuthData?F S8 FidKey l

I

I © AIKH ATIIR B AidKey |
I EAIKE A6 B

FRILTPM_IDENTITY_CONTENTSZ5#3
(idContentse)

FAAIKR. A%t idContents¥ 45,
HFTFHELEER

%R J

& 4-13 TPM_Makeldentity fr 4 Jiti2 &
Figure 4-13 Flow Chart of TPM_Makeldentity Command
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© 4.5.2 TPM_Activateldentity RJSKE

1.TPM_Activateldentity Th&E

TPM_Activateldentity @4 EERHENFEMER, —MREBIN CA KK
TPM_SYM_CA_ATTESTATION % #+ RiEF 2 %457 TPM K, H—A=23KE M
# TPM_MENTITY_CREDENTIAL &#IMKEEH. REFEHAERERT
Brdr 4.

2. TPM_Activateldentity i#5 & 2| ) EZXKITBEH

TPM_Activateldentity fy& THHEEH tpm/tpm_identity.c F. FEH K E
RIBIR S aTE:

1) typedef struct tdiTPM_ASYM_CA_CONTENTS {

TPM_SYMMETRIC_KEY sessionKey; /il AIK it K &i5%H

TPM_DIGESTidDigest; IERALNARTPRE, REPHCAK
uE

}TPM_ASYM_CA_CONTENTS;

TPM_ASYM_CA_CONTENTS 4% % CA k% TPM HIES, BIEMEFIE
BHLEFHAN TPM AENHEMS. TPM BRRER)S, RIS EFHMR T
B, FHHE A CHAHNREEME 5% §) TPM_DIGESTidDigest Xftt, 5%
NN H 2 HER.

2) typedef struct TPM_SYMMETRIC_KEY{

TPM_ALGORTHM_ID algid; ImE gk
TPM_ENC_SCHEME encScheme, /AR
TPM_UINT16 size; IIERKE

TPM_BYTE *data; 114

}TPM_SYMMETRIC KEY; :

TPM_SYMMETRIC KEY &2 X EFHNRNE, BEEE. 7R, KE
MEHAE.

3. TPM_Activateldentity #5 & LI 1E

TPM_Activateldentity it @ L N T B MW R B B W F i = :
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R TIL KT 2T A8 X

BERTH & M

L -ynd

YES + K [B] TPM_BAD_PARAMETER

A

B TPM_PUBKEY{fihash{¥f, fR%F
B HI

L]
PR HprivekXblobABE, HRFEH
Bl

BLEL 1AM
TPM_ASYM_CA_CONTENTSZS %!

Bl->IdDigest=H1?

K1=B1->sessionKey

HUFBIMA BRI A S

B1&TPM_EK_BLOB

Al=B1->biob SR[EITPM_BAD_TYPE
v
NO
Al->IdDigest=H17
YES

HUfA1->perSelection 7 NULL

FAFTE M PCRIYA I->perSelectionfd.,
it hashifl, REFICI

YES & [B] TPM_WRONGPCRVAL

17 Al->symmetricKey=K1 l

| EFIK1 ]

( @& )

4-14 TPM_Activateldentity #4772 &
Figure 4-14 Flow Chart of TPM_Activateldentity Command
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4% A ORRGEMT

MRBEFTUEY, ZadEEEEMEENRNERTERN, REFHL
HEE G G454 (TPM_KEY IDENTITY) &, REEUHEAMAM it EHE
1, FARFEPEREHITESE, FEE Bl . HiE Bl HABARASH
Wi CA 513 RHES, BEFENIERTEMBEGRTILE, HEMFAE
B. MRERE Bl FIRBARESH N Z TPM_EK BLOB, N#EZHH&EEH.

453 TPM LoadKey2 HISKI

1.TPM_LoadKey2 Lh&E

# TPM FR—ANEHETINRE .. 858, B3, SLEHLMIhbE, &
B0 key i%%] TPM E. TPM_LoadKey2 () & BRI key MNEE TPM E LA
FEH.

TPM 35K key BIE)#H, TPM BB AWK EMLTEMEN key. BREH
WA LA key FIEBIRIETTHR. EEMRGERFTRFANS LM REG
FRFREZ M ERE . i SXT key FRHE#HTRE. B, REME—AF
EEAN, RERR XFHFHAPRE (2048 X% .

2. TPM_LoadKey2 & R B EEH B LM

TPM_LoadKey2 £/ F15 EL 481 tpm/tpm_storage.c F, B R B T EMEIESE
HEESR:

1) typedef struct tdTPM_STORE_ASYMKEY

TPM PAYLOAD TYPE payload; /32 {kK

TPM SECRET usageAuth; /2 4518 F FAUE

TPM_SECRET migrationAuth; /%18 % A HAUE

TPM_DIGEST pubDataDigest; //TPM_KEY 4 #J {55 &

TPM_STORE_PRIVKEY privKey; //FAgH &84}

}TPM_STORE_ASYMKEY;

TPM_STORE_ASYMKEY £ W X EfFff AK WRAH, REFRE
TPM_STORE_PRIVEY % ##.

2) typedef struct td-TPM_KEY/(

TPM_STRUCT _VER ver, /&2

TPM_KEY USAGE keyUsage; /245 {8 FI 5 %Y

TPM_KEY_FLAGS keyFlags; //Z bR &L

TPM_AUTH_DATA_USAGE authDataUsage; /#Z40{§ F &4

TPM_KEY_PARMS algorithntParms;//Z 4 H 25

UINT32 PCRinfoSize; // PCRInfo HIH &

BYTE* PCRInfo; // TPM_PCR_INFO, Z&HR%E
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TPM_STORE_PUBKEY pubKey; /A3 %

UINT32 encDataSize;/ encData fi+ &

[size is(encDataSize)] BYTE* encData; /%] TPM_STORE_ASYMKEY %
}TPM_KEY;

TPM_KEY %#J7E TPM_Makeidentity MRS, 77 AIK MAFAEAXT.

3. TPM_LoadKey2 # & LM

TPM_LoadKey2 #r4 LIS B2 BB I T FiR:
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Feh

HAREREROXEAZNA

¥ iparnetHandle->keyUsage 2
TPM_KEY_STORAGEZZ!

YES J& [EITPM_INVALID_KEYUSAGE =

4

R E inKcy->privkey, IR 18 [EITPM_BAD_KEY_PROPERTY j
TPM_STORE_ASYMKEY%45#]

Y

B EinKeyMITPM_STORE_ASYMKEY
Eerial:abrt 4

v

REFANEHEHRRN—BE

¥

MBEE BRI,
25157 2 EETPM_NOSPACE

'

HRARTPMAN, 4 EinKeyHandle

Y

# & InKeyHandle->parentPCRStatus
FparentHandle->parentPCRStatus

ParnetHandle & % {# FiPCR# 77 2%

NO

# % inK eyHandle->parentPCRStatus 4y TRUE

gR e

4-15 TPM LoadKey2 f 42 H
Figure 4-15 Flow Chart of TPM_LoadKey2 Command
MAFEEE LLE B, TPM_LoadKey2 B 52 fF F IEM R B A RAUENE
PRA, RERBEFHREHTNETH. nRFFHRITBHEEE, RBIEN
HREANHARAN—B. WRESHEHLXR (TPM_KEY_IDENTITY) ,
W EENARE RSA, B KPLIRE 2048bite. EREZMFE BB EAREES
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46 KEL

AZHRT IBM HFFE M4 TPM_emulator 0.5 (hEBHEWRITIGE, UK
EAEGEANRHE. BARFHER, A5 TPM hEENTEFENERDT
SEPRHEAT T 40, AT a5 & AEA X80 E B R B B & A LR
. EEHASHEME, ZAZE (ERBETFREZERFER EIRD ) 2007
EE AP ERET —E4L R (ET USBkey M EHHEFE SRS &) MRS,
B THESH TPM T {FMEFE MR TR, A4 JE%E USBKey F3£E TPM
R HARIT T T 2
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A FEFESAETTEREARBIHA, AT USBKey L3I TPM IhRER
X—m & BiR, AXFE#HTTEANAFTAMNARESLE: —. IETEEERZSE
BT, Fi5 TPM 22HUE: =, TEEER BIOS £ MBHHIA,
F1E BIOS BUEMELMIE T, =, AETEERERES, FE TPM
RS A 405

EUETEIELZLNHNARF, BXEFERR T TEFEFEXEERES
A5 AR TPM M E 8RR TSS WEMSThEE, AT TR TERERRME
ERAE—aTEREENS. TTEFEEIE. "TENENS.

BIOS {E AT (S #HIVIAATF EER, REFHIEL, B {EEE1R BIOS
REMBRAETE. BXXAEEER BIOS 2 BT THRAMR, #idE
BEHETH BIOS BAKREINERMISE T BIOS KEFMAE, IR
T BIOS BERZ5H#IF BIOS REERIAR, 4T E ) BIOS #2R&, Wit
T BIOS “ZAeME RS, %R ERYE D B LR BIOS #AEM BIOS &k
BEN I ENE BIOS #ATREMN, FRESNERIITREEF, MRT
BIOS K& 41 . 7 64 7 EFI BIOS Bl E£ 451 16 A BIOS RZEHIEHB T,
EFI BIOS 7327 7 BIOS HIABMIIGE AN b kEL M EZLRE, AR E T
—Fi#id USBKey 5% EFI BIOS Z2&HM &It R.

X T FE TPM THAELSEBLMI AT, AR T IBM HIFFUE# 4 TPM_emulator
0.5 FEAK B REHMINEE, SHIEEHTTEREE, HRFERETL, X
TPM #4347 T A RFR K . AIGEE X TPM _emulator 0.5 FEBHMAIEF&
INEZR 4SBT T AT, #R T aE PR AEMAXH FERBERE S
MR

WX E R =ANFEBF R SHEE N USBKey FLHL TPM TiFEHT F T
SERER I E RN SE B F A

EWTHHARMELH LEERNER TREEE. BABRMREKE TCG X
BRI . BT XRsE g, BERIII, TEA L, BKENS
WEREBETE. TCG EJLVENMERTER, EHARAPETKNRERH .
MRS, XHA R ETEHTEERNRRE K. TR XHHAS, Ed
ZREMEAENHPTGEHEBRESHERERREES, NPEIZREH
HMBESMIR, SHEXMTERBERER. 7£BIOS ZEMASKERZKM LN
TREPBIRLEAE, Fiin BIOS 5 BXEFENEER. BIOS B REMFHENR
ERAENE B, BT ERNSE BIOS & FHKHRED, SR
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R, HEFERARTEEFRTREALRENLRERMAHL. £ BIOS BE
REM LI ERT RO TR 5HELIEES . £ TPM_emulator 0.5 T E K
HAEEFFRMTEED, EREERFEAN, BEHN, FES S TPMI.2
MICHAT . FERRGERITARRET L RRESRY, BEEN EERE
B, AR linnx B#IERKLTRINERFHEFTE, BEBERGCHRERI.
TR R E BRI AT RS RS, RIEFENE TPM1.2 BTG FER
ERATIREM A RNFT VT, TEEXF AP RHRESNERS, FELRER
PIBEEZAR, BT ROVEIRBRELF AR R RIEE S .

A THE USBKey F5E3L TPM DIeMZ R EBiR, T—SFEH L oH
TPM_emulator 0.5 A EERRMEFELEH N XEMLSLIARE, THE
TPM_Extend #y4f TPM_Quote 4, XH M4 2A{EEENZLER. 5
Sb, A T LI EZOaARER, TEXR TSS Mgk SHENKMNAED APL
BB, AT 4ME TPM RRERIERFEMBEPATAIFEIHEDIRE, FEX BIOS
BATHGE, T HET EFI BIOS 1Rt T A BUEM R MK AR LKE S HAEEA,
A LK USBKey FI1IKzNFE 3% B8 EF1 8 O Y8 B N EFI BIOS, 7E EFI BIOS ##k,
4T USBKey K13 Z). 1M TPM MYE7E USBKey F LI R AI{E MR 5 F1R
##R, EFI BIOS & 3&EZ FLIT AIEEERRNITIEE, T8 BIrMSIEER
R — KPS ERRN A Z B .
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