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Abstract

The characteristic analysis of network traffic is an important issue in
communication network. A thorough understanding of network traffic is
essential for addressing a wide variety of network problems, including traffic
forecasting, anomaly detection, capacity planning. However, at present, it’s
difficult in analyzing the network traffic because of its high dimensional
multivariate structure.

PCA (Principal Component Analysis) is a most commonly used technique
to analyze high dimensional structures. It has been successfully used in the
field including image recognition, neural network. So it’s an attempt to apply
PCA in network traffic analysis.

I apply PCA on a real network traffic data. Then I find that the set of flows
has small intrinsic dimension. In fact, even in a network with nearly a
hundred flows, these flows can be accurately modeled using a small number
of independent components.

Then, T show how to use PCA to decompose the structure of flows into
three constituents: common periodic trends, short-lived bursts, and noise.
This provides a tool in understanding the character of flow. Furthermore, 1
explore the extent to which this decomposition varies over time. That is, -
whether the original decomposition is still useful in the subsequent
decomposition.

Token together, simulation experiments confirm that applying PCA in

network traffic analysis is feasible.
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